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Odborny prispevok
Zdroj: https://www.youtube.com/watch?v=x_LVxSkHMtl

PouZzivatel’ “SeanLikesTech” na YouTube zamaskoval edukacné video na
propagaciu skodlivého open source software FTK Imager 3.1.2.0. Edukacné
video by malo poskytnat’ informdaciu, ako pouzivatelia moézu porovnavat’ MD5 a
SHAS5 hash hodnoty dvoch USB kl'icov, avSak vSetko cez User Account
Control: Unknown publisher softvér. Softvér ma pristup k pevnému disku
pocitacu a nema podpisovaci hashovaci algoritmus sha256RSA, taktieZ nema
verejny kl'uc¢ RSA (4096 bits) s parametrom 0500 a nema vydavatel'a DigiCert
Trusted G4 Code Signing RSA 4096 SHA384 2021 CA 1 s platnost'ou od
9.6.2021 do 14.6.2024. Nebola uvedena validna verzia softvéru V3 a ani drZitel
Exterro, Inc (CN), Exterro, Inc (0), L=Beaverton, S=Oregon, C=US.
“SeanLikesTech” uviedol konkrétne postupy porovnavani dvoch hash hodnot
USB kl'icov: Add Evidence Item ... > Logical Drive > C:\-[NTFS], E:\-USB-
1[FAT] > [unallocated space] , [root]>C4Pri04>Hashtest.txt>Export File
hash

Pointa spocivala v tom, Ze YouTube pouzivatel’ chcel nabadat’ edukacnym
videom pouzivatel'ov na stiahnutie skodlivého softvéru, ¢o ma pristup k
suborovemu systému C:\-NTFS a k pevnému disku pocitacu. Vsetko bez
verejného kl’uca , bez digitalneho podpisu, bez digitalneho certifikdtu, bez
sha256RSA. Softvér FTK Imager 3.1.2.0 je zdrojom na SSH port forwarding so
synchronizdciou a na unik udajov, napriek tomu, ze edukacné video by mal

slazit’ na poskytnutie informacii sI'edovatel'om ako predist’ takymto itokom.

(pouzivatel video nasledne aj zmazal..)



VyrieSime identifikdciu utokov na zariadenie pomocou kompromitovanych
zariadeni a siet’ovych nastaveni, identifikujeme socidlne inZinierstvo v
socidalnych medii, zaist'ime vSetky dokazy a identifikujeme utoky aj pocas

zaistenia dokazov na utoky:

Na kontrolu pristupu k pevnému disku sa pouZzije softver ako napr.

Autopsy 4.18.0.

a ::D%Aﬂ 8.0 &

Apps Autopsy 4.18.0

& Outlook > App
Search the web

,O au - See web results > Open

4 0

Documents (6+) Run as administrator

Folders (1+) Open file location
Settings (3+) Pin to Start

Pin to taskbar

= g x B

Uninstall

Analyza bude realizovana na lokalnom pevnom disku. Uvedieme kroky:



i New Case

Open Recent Case

%

Open Case
-

- i
®
Autopsy
OPEN | EXTENSIBLE | FAST

Close

Vytvorime image subor pevného disku a analyza dat sa vykonava na képii

M New Case Information

Steps

1

Case Information
2

Optional Information

Base Directory: C:# Browse
Case Type: (@) Single-User Multi-User

Case data will be stored in the following directory:

< e

< Back Next > Firish Cancel

REp

Next >



M New Case Information

X
Steps Optional Information
1. Case Information
2. Optional Information

Ci &

Examiner

Organization

Organization analysis is being done for:

< Back Next ancel

\—/

Treba zadat Case Number a Name. Phone, Email, Notes, Organization su
nepovinné.

Po vytvarani Case pripadu sa zobrazi Add Data Source dialogBox, ¢o moZze byt
napr. Image File alebo Local Hard Disk Drive. Klikneme Next>



M Add Data Source

Steps

Select Type of Data Source To Add

1.

2,
3,
4.

Select Type of Data
Source To Add

Select Data Source
Configure Ingest Modules
Add Data Source

‘- Disk Image or VM File

Local Disk

(<]

‘& " | Logical Files

e Unallocated Space Image File

e Autopsy Logical Imager Results

- XRY Text Export

<Bad Firish Cancel

Help
Case View Tools Window Help
2 o S
= Add Sta Source a Images/Videos - Communications

g
Steps Select Data Source
1, Select Type of Data Source To Local Disk: Select [

Add
2. Select Data Source
3. Configure Ingest Modules Timezone: ~ S
4. Add Data Source )

Select Local Disk X

Select a local disk:

Disk Size

xV Refresh Local Disks

Vyberieme disk. Klikneme OFk.



M Add Data Source

Steps Configure Ingest Modules

1, Select Type of Data Source To

Add Run ingest modules on:

2. Select Data Source = = > The selected module has no per-run settings.

3. Configure Ingest Modules L

% Moo ies CIN ST
‘ [ Hash Lookup
g [A  File Type Identification
|4 Extension Mismatch Detector
[ Embedded File Extractor
? [ Picture Analyzer
“ M Keyword Search
‘ M Emai Parser
|[4  Encryption Detection
| Interesting Fies Identifier
l M  central Repository
'[M  PhotoRec Carver
| Vvirtual Machine Extractor
i %] Data Source Integrity - Extracts recent user activity, such as Web browsing, recently us...

W= Glabal
| SelectAl | | DeselectAl | | Histary X et
bs
<sk Frsh | Corce
Next>
M Add Data Source
Steps Add Data Source
1. Select Type of Data Source To
Add
2. Select Data Source - e . ’ =
3. Configure Ingest Modules Procew'ﬁ data source and adding it to a local database. File analysis will start when this finishes.
4. Add Data Source
~Status |

*This process may take some time for large data sources.

< Back Next > Firish




<« G [ Listing
Results

i [@ Data Sources A | Table  Thumbnad

4 ®| Views

i}’ @ Page: Pages: Go to Page:
= E Extracted Content Noais
W EXIF Metada[.'
Extracted Content
wl Installed Programef & extracted Con
Metadzt4y \ Keyword Hits
Operating System Information@il) % Hashset Hits

Operating System User Accountiiilh
Recent Documents i ¢ interesting It

A Recyde Bi
J Run Programs & Accounts

¥, Shell Bag:

Ed USE Device Attached )
ER user content Susoected.
@ Web Account Type @I
Web Accounts(iilp

Web Bookmarks @)

E-Mail Messages

“ M

» B2

f Web Cache
) Web Cookies

Web Downloads (il

Web Form Addresses
Web Form »-:M
Web Histor

Web SearcHGIED
Keyword Hits

% Hashset Hits
Y| E-Mail Messages

e«

S rED

s

-

- @ Data Sources

g e \/ybericme si disk, pretoze vel'a utokov zni¢i vydrz
batérie zariadenia napr., a kazdy softvér ma pristup k pevanému disku pocitacu,
teda napr. exploit utoky na port forwardingy musime hl'adat’ tam. Nehladame
cez Installed Programs! pretoze Skodlivé softvery prave chci zbierat’
informdcie o tom, Co mame my na zariadeni a to neni Gloha, tloha je
identifikovat’ pristup softvérov na diery, a to ide cez pevny disk (lokdtor pevného
disku so zneuZitim pristupovych pravidiel pomocou SSH).

Softvery Unknown Publisher, Co aj zmaZe videa chcl extraktovat’ udaje o
zariadeni ako: Installed Programs, OS User ACCOUNT, Recent Documents-
kradnutie dokumentov cez port forwardingy, open port ssh connect, Run
Programs a nainStalovan¢, doinStalované Shell bagy a pod. My by sme prave
mali tie udaje drZat’ private a neposkytnut’ to softvérom nikdy. (lebo moze sa
stat’, Ze autor videa po identifikovani Gtoku video nihle zmaze)

My musime hl'adat’ zmeny na pevnom disku, Skodlive softvéry funguja skor ako

“server” na zber Co najviac informécii o zariadeni, ako konkrétny model USB

drive-u, teda poskytnut’ tie udaje priamo utocnikom je podlahnutie socialnemu

inzinierstvu. (NEposkytujem!, ak vidim tam utok, inak defakto stthlasim s tym,

Ze niekto ma snazi hacknut’ aj napriek tomu, Ze viem o tom, teda NEsthlasim.))
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Vela I'udi proste suhlasi, Ze ju/ho hacknu, preto je dolezité vzdelavat
pouZzivatel'ov na rozpoznanie utokov ako sme si to robili vyssie a pokracujeme
troSku konkrétnejSie, (cases nizse)

..Je doleZité vzdelavat’ pouZivatel’ov pomocou odbornych clankov, alebo
zverejnenych prispevkov, nesfalSovanych videotutoridlov.

Pripad

Prezentacia

Prezentacia: https://bcstudent.fpvucm.sk/~nemethdenis/dfa/prezentacia.pdf

Nastal tnik prihlasovacich udajov, neopraveneny pristup cez virtudlny stroj na
zariadenie, unik dat, zmanipulovanie sietovych (perzistentnych) rozhrani a
neopraveny pristup k informaécii aj pocas samotného zaist'ovania informacii na
USB zariadeni pomocou softvéru MagnetCapturer RAM Capture v1.2.0.

5WH(6)

Who (Kto)- neznamy pachatelia, identifikovali sme aj pouzivatel'a pod menom
“oerdnj” z GitHub for s kompromitovanymi open source skriptovymi
aktualizaciami na server www.ubuntu.com s IP adresou 185.125.190.20, osobu
identifikovanu pri tniku prihlasovacich idajov pod menom “Milada Janigova”,
Apacer AS2280P4 1TB diskovu jednotku, pachatel'a man in the middle pri servri
s IP adresou cez next hop 10.69.253.127 na server 185.125.190.26

Where (Kde) - Ubuntu Server 16.04.7 LTS , Kingston DTR30G2 USB
Device

When (Kedy)- 24.2.2026, (aj hlaseny incident)
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What (Co) - neopravneny pristup k zariadeni, man-in-the-middle ttoky,
kompromitovan¢ nastavenia sietovych rozhrani, unik citlivych dat
(prihlasovacie udaje, hesld). Poskodenie samotného pocitaca.

Why( Preco)- odpocuvanie pouzivatela, ziskat’ citlivé idaje, poSkodit’ a
znefunk¢nit’ zariadenie ale aj pouzivatel’a (zdroj pod elektrickym
vedenim a poSkodenym kablom)

How (Ako)- Pomocou zamaskovanych perzistentnych siet’ovych konfigurdcii za
legitimnych, pomocou IPV6 autokonfigurdcii a presmerovanim siet'ovej
komunikacie cez Ubuntu Server 16.04.7 LTS, pomocou vzdialeného SSH
pristupu na zariadenie cez Debian(64-bit), pomocou ziskanie prihlasovacich
udajov na microsoft365 cloud ucet cez
word.cloud.microsoft/?wdOrigin=OF FICECOM-
WEB.APPBAR%2CAPPHOME-WEB.UNAUTH %CAPPHOME-
WEB.SHELL.SIGNIN a pomocou administrativnych prihlasovacich udajov
ziskanych metddou word.cloud. microsoft/?wdOrigin=OF FICECOM-
WEB.APPBAR%2CAPPHOME-WEB.UNAUTH %CAPPHOME-
WEB.SHELL.SIGNIN a pomocou technik socidlneho inZinierstva (presvedcCit
pouzivatela na stiahnutie kompromitovanych softvérov, sietovych nastaveni)

Hypotézy + vysledky hypotéz + softvérové nastroje

1) Pouzivatel’ zamaskoval perzistentnu siet’ovu konfigurdaciu za legitimnu
(verejnu adresu zamaskoval na privdatnu) na virtualnom stroji Ubuntu
Server 16.04.7 LTS a pomocou zneuZitia prihlasovacich udajov ziskanych
pomocou word.cloud.microsoft/?wdOrigin=OF FICECOM-
WEB.APPBAR%2CAPPHOME-WEB.UNAUTH %CAPPHOME-
WEB.SHELL.SIGNIN sa posnazil odpocuvat’ pouZivatel’a (man-in-the-
middle utok) pri servri s IP adresou, ktory cez next hop 10.69.253.127 ide
na server 185.125.190.26. - Potvrdend, aj priamo hldasena.
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2) Pouzivatel’ zadefinoval sfalSované siet’ové rozhranie na USB zariadenie

Kingston DTR30G2 USB Device pomocou zneuzitia administrativnych
prihlasovacich udajov a poskodil uz zaistené dokazy na USB zariadenti,
komprimované subory na USB zariadeni. - Potvrdend, Apacer AS2280P4 1TB
diskovu jednotka pachatel’a priamo podchytenad, aj hldasenad.

3) Pouzivatel’ pomocou SupRHardenedWinVerifyCachelnsert sposobil
spustenie a unik zvukovych suborov (natdacanie pouZivatel’a) na virtudlnom
zariadeni Debian(64-bit). - Potvrdend, log subory naznacuju o skutocny pristup
k takymto udajom cez siet’.

Analyza a overenie, vysvetlenie hypotéz

Na obrazku vidime poSkodeny kdbel, o nechal za sebou pachatel’. Pocitac bol
pod elektrickym vedenim, zapnuty do elektrického zdroja, Co na jednej strane je
poskodenie povodnych dokazov na PC, na druhej strane je to nebezpecenstvo pre
pouzivatela. Taktiez umiestnenie kdbla sa podoba na dial-up port bonding
techniku, Co sa pouziva pri odpocuvani a pri presmerovani siet ovej
komunikdcii. MéZe sa jednat’ o socidlne inZinierstvo.

12



Fotka spravena dna: 29.5.2026

PC zostava HTONER AMD Ryzen 1000 — 000090010881 — 0000 pod
elektrickym vedenim.

13



PC zostava HTONER AMD Ryzen 1000 — 000090010881 — 0000 pod
elektrickym vedenim, avSak s poSkodenym kéablom.

.':’ 2 ru\?ﬁ.ﬁ‘i{' “‘* ':_" b, X .
Vzhl'adom na situaciu, Ze po¢itac HTONER AMD Ryzen 1000 — 000090010881

— 0000 obsahujuce dokazy bol poSkodeny, vyskusali sme vyriesit’ dovody z inej
14



PC (vid’ obrazok) v rdmci chrbticovej siete v miestnosti (backbone siet’).
Do6vodom je to, Ze v ramci siet’ovej infrastruktury sa daju najst’ stopy utocnika a
zdroje utokov. TaktieZ informacie o siet’ovom pripojeni Ethernet.

B Prikazovy riadok X 4 ie

(ol \Users\student>ipcnnfig

Windows IP Configuration

Ethernet adapter Ethernet:
gmoction—spcdﬂc DNS Suffix t lan sk
b « ¢ lan
Addre: 2901:“11!:b“:225:b35b' :
80: :BcBZ:28-’/:.‘!.11‘:.1:lli:;Zl‘a.ﬂ”jbc

S . 2.168.225.24

Mmlgc.tn.y BN G A e S :55.255.25!.0
: 159::225:225:225:
192.168,225.1

feB0: :ed3a: fa8a: £611: 714
. : 192.168.86.1 -

MWireless LAN adapter Wi-Fi:

Media State : connected
Connection-specific DNS Su“ix fedia o8

Wireless LAy adapter Lokilne pripojenies 9:

. Media disconnected

Wireless LAN adapter Lokilne pripojenies 19;

Media State
Connection-specific ONS Sufflx | | i ddsconnected

C:\Users\student»

Ethernet adapter 2 nema DNS Suffix a Default Gateway, nema konzistentne
uvedenu Specifikaciu ako v pripade Ethernet adapter 1. Je to bezpecnostny
problém, lebo odchadzanie sietovej komunikdcie z privatnej siete na Internet sa
uskutocni cez Default Gateway. To znamena to, Ze sa moZze nastat’ dial-up
siet’ova konfigurdcia, port bonding a odpocuvanie nayma v pripadoch, ked’
mame cez centralny administratorsky pocita¢ nainstalované virtudlne stroje
(VirtualBox).

Interné socidlne inZinierstvo zahiia v sebe unik citlivych dat, ako prihlasovacie
udaje na Cloud server ucty, Co slizia taktiez ako podklad na utoky cez SSH

15



vzdialené¢ pristupy, na prenos udajov cez siet’ové pripojenia VirtualBox, najma v
pripadoch, ked’ ide o Open Source softvérovu distribuciu, lebo tieto verzie
dokézu obist’ bezpecnostné kontroly systému Windows. VirtualBox ma pristup
cez hypervizor kK HW pocitaca Windows, ¢o uz znamena pristup k
administratorskym pravam pocitaca, totiz spolu s uunikom prihlasovacich
udajov a hesiel (vid’ obrazok) zdrojové kody Open Source softvérov vieme
zmodifikovat’ tak, aby mali pristup ku “Control Panel”.

—

= prikzzovy riadok
C:\Users\student>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet;

Connection-specific DNS Suffix . : lan .sk

IPv6 Address. . . . . . . . .. . : 2001:4118:b86:225: | : 2
Link-local IPv6 Address : ctanss

IPvil Address : 192.168.225.24

Subnet Mas !

ubne k 255,255.255.0 B« OwnleiGregps medmetst logint ®  igerBebash  opencyedy  licenwet
Sibor  Upravit  Zobwazit My =mv 8§ 7T § @ -

Ethernet adapter Ethernet 2: A0S . sk

user = gns3

Connection-specific DNS Suffix . : password = P1t3Sr8ZuMim

Link-local IPv6 Address

IPvi Address : 192,168.56.1 36122163741274528

Subnet Mashk : 285,255.255.9

Wireless LAN adapter Wi-Fi:

Media State : Media disconnected
Connection-specific DNS Suffix

Wireless LAN adapter Lokdlne pripojeniex 9:

Media State : Media disconnected
Connection-specific DNS Suffix . :

Wireless LAN adapter Lokilne pripojenies 10:

Media State : Media disconnected
Connection-specific DNS Suffix . :

C:\Users\student>

= Nadok 5, Stlpec1s 69 makov Obyéajny test

Unik prihlasovacich udajov sa da zneuZit’ pri prihlaseni pouzivatel'ov cez
Control Panel na server, navyse so sudo pravidlami + s nastaveniami takymi, ¢o

16



spravia z ich PC router/ server na prihldasenie viacerych pouZivatelov cez
synchronizovany Cloud, SSH, IPV'6 a ziskanymi prihlasovacimi udajmi.

re
e

I,

<« v A 5t > Control Panel i} Search Control Panel
? Set Up a Connection or Network

iew |
Control Panel Home Viewy
Viewyd Choose a connection option
Change adapter settings
Change advanced sharing ADE
settings Pub % Connect to the Internet

Set up a broadband or dial-up connection to the Internet.

Change i‘ Set up a new network )
. all>ct up a new router or access point.

%

Media streaming options

L, Manually connect to a wireless network
< Connect to a hidden network or create a new wireless profile,
=
L
Connect to a workplace
Set up a dial-up or VPN connection to your warkplace,

Cancel

Local account

Microsoft account

B8 Microsoft

How will this person sign in?

Enter the email address or phone number of the
person you want to add. If they use Windows, Office,
Outlook.com, OneDrive, Skype, or Xbox, enter the
email or phone number they use to sign in.

Email or phone

| don't have this person's sign-in information

Cancel Next

Terms of Use  Privacy & Cookies

17



Switch to a3 local account

The ontents of tiw P
Vs of thag ,lt, are encrypted 1o protect YOur privacy if this PC is lost or stolen
T SO C, v s -, :
s hr, n‘lah;.a‘l, stores your Mecovery key with your Microsoft account Before you
C Yl sccount, you shoyld back up a copy of your fecovery key If anythmgyo

happens to your PC yo il need your fecove key to 19N 10 and ac €55 your mportant fijes
you i\ COoV Y
Y g acc ¥

To back y /, €
. YP Your recovery key, case this dialog box and use the Szarch charm (o search fi
eVice encryption Tap or dick "Back u ; 4
P your rec g
M&tructions for each encrypred drive on y:uv P? et il Sl i

U want to switch to a local

(© Are you sure y

account?

W works better when you sign in with Microsoft Switching to a local account
you won't see your personalized 1.('ng3 on
isked to sign in again if you want to access info associated with your account

meat

If you still want to continue, go to the next step to verify your identity

@ Windows Security

Making sure it's you

For security, Windows needs 10 verify your identity

Enter your PIN

G o

PIN

| forgot my PIN

all your devices, and you might be

18



your local account info

rname and password for your new or existing local account. This is the
use to sign in to Windows from now on

0 continue o sign in to Windows with Windows Hello, you'll need to set up

Confirm password

Change sign-in settings

You can have assistive technologies start automatically when you sign in, after you sign in, or both, Select the
check boxes for each option you'd like to use.

Assistive Technology At sign-in After sign-in

Type without the keyboard (On-5creen Keyboard)
Press keyboard shortcuts one key at a time [Sticky Eﬁﬂ
If | press keys repeatedly, ignore extra presses (Filter Keys)

Use the numeric keypad to move the mouse around the
screen (Mouse Keys)

Hear a tone when you press CAPS LOCK, MUM LOCK, or
SCROLL LOCK (Toggle Keys)

Color Filtering (Settings)
Cursor indicator (Marrator)
Live Captions (livecaptions)

Speech Recognition (speechreco)

Oo0o0o00 O Obooo
ooo0o0O0 O Obooo

Voice Access (Voice Access)

Touch and tablets

Pressing the Windows button and Velume Up button together on your tablet can start an accessibility tool. To
change which tool launches when you press these buttons after you've signed in, go to the Make touch and
tablets easier to use page.

[_JLaunch this tool frem the sign-in screen

See also

® Create a restore point for backup

19



Presne tu na obrdzku vidno #nik a utok na prihlasovacie udaje pouZivatel’a, kde
aj po odhlaseni 7 Microsoft365 uctu je cely ucet aj d’alej pristupny cez
word.cloud.microsoft/?wdOrigin=OF FICECOM-
WEB.APPBAR%2CAPPHOME-WEB.UNAUTH %CAPPHOME-
WEB.SHELL.SIGNIN. Ide o 100%-ny dokaz, kde vSetky prihlasovacie tidaje na
Cloud server unikli. Samozrejme cez “WEB.SHELL.SIGNIN” (obrazok)

0 wore cloud mirosofPwdOrngin=OFFICECOM-WEB APPBAR o2 ARPHOME-WEB UNAUTH 2 CAPPHOME-WEB SHELLSIGNIN

@ Document 1doct — uentt

licrosoft/?wdOrigin=OFFICECOM-WEB.APPBAR%2CAPPHOME-WEB.UNAUTH%2CAPPHOME-WEB.SHELLSIGNIN

7 NEMETH, Denis @@
 dokumenty zdarma | Microsoft Word pre web —

ms hokej 2026

Hiadat ablony
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Prihlasovacie udaje sa daji zneuZzit na vzdialeny SSH pristup na PC pouZivatel'a
cez SSH alebo priamo.

,,,,,,,
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Pomocou emailovej adresy, pristup k emailovej adresy a hesla vieme

zaregistrovat’ pouzivatel'ov do roznych kompromitovanych aplikdcii ako
PAYMYClub. 1de o identifikacii typického phishingového utoku.

PayMyClub - ukazka aplikacie

Nas aphicacis s mazete poziet Kiknulim fa logo

Do aplikacie sa mo2u prhldsit iha cenovia Klubu. Samoregistracia nié jo mo2nd

Testovaci Ucet (ukazka prostredia clena klubu):
Email: jozko mikvickadDlest sk
Heslo: ~>5X574fkk|

Torso vl S814 0 1t st ey pYvjokl
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Prihlasenie

Samotny PC, Co uto¢nik pouzil mal zreyme administrativne prihlasovacie udaje
bud cez VirtualBox, alebo cez phishingové kompromitované .pdf converter
subory ako napr. https://smallpdf.com/word-to-pdf (¢o je vlastne malvér tak ako
je) , vlastne podobny pripad ako napr. nas pribeh YouTube videa
https://www.youtube.com/watch?v=x_LVxSkHMtl o sme uz uviedli vyssie.
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Bezpecnostné opatrenia

Select output folder path;
Ci\magnetcapturer|

Loading device driver ...Physical Memory Page Size =
Ani C:\ nepomoze, tgtii
stacia len po§kytnyt'

al l.
(zahltenie sieti, trojske
kone a pod.)

Unity Hub

Kontrola Pouzivatelskych kont

Cheete tejto aplikacii povoli vykonavanie
Zmien v zariadeni?

Editor povoleni pre subory a priecinky
Overeny vydavatel: Microsoft Windows

Zobrazit viac podrobnosti

Ak chcete pokracovaf, zadajte meno pouzivatela a heslo spravcu

Editor povoleni pre stbory a priecinky sa tiez nainstaluje pre
Spraveu.

607b

Heslo

DESKTOP-MN3ROME6\607b

Viac moznosti
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Q  Vyhladat nastavenie

e Siet a internet > Ethernet

Lokilne konto
poznateiné. Toto nastavenie pousi ine pripadov — ked sa pripojte le sieti doma, na pracovisku alebo na versjnom
Domov

je razpoznateiné v sieti. Toto nastavenie vyberte, ak potrebujete zdielat sibory alebo pouZivat aplikicie, ktoré komunikuji v tejto sieti. Mali by
poznat ludi a zariadenia v sieti a d t im.

Systém
Bluetooth a zariadenia raf branu firewall a

Siet a internet

o Nastavenia overovania Upravit
Prispésobenie

Aplikicie Pripojenie tiétované poda objemu tidajov

Vypnuté

Kont4
Cas a jazyk
Hranie hier Priradenie IP adresy: Automaticky (DHC Upravit

Pristupnost X ) ) i
Priradenie servera DNS: cky (DI Upravit

Siikromie a zabezpecenie

Agregovana rychlost pripojenia

(prichddzajiice/odchadzajice

prenosy):

Kopirovat
Windows Update
Adresa IPv6:
Adresa IPv6 lokalneho prepojenia:
Predvolena brina IPv6:

Servery IPv6 DNS:

Adresa IPv4:
Servery IPv4 DNS:

Primérna pripona DNS:
Vyrobca:

Popis:

Verzia oviddata
Fyzicka adresa (MAC):

Stivisiaca podpora

939
Bt
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EPE

Microsoft  Godot-eng.

=

mw 300 saL
develop.

= .
B

gimp-2.10

Visual Studio

moj
priecinok..

Borets.

CMakeLists.

sqldevelopes

&

presentatio.

v

LEGO
MINDSTOR..

E
Classroom

EPIC

GAMES.

R421  QGIS343  No

priecinok (2)

Wr..ﬁ

HxDSetup.exe student.fp..

B
JAY

HubNet Al Studio
Client700 202500

= [

untitled!  CrypTool 2.1
(Stable Bui...

pn&w\ok 6

=
Q

Articulate 360°

-

<

@ Nowy ~
# Domov
&) Galéria

OneDrive - Personal

B Pracovns plocha

A Stiahnuté sibory

v

> RamCapturer >

@ @
Nazov

B 20240304.mem

B 20240304_1.mem

B msvep110.dit

B msvertiodi

“e RamCapture

-
B RamCapture]

x64 Hladat v: x64 Q

\uj T Zoradit ~ Zobrazit ~ (B Podrobnosti

Datum dpravy Typ Velkost

4.3.202416:07 Stbor MEM 34311162

4.3.202416:07 Siibor MEM 34311168

Rozirenie aplikacie 646 kB

renie aplikcie 830k8
sek8
RamCapture iastnosti

34k8

Ep\( Games
Launcher

o I i)

GNS3-2.25. Adobe
Acrobat

UEQM

Vaeobec Kompatbiita
Zabezpeenie

Digtéine podpis
Predchadzajiice verzie

ConsoleApp 2 AR

B
I Obrézky

@ Hudba

Dokumenty Podrobnosti

Nazov objektu: C:\Users\student\Desktop\RamCapturerx64\RamCapture

P
]

Naavy skupin alebo men pouzivatelov

Inkscape  Unity Hub

instalacky

inkscape  main.cpp

projekt &

datamodeler

Blender4.5 RamCapturer

Dy

Reset Spyder Scribus 158 DOSBox
6to defaul. 074-3

B 4

Arduino IDE  Exterro FTK
Imager

statistika

Behaviorse...
7.00)

untitled

/-]

Oracle
VirtualBox

snm 0 £
A

Netlogo3D i ushscreens...
7.00)

WinSCP NGV,
riecinok

Qo
2 ®
GNS3
WebClient.

- &=

Netlogo' . game-win...
700

Blembis

8 Vides

@8 Marianna

B8 ramim

B8 Ftkimagerinfos-nevymazatl!

[ Snimky obrazovky

¥ Tento pocitad

> ®n Siet'

Polozky: 6 | Vybraté polozka: 1, 57,1kB |

88 SYSTEM
& studert (DESKTOP-

IN3ROMS\student)
Administrators 1DESKI'OPMN3HCIM6\MMI!:3W!)

do Upravit. |~

Povolenia pre: Administrators Povolt _ Odmietnut'
Upinf pristup

Upravy

Ak cheete zobrazit Specidine povolenia alebo rozsirené
nastavenie, kliknte na agidio Spresnit

enG
ARy B a0

Microsoft  Godot-eng.
Edge
7 Im

1}
saL

GIMP 3.00
develop...

= .

gimp-2.10

LeG
MINDSTOR

ConsoleApp

a
Visual Studio
Code

moj
priecinok..

Borets.

sqldeveloper

[

»

C\assrwcm

£

@

Epic Games GNS3-2.25.

Launcher

»

Inkscape  Unity Hub

instalacky

inkscape

projekt &

datamodeler

RamCapturer

/ %

Reset Spyder Scribus 1.5.8

6to defaul..

RS

Spyder 6

DOSBox
074-3

a Iiéi
Arduino IDE  Exterro FTK
Im:

statistika

Behaviorse...
7.00)

untitled

hod

s
Autopsy
4221

/-]

Oracle
VirtualBox

CMakeLists....

R421  QGIS3443

Novy
priecinok (2)

HiDSetup.exe studentfp..  Novy
priecinok (3)

KB m

I Ooe i
202

untitled! cwpvcu\zw Atticulate 360
(Stable Bui.

L

HD A

Unity}
600003611
N

NetlogoaD usbscreens...
)

WinSCP 16vy.
riecinok

)

WebClient

game-win..

Blembis

NetLogo
700

//

@ Ftkimagerinfos-nevymazat!

< DG

X

C\Ftkimagerlnfos-nevymazatilt

i

Hladat v: Ftkimagerinfos-nev  Q

B OneDrive - Personal

B Pracovns plocha
| Stiahnuté siibory
B Dokumenty
I Obrizky
@ Hudba
[ Vides
@8 Marianna
8 ramim
B Ftkimagerinfos-nevymazatll

[ Snimky obrazovky

B Tento pocitad

> O Siet
Polozky: 2 |

\U:

er\x64

Nazov
& usb-disk.001

B usb-disk.001.6¢

(B Podrobnosti

Datum dpravy Typ Velkost

1.3.2026 1039 WinRAR archiv

15368 192

11..3.2026 10:40 Text Document 248

enG
AR e B s




Microsoft

Edge

iptables_
priecinok .

sqldeveloper  Bore

Sf |

EV3 LEGO  CMakeList
Classroom  MINDSTOR...

B e

ConsoleApp GNS3-2.2.5.

Unity Hub main.cpp

RamCapturer  instalacky

[l

Scribus 1.5.8

Inkscape

projekt &

564
Bx

DOSBox datamodeler
4-3

ah

e

Arduino IDE  Exterro FTK
Imager

statistika Oracle
VirtualBox

untitled

Case View Tools Window Help

Add Dota Source. U Images/Videos g Communications @) Geolocation &=, Timeline 4 Discovery

@ & Data Sources
& (@ FileViews

- €, File Types
-y Deleted Files
- MB File Size

B Dato Avtifacts
@ Analysis Results
i-E8 05 Accounts

@ (@ Tags

5@ Score

Reports

untitled1

HD
Kot

A
priecinok
9

WebClient

Blembis  game-win...

>

NetLogo
700

o

B8 FTKIMAGER-1542026-nevyma X +

) > Tento potitac Lokalny disk (C) >

Zoradit

Datum dpravy

B Pracovnd plocha

Stiahnuté siibory

Select output folder path:
C:\FTKIMAGER-1542026-nevymazat

L 7 age Size = 4096Total = 3350718
Memory dump completed. Total memory dumped = 33507 MBAnalyze memory dumps with Bekasoft
Evidence Center. Download at www.bekasoft,com/ec

[Ccapturer ]
Tento poéitad
KINGSTON (D)
> I croptails
> [ downloads
B Fotky, dig. stopy
1 link na stopy.
> [ Godot vA45.1-stable win64

> O Siet

Generate Report | gg) Close Case

Listing

Zobrazit ~

FTKIMAGER-1542026-nevymazat

Velkost

Hladat v: FTKIMAGER-15420:  Q

(B Podrobnosti

a
= @  Keyword Lists

1041
EF a4 420

Qs Keyword Search

Data Sources

Table Thumbnail
Name

20260415_2 - kbpia.mem_1 Host
P

. Add Data Source

Steps Add Data Source

1 Select Host
2. SelectData Source Type
3. Select Data Source
4. Configure Ingest
5. Add Data Source
View Log

*Data Source added (non-critical errors encountered). Click below to view the log.

1 Results

Save Table as CSV

Finish

Cancel
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Case View Tools Window Help

Add Data Source M| Images/Videos [ Communications 9 Geolocation 5=, Timeline

& Data Sources
- File Views

File Types
X Deleted Files
MB File Size

B pata Artifacts
@ Analysis Results
B8 05 Accounts
@& Tags

© Score

Reports

o]

&) Discovery

{

Listing

Generate Report | @ Close Case

a
= @ + Keyword Lists

Qs Keywerd Search

Data Sources

Table Thumbnail

Name

4 Addp

woew

& 202604152 - k6piarmem._|

Steps

1 SelectHost
Select Data Sourd Volatiity error running gahti plugin

Select Data Sourd Volatility error running getservicesids plugin
Configure Ingest| Volatility error running getsids plugin

Add Data Source Volatility error running handles plugin

£ Add Image Log

Volatility error running ameache plugin
Volatility error running apihooks plugin
Volatility error running cmdiine plugin
Volatility error running cmdscan plugin
Volatility error running connscan plugin
Volatility error running consoles plugin
Volatility error running devicetree plugin
Volatility error running dlidump plugin
Source |Volatility error running dillst plugin
Volatility error running dumpfiles plugin
Volatility error running dumpregistry plugin
Volatility error running envars plugin
Volatility error running filescan plugin

Volatility error running hashdump plugin
Volatility error running hivelist plugin
Volatility error running hivescan plugin
Volatility error running impsean plugin
Volatility error running Idrmodules plugin
Volatility error running Isadump plugin
Volatility error running malfind plugin
Volatility error running moddump plugin
Volatility error running modules plugin
Volatility error running mutantscan plugin
Volatility error running netsean plugin
Volatility error running notepad plugin
Volatility error running privs plugin
Volatility error running procdump plugin
Volatility error running pslist plugin
Volatility error running psscan plugin
Volatility error running pstree plugin
Volatility error running psview plugin
Volatility error running shellbags plugin
Volatility error running shimcache plugin
Volatility error running shimcache plugin

| Volatility error running shutdown plugin

Volatility error running sockets plugin

Volatility error running svesean plugin

Volatility error running timeliner plugin
Volatility error running unloadedmodules plugin
Volatility error running userassist plugin
Volatility error running userhandies plugin
Volatility error running vadinfo plugin

Volatility error running verinfo plugin

d

Copy

Close

thelog.

Cancel

Help

1 Results

Save Table as CSV

M 01 - Autopsy 4221
Case View Tools Window Help

Add Dota Source U Images/Videos g Communications @) Geolocation &=, Timeline 4, Discovery i Gen

€ &
& Data Sources
o & @ 20260415_2 - képia.mem_1 Host
-3 20260415 2 - képia.mem
| ) ModuleOutput (1)
1 File Views

File Types
¥ Deleted Files
MB File Size

B osta Artifacts
@ Analysis Results
i B 0S Accounts
[ Tags

© Score

Reports

Listing

crate Report | @ Close Case ¥

© ~ Keyword Lists

1112
EF A g4 2006

Qs Keyword Search

202604152 - kpia.mem_{ Host
Table  Thumbnail

Name Type
= 20260415 2 - kopia.mem
b

Size (Bytes)

Image 0

Sector Size (Bytes)

Timezone Device ID

Europe/Bratislava  ed

1 Results

Save Table as CSV
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B8 FTKIMAGER-1542026-nevyma X +

> Tento poéitat > Lokdlnydisk (C) > FTKIMAGER-1542026-nevymazat Hiadat v: FTKIMAGER-1542026-nevymazat Q

N Zoradit zi (3 Podrobnosti

s
R LT

Pluginy v autopsy a nedostatok miesta na PC zneumoZnili zobrazovat’ hash
.mem , resp. Udaje boli poSkodené (non-critical plugin error check ) . Fyzické
zariadenie bol poSkodeny pachatel’om.
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Cez administrativne prava je moznost zadefinovat’ na USB kl'uc pripojeny k
Host PC cez siet’ovu infraStrukturu siet’ové rozhrania, Co je vlastne vyuzity na
sietovl komunikaciu cez RedHat virtualnych strojov (a samozrejme
monitorovanim jeho log ddt a komunikdcii cez PCI)

Pomocou virtudlneho stroja s nazvom bezp s operaCnym systémom Debian(64-
bit) bol zrealizovany unik a prenos udajov neopravnene tak, Ze to obide
hostitel’sky operacny systém Windows. Virtualny stroj ani nebol vypnuty a beZal
v pozadi. (stav UloZeny, nie Vypnuty) Tuto skutocnost unik dat cez L2 Cache
sme si overili aj z hl'adiska siet’ovej infrastruktuury pomocou tracert.
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Controller: IDE

06 Saconday Dadca & 1ops

Contotensan echanika] web for pentester 386,50 (172,00 ME)
L™

Host Driver: Windows DirectSound
ICH ACS?

Prikazom tracert 185.125.190.26 sme si zaznamenali 10minutové mesSkanie
duplicitnych odpovedi. V procese 3-way handshake proces SYN-ACK trval vySe
10 minut 11.22pm. 7 toho vieme, Ze ide o synchronizovany proces pripdjania sa
na iny server cez HOP3 10.69.253.127 (mal by byt koherentne ako L1, L3
Cache s next hopom bez COST S$pecifikacii, teda HOP3 10.69.253.125.

¢ | . . A oaa N2

Na pocitaci sme taktiez nasli Sifru na verejny kl’uc na zaSifrovanie komunkdcii
cez siet’ovych rozhrani.
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Pripdjanie USB kl’ucu do kompromitovaného pocitaca sposobi pristup
externého zdroja na samotny USB kI'u¢, ale tym padom, ze pocitace by mali byt’
chranené heslom administrdtora, by tieto zadefinovania nemohli nastat’. V

prednej Casti ......€2..... je zaSifrovanie siet’ovych rozhrani, ¢o sa konkrétne tyka
thumbcache interface. (L2 cache)

Externy zdroj Apacer AS2280P4 1TB diskova jednotka neopravnene sa

pripajal k naSej USB kI'u¢ diskovej jednotke Kingston DTR30G2 pri
35



zaistovani dokazov, to znamena, ze pomocou administrdtorskych
opravneni prepisal siet’ové rozhrania na naSom USB zariadeni (uz
ukdzane vyssie)
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Zaistenie dokazov z USB zariadeni Kingston DTR30G2

\
" “
I \h.d\ \ |

g \M\ \
‘w i
} 1
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Chain of custody

ARNES 2017 — Identifikacia digitalnych stop

Cislo: Typ Obnoveny| | Velkost:
stiboru: subor:
01 Ftk image Nie 15008 MB
file

Diia 11.3.2026 10:36:44 sme zaistili usb kI'a¢ Kingston

Popis pripadu: DTR30G2 obsahujuce dokazy identifikovanych ttokov

a nasledne sme si vytvorili MD5 a SHA1 hash usb
klacu.

Nézov suboru: dig. Stopy; croptails; downloads; link na stopy; Godot
(.zip file)
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Miesto ziskania
digitalnej stopy:

Pocita¢ s MAC adresou 50:EB:F6:95:1B:E2 a priamo
USB zariadenie Kingston DTR30G2 USB Device

Poznamky: Pocas zaistenia dokazov sa nastal neopravneny pristup
na USB zariadenie.
Casové peciatky
Access: Modify: Change:
11.3.2026 Ano Ano
10:36:44

Digitdlny | MDS5
odtlacok

0e077edbebd9d0f49e10767c07be7fdc

.
(heS)  SHAT

ba6f26a9fdb250a25ed2171{12236b5b15d350a6

Casova peciatka

Akcia vykonana s digitalnou stopou

24.2.2026

Détum zaciatku ziskavania informadcii (acquisition
started).

03.5.2026

Détum ukoncenia ziskavania informacii (acquisition
finished).
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Neopravneny pristup na USB kl’'uc posobil poSkodenie vietkych suborov
nachddzané sa na flash pamiditi, boli prepisané niclen siet’ové rozhrania na
unik Cache pamiiti, ale boli poSkodené¢ aj ulozené dokazy na utoky “Fotky, dig.
stopy'’ Co sme si aj zadefinovali tu, taktiez bol poSkodeny softvérovy projekt a
samotny zdroj softvéru Godot (.zip file, jediny komprimovany priecinok).

Data
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Tu vidime zadefinovanie reportu do log tabul’ky, ¢o sluzi ako falSovany report.
(nie pouZivatel’ vykonal nieco, Co systém zaregistruje, ale je to
autokonfigurované=utok, vlastne zamaskovali nieCo ¢o tam vObec nepatri za
legitimny jav)
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Analyza log reportov, artefaktov z image RAM,
VirtualBox

Preco

Lebo WinVerifyCacheScheduleImports overi reporty ale aj vopred
zamaskované falSované reporty L2 Cache cez SSH a virtudlneho stroja bezp s
operanym systémom Debian(64-bit), to vidime v log reportoch samotného
virtudlneho stroja.
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8 8 & s 57}

bezp VBox.log VBoxHardening.log

VBox.log.1
-3afc

SupR3HardenedWinVerif

-> '\Dcvice\HudduWaluul\hoqrm n.ln\oncle\vncuulcx\mcpxao.dn' [zdlr.neau-Oxcolsoooa]
fo status: 24202
rpered.dil

N \Devlce\HA:dnuWalml\Hindawa\ﬂynmnrpc:u "
Device\HnddchlmA\mndow System32\rpcred.di
14350000 'Ct \NINDOWS\ systemd2\ enh.d11’
3 reNt=0x0 hMod=00007££915020000 'C:\WIMS\Syltml\crw:ﬂAn'
nVeri ﬁachesmedulelmar::: Import todo: ¢0 'maveri00.dil’,
supHardenedWinVerifyImageByHandle: -0 (\Devxce\llurddukvglumed\Proqum Files\Oracle\VirtuaiBox\msv
:upRﬁHaxdenedmnVentyCacheIn:u:: \Devxce\ﬂnddnwuuul\hoqnn Files\Ora
aupR:HudenedﬂinVeritycachePrecesaImpottTodoa: Processing ‘maver100.d11t, .,
:upR3Herdenedmeex1!yCachePtncessImonTodas: "maver100.dllt -» '\Devxcl\ﬂud.dul(\lnluul\?:oqrm qu\Oncle\vxrr.ulucx\uvcxxdo.du' (:cxr.neau-o:cmsnaoa]
\Dev1ce\Hutddischluml\l’mqrm l‘xle:\Oncle\vutuuuox\uvcri00.du: Signature #1/2: info status: 24202
aupRBHardenedﬂm\leritytache?rocessImxtTodos: Processing 'maver100.dil’,.,
3 :upRJHatdenedﬂinVentycncher:esaI.Iapoxt'rodoa: "maver100.q. -> '\Device\Hltddukvalml\onq:m I‘;.l;;;Oncle\vxnnmol\m:rlao.dll' [rclitRedir=02c0150008]
- \nevx:e\ﬂarddisk‘loluml\hmm h1es\Oxacle\vutulmox\uvcrwo.du: Signature #1/2: info status: 24
: Detected WinVerifyTrust Tecursion: rc=Unknown Statua 24202 (0xSega) '\Device\ﬂu:ddiakval\med\?mq:m Files\Oracle\VirtualSox\msver100.411°,
3 supﬂazdenedﬁin\fantymvesyalndlt: => 24202 (\Device\ﬂuxdmsl(‘lolumet\?roqrm !'ues\Oucle\vzrcualsgx;lm:vczmo.du)
5 SHardenedWinVerifyCacheInsert: \Device\HarddiskVolumed\Pr ram Files\Oracle\VirtualBox\msver100.
5 :z:;aﬂudenezmonitox ﬁ:l.oqdbll: Teturns rcit=0x0 hnna-oooou:guzsonoo 'C:\WZNDOW!\sy:\:mﬂ;tu:;h'dg;z\ 32 ats
' N Windows\Syst CIypraz.
: supR3HardenedScreenImage/LdrLoadDll: cache hit (VINF_SUCCESS) on \Device\HarddiskVolumed\ 5 Al 2SearchPath=0000000000000001
3 supRJBudenedmn%tnr_m:Laaan: pnm-cz\mbgwg\:::;eggg;s;gg;gééo(Eg;f\\a;;;;g;;gggl:t;:’;:z::x:gi\-r:l-lofcoisoo03) 'pLFlag: pws:
- supRBHamenet?Hcm:or_Mchadnll. Teturns rcNt=0x! = r;.l \Oracle\VirtualBox\msver100.d11) WinVerifyTrusc =
2 HardenedWinVerifyImageByRandle: -> 0 (\Device\HarddiskVolumed\Program es\Orac: 000000000000a01 :<£1ags> [call
: ’u:R;BazdenedHnn:L:or LdrloadDll: pNeme=C:\Program Files\Oracle\VirtualBox\VBoxRT.d1l (rclitResolve=0xc0150008) .pmlquwvz::ﬁl 0
3y 3 3 3
= ioms 1. lumed\Program Files\Oracle\VirtualBox' N
2 mpggamgngdsmg:/m&enukn}nn- oo (VIE_SUC(;’:SZ)HMZ\‘;g;vtg:;g::c)n;l ::V sbe‘f.:ce\xi:gdmskvolm(\?roqzn Files\Oracle\VirtualSox\msver100.dil |
: supR3HardenedScreenImage/NtCreateSection: cache hit (Unknown Sta 4\Program Files\Oracle\VirtualSox\msvcpi00.dil
: supR3HardenedScreenImage/NrCreateSection: cache hit (VINF_SUCCESS) on \Devic:\aurdduw;i\;m\o mgﬂ\wnmmﬂmm 411 [£Flage=0x0]
=, - 00 C:\Program es\Orac. . = T
S me eI INOCL ES Gul cCA LIEACE: 108 '00000000GeogooggslgG%gn?gigeaa))\cx:ogbevxce\ﬂuddukVoluul\qu:u Files\Oracle\VirtuslBox\msver100.d11 [av
T e TeO/LSTTOMEIL s (cactis m;oé%&:::ss;;oo LB 0x00098000 C:\Program Files\Oracle\VirtualBox\MSVCP100.dll [£Flags=0x0]
’“P“’H“’d‘“'@lm“u‘c’u”m;;'lf' 1:: hit (VINF_SUCCESS) on \Device\HarddiskVolumed\Program Files\Oracle\VirtualBox\mvepl0d.drl
e i e s b d  00007££9173d0000 LB omoouox C:\WINDOWS\System32\NS2_32.d11 [fFlags=0x0]
supR3HardenedDl1NotificationCallback: loa (VINY SocoEss) oo \Device\HarddiskVoluned\Windows\Syaten32\wa2_32.d11 A2y .
,msaumedsmenmve/w= el B 00 LB 0x00S£5000 C:\Progran Files\Oracle\VirtualBox\VEOsRT.dll [£Flags=0xa]
SUPRINRrdenedli1NOC £ catS ol S et G Device\HarddiskVolume4\Program Files\Oracle\VirtualBox\VBoxRT.d1l
uoR3Hara edScreenlmmge/Iarioadil]: cache hit (VIMF SUCCESS) on \Dev: ddiskVolumed\Program Files\Oracle\VirtualBox\msveri0d.dl:
’“ﬂssna ﬁ’m- lock cvnership: ro=Unknown Status 24202 (0xSeta) \\,DQZ;C;::::.o for '\Device\HarddiskVolumed\Program Files\Oracle\VirtualSox\msvc:
Slex;;;;'Mnﬂﬁ;ﬂ‘.’“ﬂmmu"mrmu:hi‘z%ng;.;uéggg: i:u\‘D:\x/LcZ\HazddiskVolunel\qunm Fxl:s\O!a:le\Vl;!nulms::\:’:"ﬂ:i;::iwlm_amgmﬂ
= dD11: cache hit = XRT.d11 (rcNtResolves0xc0150008) *pfFlaga=0x s
¢ supR3fardenedScreenlmage/Ldrloa ame=C:\Program Files\Oracle\VircualBox\VBoxRT. e
be itor ot s Files\Oracle\VirtualBox\VBoxRT. .
S Nardenediont tor JATionn < ‘m, Felit=0x0 hMod=00007££8aca80000 sé\zsz?::\u;olum::\Pxoqrm Files\Oracle\VirtualBox\msver100.d1l".
SUPR3E, ownership: ro=Unknown Status 24202 (0xS5eSa) '\Device\Ha 0 for '\Device\HarddiskVolumed\Brogram Files\Oracle\Virtu
Detected lowder Jock Cunsratiips : 24202 (was 24202) fWinVerifyTrust=0 for e oo K L\ QoL E L
cheProcessWvtTodos: ' HarddiskVolume4\Program F: 2 e
’upmg“dme”mg“i!ya :h;p' re=Unknown Status 24202 (0xSega) $m1;5§;u2: 0 for '\Device\HarddiskVolumed\Program Filea\Oracle\VirtualSox\msvcr
PETECRc Joar J0CK |OMEEINIPE 5: 24202 (was 24202) fWinVer: 5 am Files\Oracle\ViztualBox\VBoxRT.dll Lo
supR3Hardenedi v*Ve:i!yCd?;ﬁ:xoﬁgsi??tz:ge hit (VINF_SUCCESS) on \D“'i;’;sf,;:ﬁ;k:ﬂ“?::»\ag:g:xve-oumsoou5» +pfFlags=0x0 pwszSearchPath=000000000000
: ’"'fgfi“:en:ﬁ;m L::Load. 3 piiame=Cs\Progran n;d \gz‘o’%;;:é::;sooc'c'\onqtu l‘x1ea\Dxacle\Vxzcunlgox\ﬁ;fxéﬁgcx\mrrm e
supR3Harden: - 3 rclit=0x0 hMods 2 4\Program Files\Oracle\Vir a S
rpos LoadD1l: returns T 8a) '\Device\HarddiskVolume Files\Oracle\
supR3HardenedMonitor_Ldr] Status 24202 (0xS5ega) '\Device\HarddiskVolume4\Program Files\ .
= rship: rc=Unknown inVerifyTrust=0 for '\ 4 rTualBox\: 00.d11".
Detected loader lock owners : 24202 (was 24202) fWin \Program Files\Oracle\Virtuall mav R
i cheProcessivtTodos: 8a) '\Device\HarddiskVolumed\Prog - am Files\Oracle\ ualBox\msve:
SupiBardensditiuVeri LyCa . B Status 24202 (0x5e8a - '\Device\HarddiakVolumed\ Progr
D e O D e wvtTodos: 24503 (was 34303) DRiVEEifyTrasted for e .y Path=0000000000000001 :<£1ags> [c
PR3Hardenediiny .L,ycacbepmceumlodov-h v (VINF_SUCCESS) on \Device\HszddiskVolued\Progran 0x0150008) *pfFlaga=0x0 pwsaSearchPathwa0l
: SupR3| - - : 4 £ zel Ve »
aupmﬂﬂ“!““s"““zuﬁem @:a‘];m::tc:?:koqru n.le,\oxlcugv"r:g;;gofé"’?::ﬁ;::lrllu\Oucle\Vxxtunl!ox\\llsc\:;n;dﬁs"\mvcxmc_ ans.
supR3HardenedMaonitor_Ldr! rclit=0x0 hMod=00007£ diakVolumed\Program Files\Oracle\Virtu cle\VirtualSox\msve
LdrloadDll: returns 0x5e8a) '\Device\Harddis kVolumed\Progzem Files\Oracle
TR RArdenadion o ] : rosUnknown Staus 24202 (0 ruste0 for '\Device\HarddiskVo oy
Detected loader lock avmer‘g:gée:uwwxodos: 24202 (was 24202) mx?:’g:\tr:g\nudduwnml\Ptoqrun n1e':\cu;:t;:\'i:::-nlu\o“:. \V
upR3HardenedWinVer " 1\Device\Har: Q VEoxRT
SupR: diWinVerifyCache : res=Unknown Status 24202 (0x5e8a) yTrusts0 for '\De HarddiskVolume: og: =y
Detected loader lock ownership: rc=l Todos: 24202 (was 24202) fWinVeri ¥ - 4 - "
supR! xdenedﬁxn‘le!x!ycachei’!oce!"‘." oee ./ CESS) on \De i

di1’ [rclitRedir=0xc0150008]
1

cp100.d11) WinVerifyTrusc
cle\VirtualBox\mavepl00,dil

1ags> [ci

avoiding W

alBox\maw

bezp VBox.log | VBoxH rdening.log
EEE 37b4 . 3atc:

VBox.log.1

supR3HardenedWinverifyCacheProcesslmpottrodoa: 'mavepl00.dil! -> '\Device\HarddisiVol

\Device\Harddiskalumed\Program Files\0rac1e\V1rtualBox\mavcpl00.dll: Signature #1/2:

Processing ‘rpertd.dil,, .,

EiS| 37b4.3afc: i i 'rpertd. dil) -

B 37b4 . 3afc SupR3HardenedScreenI

el 37b4 . 3afc: supRaHardenedMonitor_Leroalel:

& 37b4.3afc: SupR3HardenedMonitor LdrLoadDll: hMod=00007££915620000 'Ct
37b4.3afc: supR3HardenedﬁinV&rifyCacheScheduleImpntta: Import todo: @0 'maverito.dil’,

==l 37bd . 3afc: supHardenedWinVerifyImageByHandle: => 0 (\Device\Harddiskalume4\Proqram Files\Oracle\

=EM 37b4 . 3afc: supR3HardenedWinVerifyCacheInaer'c: \DeviCE\HnrddiakVolumed\Proqram Files\Oracle\Virtua

E-Fl 37bd . 3afc: supR3HardenedWinVérifyCacheProcesslmporcrodos: Processing 'maverl00.dil’,. .

EEE| 37b4 . 3afc: supR3HardenedWinVérifyCacheProcessImportTodoa: 'maverl00.dilt -y !

EER 37b4 . 3afc: \Device\Harddis D = Bt

SupRHardenedWinVerifyCachelnsert sposobi spustenie a unik z pevného
disku zvukové subory (natdacanie pouZivatel’a) v cykle.
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1007
1008

37b4.
37b4.

VBox.log

afc:

3 supR3HardenedWinVeri‘yCacheProcessI or”

1 £ tTodos:
2 supRSHardenedWmVerifyCacheProce:st;-gortTodoa Procesaing s
- supR:iHaxdenedSczeenImage/Imporc:: cache h: v
- 5upR3HazdenedMonir,or_LeroadDu: et izN(VINF_S'UCC'ESS) on \Device\HarddiakVolume‘i\Windows\SyscemsZ\
2 supR3HardenedMonitor_Lercalel:

2 supﬂardenedWinVerifyImageByHandle: ->0
- supRaﬂardenedWinVerifyCachePtoce:sImportIodos:
2 supR:iHa:denedwinVeri!ndcheProcessImportIodos: 'msvcri00.d11' ->

¢ supHardenedWinVerif: yImageByHandle:

los & ©H

VBox Hard:ning.log VBox.log.1

supRSHazdenedWinVezifyCache Proces:lmportrodos :

" : >
\Mw.ce\HarddlskVolumeal\Progzam Files\Oracle\vi A oy

rtualBox\msvcplo A : : 2420;Oracle\VircualBox\msvcpl'J0.dll' [
'rpertd.dile -> '\Device\HarddiskVolmned\Window:\Sysr.emSZ\rpcrcf..dll'
rpered.dil
:\WINDOWS\systemSZ\r:aenh.dll'
:\WINDOWS\SystemSZ\cryptSZ.dll'

[x:ch:Redlr:OchlSOOf.‘-
Tt=0x0 hMod=00007tf914350000 \

; : returns rcNt=0x0 hMod=00007££915¢20 :
sup-R3HardenedWmVentyCacheScheduleImport:: Import todo: #0 'm.wc:fogogll'

8 (\Device\HarddiskVolumeA\Program Files\Oracle\VirtualBo: v J
s 4 . x\msvcp100. V
5upR3'dardenedh<1n:/enf-‘-acheInse:C: Devlce\Ha:ddlsk‘fclumef.kogram Files\Oracle\VirtualSox\ mvcpl J:cill)l e TR AR
5upR-rla:denedk1nv'enfycachePr:cesslmpcztrodca: Process 'msverl00.dil’, . 3

; 'msver100.d11' -> ' \Device\HarddiskVolume4\Program Files\Oracle\VirtualBox\msvcriag y
\Device\HarddiskVolume4\Program Flle=\Oracle\Virtualaox\msvcrl00.dll: Signature #1/2: info status: 24202 R G
supR3HazdenedWinVerifyCacheProcessImportl‘odos: Processing 'msverl00.d1l°’...

'\Device\HnrddiskVolumeA\Program Files\o:acle\‘h::ualE:x\msvc:lDo.dll' [
dll: Signature #1/2: info status: 24202

\Devicey HarddiskVolume4\Proqram Filea\Oracle\VirtunlBox\mvctloo.

Detected WinVerifyTrust recursion: rc=Unknown Status 24202 (0xSega) ' \Device\HarddiskVolume4\Program Files\Oracle\VirtualBox\msvcr

000 'C:\WINDOWS\system32\rsaenh.dll’
: cache hit (VINF_SUCCESS) on \Device\HarddiskVolume#\Window:\Syscemaz\:rypc32.dll
:upR3Hardened.Moni:or_Leroalel: pNAme=C:\WINDOHS\SystemSZ\crypcaz.dn (Input=crypt32.dll, rcNtResolve=0xc0150008) *

¢ supR3HardenedMonitor LdrLoadDll: returns rcNt=0x0 hMod=00007££915¢20000 'C: \WINDOWS\ System32\crypt32.d11’
H supﬂardenedWinVerifyImaquyHand ->0 (\Device\Harddi:Wolumed\Proqram Files\Oracle\VircualBox\msvcrlE‘D.dll) Wi

supR3HardenedMonicor_Leroalel: pName=C:\Program Files\Oracle\VirtualBox\VBoxRT.dll (rcNtResolve=0xc015
supR3HardenedScreenImage/NtCreateSection: cache hit (VINF_SUCCESS) on \Device\HarddiskVolumed\Program Files\Ora

: supR3HardenedScreenImage/NtCreateSection: cache hit (Unknown Status 24202 (0xSe8a)) on \Device\HarddiskVolume4\

supR3HardenedScreenImage/NtCreateSection: cache hit (VINF_SUCCESS) on \Device\Hurddi:kVo}umeq\Px:ogram Files\Or
supR3HardenedDl1lNotificationCallback: load 000000006e0b0000 LB 0x000d2000 C:\Program FLles\Orgcle\Vx:m'x‘a
supR3HardenedScreenImage/LdrLoadDll: cache hit (Unknown Status 24202 (0xSega)) on \Devicg\Ha:dduk‘/olumem rogram
supR3HardenedDllNotificationCallback: load 000000006d530000 LB 0x00098000 C:\Proqram Flle:\Oracig\VlfcualB: A
supR3HardenedScreenImage/LdrLoadDll: cache hit (VINF_SUCCESS) on \Device\HarddiskVolume4\Program Files\Oracle\V

ot supR3HardenedDl1lNotificationCallback: load 00007££9173d0000 LB 0x00071000 C:\WINDOWS\System32\WS2_32.d11 [

: supR3HardenedMonitor_LdrLoadDll:

VBoxlog  VBox Hardening.log

hit (VINF_SUCCESS) on \Device\HarddiskVolumed\Windows\System32\ws2_3
00007££8aca80000 LB 0x005£b000 C:\Program Files\Oracle\VirtualBo:
hit (VINF_SUCCESS) on \Device\HarddiskVolumed\Program File T
Status 24202 (0xSe8a) '\Device\HarddiskVolume4\Program Fi 'e's“w: .
: inVerifyTrust=0 for '\Device\HarddiskVolume
i i cessWvtTodos: 24202 (was 24202) fWinVeri .
supRi‘ll"}ardEDEdWll;lVEr;-;;"::52§5§3“mn: cache hit (VINF_SUCCESS) on \Dev1ce\HarddiskVolume4\Prcqr?n}ﬂ:‘;}l‘z:\l\gaaﬂ
supR&hardenedS&?en »ngLoalel‘ pName=C:\Program Files\Oracle\VirtualBox\VBoxRT.dll -‘tcutRfs°1V~‘m i
supF.SHa:denedMon}tof_Leroalel: returns rcNt=0x0 hMod-OOOO?ffBacaBOOOQ 'C:\Progra_m Flle:\\g:;::; :‘nss\”
5upRBHardenegMonitg)-(_ownership: rc=Unknown Status 24202 (OxSe8a) . v\De\_/:.ce\Harc_ig:.:kVo]l.tmy:w\c;\ g;rdd;sk‘:’olu.
gigggfizgdig:dzinvgrifwack}eoncessztIodoa: 24202 (:;;22«:302;8:?1?\\1322?\::::;dls;\z;o‘m;eq\:kcg:am i
1 ; L 2 = - 1 \PrC
wnership: rc=Unknown Status - v O ar N\ Deol e\ Hatd
:iz;;::dd:;2ig§§n%rzzlffsfache9rocessWVtTOdOS: e bg‘;agﬂééizlgii gﬁl?g:‘iisg'{;:‘s—;d?sh'Volume-l\!—‘rogram Files\Or
n. Har e : g : : VI = = 0
FupRaBsrdenncscraeningge/ IdOMBI: cacnsPS;Zra(m Files\Oracle\VirtualBox\VBoxRT.dll (rcNtResolve=0xc015

; . 3 - r \Oracle\Virtual
supR3HardenedMonitor_LdrLoadDll: EZ:E;:? rcNt=0x0 hMod=00007££8acaB0000 'C:\Program Files\Oracle\Virt o

S Y HarddiskVolume4\Progr
i = 24202 (0xSe8a) '\Device\
S S;:z;; (was 24202) fWinVerifyTrust=0 £ i
24202 (0x5eBa) '\Device\HarddiskVolum
(was 24202) fWinVe ifyTrust=0 for

supR3HardenedScreenImage/LdrLoadDll: cache
supR3HardenedDl1NotificationCallback: load
supR3HardenedScreenImage/LdrLoadDll: cache
Detected loader lock ownership: rc=Unknown

Detected loader ¢
supR3HardenedWin er1fyCacheF:ocessh’chodos.S ARS
Detected loader lock ownership: rc=Unknm~m. c§202
s:ppa‘ia'dﬂﬂ‘d\ nVerifyCacheProcesaWvtTodos: ;4 0
upR3Harder heProc v ;

Logs '

VBox.log.1
supRaHazdenedWinVezifyCacheProcessImpo

- =L rtTodos: 'msvepl00.d11¢ =3¢ i

- \Deu.ce\dazddingolgme‘i\Program Files\Oracle\VircunlBox\m:vcploo dl??v;ze\ﬂardd

2 supRadardenedWmVerlfyCacheProcessImportl‘odo Procesaing L crr.; 0 e

: supR3HardenedWinVerifyCacheProcessImportTodos: = i

'rpered.dilt -y ¢ i
nimage/Imports: cache hit (VIN;:ESUCC}:SS‘; °n>\DeD€V1C!\Hﬂ!‘ddiskVolume4\Wmdows\5y5r_em32\rpcr“‘d

: vice\HurddiskVolume4\W1ndow:\S 'stem32\rpcre4.
2 supRSHardenedMonitZ:_igiig:ggﬂ; §§§3§:: :3 ng hMod=00007££914350000 'C:\WINDOWS\systemBZ\zs:enh.dll'pc bl
- supRaﬂardenedWinVeriEyCacheScheduleImpor:s: Imp;rl:m:g:;?0237{2\];2‘:533021;.?:\WINDOWS\SYHEMZ\C:YPE:’Z‘dn'

: supﬂazdenedWinVerifyImageByHandl =>0 - Progs i
supaaﬂardenedWmVerJ.f'-;’_'acnelnse:t.
supR.‘:‘Ha:denedﬁln‘/e:lfyCachePr:ce:sImpcrtIodc3:
SupR3Ha rdenedWinVerifycache Proces:ImportTodc: .
\Device\HarddiskVolume4\Program Files\Oracle\
supR3HardenedWinVetifyCacheProcessIo 2

iskVolumeq\ Program Files

\Oracle\Virtuais { )
#1/2: info status: 24202 Wil

ILEY [xch‘tRedlz——fchOlSQO

(\ngice\ﬁarddiskVolumed\Proqram E‘i1e:\0rac1e\Vir|:ualsox\msvcp
‘Devlce‘.da:dduk‘.’:lume:l‘.Erog:am Files\Oracle\Vir

100.d11) WinVerifyTruast
tualBox\msvepl00.411

Processing 'msver 00.d11°'...

"msvcrlOO.dll‘ -> '\Device\HarddiskVolume4\Proqram Files\Oracle\Vir:uachx\m:v::lOo.dll' [
Vlr\:ualBox\mavcrloo.dll: Signature #1/2: info status: 2420
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(CxSeata) ardalskVolumsd\

(vas 34202) ORiaVerifyTrusewd for *\Dev:

33 24202 (OnSsfa) '\
24303 (wan 34303)
o H DOSS 'Ci\Pragzan P

v Status 343031 (Onfefia) '\Devioe\Harddisi¥el Le\Virsunlion s
34303 (waa 34303) OMisVer ] AAea\ 0=,

Zaznamenali sme ako virtualny stroj monitoruje komunikdaciu USB zariadeni
cez PCI zbernicu. (vyznacené ¢ervenou farbou)

VirtualBox Version 6,1,38 r183438, &4-bit hoss, choce

BASE_ADDRESS 0

BASE_ADDRESS
INTERRUPT LI}

COMMAND ]
LATENCY_TIMER: 0 -»

WOAND 4
t rVirtsfalse fUseVOifecrue fUaeVirtVmssveValoadetrue
k3Pezfecs o B84BT (3 ROO enaISCHode=1 (Dynamic) (state lc

VCPU (1 Ensbled system-time struct. 0 00002008000 - wi2 Scalewd
- an Dunamt s’ '
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: Formac 2.0, V !
e irtualBox Version €,1,38 r153438, 84-bit
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et
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fisld LATE)

tield BASE
411 80
plixdide

! plix3ide/0:

LATENCY TIMER v pripade takéhoto principu sposobi meSkanie toku dit,
totiz neide o legitimny pristup, preto SYN ACK odpovede trvaju aj 10 minut s
duplicitnymi outputmi.

Zasifrovanie sitovej komunikacie BCryptOpenAlgorithmProvider, .dll

3 8 8 3 =

bexp Vilox.log VBoxHardening.log VBox.log,)

fos :up;i..‘;:ardenedmnve:1!ytucne1:~.=en.: \Device\HarddiskVolume ¢\
e -~ rol - Arl .
supRiHarde m!:c._!.mmndml: pnue-c:\WIHTM\sy::ml\bcrw:p::muve:
ctificationCallbeck: load 00007££915ba0000 LB D j
Image/LdrLoadDll: cache hit (VINF SU
AD1 - 2

Hmn:ws\ﬂy'sr,cmsl‘\bcryp:pnm tives. dll

Irns reltedx) kM

pt
y 4 ~\s Yy X s D= vOULQY 3430)
ipHardenedWinVer yimageByiandle: -5 0 {\Dev \83
. idle: rice\HarddiskVolumed\Nindows\Systemda\cryprap.

:L‘:pgaga::enedwxn‘lerx.'ndcheInaer:: \Dev1.c:e\!!a:u:n.')r\'c:J.ux:n4\llxm:\mvm\Syzn:em;\crypr.:alr,:.ﬁl=p el

pp5Ha.denedmmcti!1catlonCnlmack: load  00007££914ac0000 LB 0x0001b000 C:\WINDOWS\SYSTEMI2
:up". ar ene?Scx:cnIluqe/L'J:LcndL‘ll: cache hic (VINE_SUCCESS) on \Device\MarddiskVolumed\Window
5%5;1;;::2:2‘:;:‘::\:1:!i’i;‘équ?mau: -> 0 (\De'ncu\ﬂnrddLsWolum(\mnuou\Syn:emz\:uenh.cll)
U] $ 4 achelnsert: \Dsvice\HarddisikVolumed\Windows\Systen
supR3HardenadMonitor LdrLoadDll: pHamewC: - nh " ‘z‘-‘:z"-_-nh.ll

y

.Jafc: 3up C [ { : & ) on \Devige\
i.3afec: supRiHardenedMonitor LdrLoadDll: pName=C:\WINDOWS\system32\rsaenh.dll (rei

- i

.3afc: supR3HardenedMonitor_LdrLoadDll: returns rcNt=0x0 hMod=00007££914350000 °*
: supR3HardenedScreenimage/LdrLoadDll: cache hit (VINF_SUCCESS) on \Device)

: supRIHardenedMonitor LdrLoadDll: returns rcNt=0x0 hMod=00007££915¢c20000 'C
: supR3HardNtViCallWinVerifyTrustCatFile: WinVerifyTrust => 0x0; cat='C:\NIN

g pinWinVerifyTrust=00007££915482480
supR3HardensdScreenimage/preload: cache hit (VINF_SUCCESS) on \Device\Hard
3 : supR3HardenedScreenImage/LdrLoadDll: cache hit (VINF SUCCESS) on \Device\Ha
EER 37bd . Jafc: supRiHardenedMonitor LdrLoadDll: pName-C:\WINDOWS\ay;uem32\rsaenh.dll (relc
EEE 3704 3afc: supR3HardenedMonitor LdrLoadDll: returns rcNt=0x0 hMod=00007££914350000 '&:

EER 37b4.Jafc: supRiHardenedScreenImage/LdrLoadDll: cache hit

Unik cache ddt + spustenie externych prikazov
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Image VirtualBox zariadeni

Ziidadné pamat: 1024 M8
Poradie bootovania:  Disketa, Optical, Pevny disk
Akcelerécia: VT-x/AMD-V, Priamy pristup k hardware, KVM paravirtualizacia

b Audios B Oloisko:
Host Driven  Windows DisectSound Controllen IDE
Radic: IDE Secondary Device 0 [Opticks mechanika}y  web_for_pentester_386.1s0 (172,00 M8)
Controller: SATA
CA\Users\student\VirtualBox VMs\bezp\bezp-screenO.webm i
Frame Size: 1024x768, Frame Rate: 25fps, Bit Rate: 512kbps

& Slets N Sériové porty: W Zdielsné priedinky:
Adaptér 11 Intel PRO/1000 MT Desktop (NAT) Zakdzand Zindne

Ulozisko: IDE Secondary Device 0(Optickd mechanika),
web_for pentester. i386.iso

Nainstalovany VirtualBox + Operacné systémy (.iso image files) a ich problémy:

V pripade instaldcii VirtualBoxu je problém, ze ma priamo pristup k pevnému
disku pocitacu, preto kazdy VirtualBox by nemal mat’ povolené rozSirenia
python skript pluginov, totiz pri Open Source .iso image-ov je to problém.
(VolI'ne dostupné zdrojové kody budi mat’ rozSirenia, ¢o prave pomocou takychto
skript pluginov kradnt udaje.)
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Ziadny iso image nesmie mat’ po stiahnuti v asti Everyone mimo rdamci
C:\Users\ povolen¢ Ziadne RWX prava, totiz bez zasahu pouZivatel’a neporuseny
.1so image mad RWX prava len v ramci cesty C:\Users\ , teda nesmie tam byt
Ziadna externd cCast’ defaultne po stiahnuti nikdy. V pripade vyskytu externého
RWX sekeii, treba dat’ “deny” pre RWX. Ale tieto sekcie uz naznacia znaky
utoku v ramci servra. (cez server, webovu stranku stiahneme ISO image)
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N eniries:

Pozrieme si jednotlivé RWX, Modify, Full control pravidla (fotky):
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Spravny .iso image bez zasahu pouzivatel'a, po stiahnuti zo servra by mal
obsahovat' SYSTEM, Administrators, Users, Everyone len v ceste C:\Users\

NE=S y
ame: tv\Users\usef\HPCdownIoad\ul)untu~16 04.c CENEN -

Owner L fe |
: (
_ ¥ Change ‘v }
:

Permissions __“l}pdiling Effective Access E

For additi i i
additional information, double-click a permission entn,
5! e ,'

To modify 2 permission en

Permission entries:

Principal
BX sysTEMm

uAdmlnistralors -Admimchatms)

B Users O Users)
1§ Everyone

Type
Allow Full contr
Allow
Allow

Allow

Add Remove

Disable inheritance

e /

Po vyrieSieni a identifikacii problému s .ISO image spustime 4 virtualne stroje
Ubuntu Server 16.04.7 LTS. AvSak musime mat’ na vedomi, Ze tieto stroje
ovplyvnia fyzicky disk , RAM , batériu pocitaca, ked’ nie su perzistentné siet’ ové
konfigurdcie nastaven¢ spravne. (Teda pouZzivatel pouzije verejnu IP adresu, Co
po rebootovani nasledne zmaze a prepise na privdatnu adresu. Dé6vodom je to, Ze
prvotna perzistentnd konfigurdcia pretrvdava aj po zmeneni adresy IP. Verejna
IP adresa sluzi ako server, kde Utocnik povoli vybranych host-ov, zvycCajne cez

klavesové skratky jedného znaku ASCII ako: " Server sltzi na optimalizdaciu

install apt baliCkov a pomocou socidlneho inZinierstva nefiltrované apt install
balicky pomocou zdrojovych kodov (uvedené nizsie) presmeruje sukromn¢ udaje
pozivatela cez siet’ dial-up Set up a new router or access point via IPv6
autoconfiguration or more.) TaktieZ to sluzi ako keyloger udajov, totiZ cez
Control Panel — Hardware and Sound - .. - USB Input Device Gto¢nik vie
nastavit’ siet’ové rozhrania pocitaca. TaktieZ je mozZznost’ nastavenia cez Control
Panel aj siet’ové adaptéry ako IPv6 (Co v naSom pripade aj nastal, totiz IPv6 bola
autokonfigurovand, teda uto¢nik sa uz snazil pristupit’ k pocitacu ako k routeru
na zahltenie sieti pouZivatela).
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C Eaw
b @ Povered off

) o preview
] P W2
‘ @ rowsced off
ordd [
-
) TV ¥EY 43
& powersd off
 SS—
»»»»» AT)
USHE Controller;  OHCL FHC)
Device Filters: 010 active)
= LT Shared folders

Nesmie sa vyskytnut’ Ziadny iface enp0s3 inet6 auto , a jeho zjavenie sa
defaultne naznaci o snahu manipulacie s pouzitim rootovskych prav (napr.

pomocou softvérmi na kradnutie hesiel a SSH pripojeni cez Control Panel
Network adapters. )

Va

This file describes the nlerfaces
netuork |
and how to sctivate then. For more ld--t:":.'h-hf— (S
. acex(S),
D /MMIM-:-.M

Iface onplsd inet
™is I an sutoconf | gured

iface onpOsd (neth auto
uto

denistmaster-dn: "y _

hesktop (NA
G & ; B 8 S @ righ il FDeskiop (Host-only Adagie
W use

- VittualBox Host-Cnly Ethermne

USHE Controller WCE EHC)

Dievica Filfe 0 (0 active

[ Shared folders
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Po vySetrovani Ubuntu Server 16.04.7 LTS zdrojového koédu a GitHub for sme
si dozvedeli, Ze open source softvér obsahuje Lamp stack na odpocuvanie,
presmerovanie udajov, totiz L1,L3 cache sa nachadzaju inde ako L2 cache, Co
sme v podstate aj overili pomocou prikazu tracert. Teda zdrojovy kod uz rdta s
L2 a L1,L3 cache diferencii a presmeruje (odpocuva) siet’ovu trafiku, preto sa
stane, ze pri IP adrese 185.125.190.26 sa vyskytuje duplicitny tok informadcit,
resp. latencia odpovedi aj v radu minutach, totiZ siet’ sa nevie rozhodnut’ kam
poslat’ odpovede po presmerovani, odpocuvani udajov. Nejednoznacnost’.

This repository was archived by the owner on Dec 20, 2025. It is now read-only.

Ubuntu 16.04: added ppa:ondrej/php and updated; apt is offering mysterious
updates #1214

’
ﬂ_ jrmain opened on Aug 1, 2019 - edited by jrmain Edits ~

Assignees
No one assigned

I created a new VMWare VM just to test this. New Ubuntu 16.04 64-bit server install, with LAMP stack added. Updated and upgraded

everything. Added ppa:ondrej/php and updated: apt immediately started showing a bunch of available updates that make no sense Labels

to me. Note that | haven't even installed anything from the ppa:ondrej/php source yet. Here are the updates it's telling me about: No labels
libapache2-mod-php/xenial,xenial 2:7.3+69+ubuntul6.@4.1+deb.sury.org+2+php7.3 all [upgradable from: 1:7.@+35ubuntu6.l] Projects
libapache2-mod-php7.@/xenial 7.8.33-8+ubuntul6.@4.1+deb.sury.org+l amd64 [upgradable from: 7.8.33-@Bubuntud.16.84.5] No projects

1libjbigd/xenial 2.1-3.1+deb.sury.org~xenial+l amd64 [upgradable from: 2.1-3.1]
libpcre3/xenial 2:8.43-1+ubuntuls.@4.l+deb.sury.org+l amd6d [upgradable from: 2:8.38-3.1]
libxml2/xenial 2.9.4-1+deb.sury.org~xenial+2 amd64 [upgradable from: 2.9.3+dfsgl-lubuntu@.6] Milestone

jopenss1/xenial 1.1.8h-2.@+ubuntul6. 4. +deb.sury.org+1 and64 [upgradable from: 1.0.2g-lubuntud.15] o
o milestone

lphp-common/xenial, xenial 2:69+ubuntul6.@4. l+deb.sury.org+2+php7.3 all [upgradable from: 1:35ubuntus.l]]
[php-mysql/xenial,xenial 2:7.3+69+ubuntul6.@4.1+deb.sury.org+2+php7.3 all [upgradable from: 1:7.8+35ubuntu6.1]

php7.8-cli/xenial 7.8.33-B+ubuntul6.d4.1+deb.sury.org+l amd64 [upgradable from: 7.8.33-Bubuntud.16.84.5] Relationships
php7.8-common/xenial 7.9.33-8+ubuntul6.e4.l+deb.sury.org+l amd64 [upgradable from: 7.9.33-@ubuntu@.16.94.5]

php7.8-json/xenial 7.8.33-8+ubuntuls.@4.l+deb.sury.org+1 andé4 [upgradable from: 7.9.33-@ubuntu8.16.84.5] None yet
php7.8-mysql/xenial 7.8.33-B+ubuntul6.d.1+deb.sury.org+] amd64 [upgradable from: 7.8.33-Bubuntud.16.84.5]

php7.8-opcache/xenial 7.@.33-8+ubuntul6.84.l+deb.sury.org+l amdé4 [upgradable from: 7.8.33-@ubuntud.16.84.5] Development
php7.8-readline/xenial 7.9.33-8+ubuntul6.@4.1+deb.sury.org+1 ands4 [upgradable from: 7.8.33-Oubuntud.16.84.5]
No branches or pull requests

Participants

g

It's possible that these updates all make sense somehow, and are safe to install. Perhaps I'm being overly-cautious.

@ oerdnj on Aug 8, 2019 Owner | =**

| am not sure my goal here is to understand what makes and what doesn’t make sense to you.

Could you please clearly describe the problem you are having? Yes, those are packages provided by the PPA, you either have trust or
don’t have trust in the PPA.

libapache2-mod-php/xenial,xenial 2:7.3+69+ubuntul6.84.l+deb.sury.org+2+php7.3 all [upgradable from: 1:7.@8+35ubuntu6.1]
libapache2-mod-php7.8/xenial 7.8.33-8+ubuntulé.d4.l+deb.sury.org+l amdéd [upgradable from: 7.8.33-8ubuntud.l16.84.5]
libjbig@/xenial 2.1-3.l+deb.sury.org~xenial+l amdé4 [upgradable from: 2.1-3.1]

libpcred/xenial 2:8.43-1+ubuntulé.@4.l+deb.sury.org+l amdéd [upgradable from: 2:8.38-3.1]

libxml2/xenial 2.9.4-1+deb.sury.org~xenial+2? amdé4 [upgradable from: 2.9.3+dfsgl-lubuntu@.6]

openssl/xenial 1.1.8h-2.8+ubuntul6.dd.l+deb.sury.org+l amdbd [upgradable from: 1.8.2g-lubuntud.l15]

php-common/xenial,xenial 2:69+ubuntul6.B®d,l+deb.sury.org+2+php7.3 all [upgradable from: 1:35ubuntu6.l1]
php-mysql/xenial,xenial 2:7.3+69+ubuntul6.fd.l+deb.sury.org+2+php7.3 all [upgradable from: 1:7.8+35ubuntué.l]
php7.@-cli/xenial 7.8.33-8+ubuntule.®4.1+deb.sury.org+l amdéd [upgradable from: 7.8.33-Gubuntud®.l16.084.5]
php7.@-common/xenial 7.@.33-8+ubuntul6.ed.l+deb.sury.org+l amd64 [upgradable from: 7.8.33-@ubuntud.16.84.5]
php7.@-json/xenial 7.8.33-8+ubuntulG.84.l+deb.sury.org+l amde4 [upgradable from: 7.8.33-Bubuntud.l16.84.5]
php7.@-mysql/xenial 7.8.33-B+ubuntulé.84.1+deb.sury.org+l amdéd [upgradable from: 7.8.33-@ubuntud®.l6.04.5]
php7.@-opcache/xenial 7.8.33-8+ubuntulf.d4.l+deb.sury.org+l amded [upgradable from: 7.8.33-8ubuntud.l6.84.5]
php7.@-readline/xenial 7.@.33-8+ubuntul6.Bd,l+deb.sury.org+l amdéd [upgradable from: 7.8.33-Bubuntu@.l16.84.5]
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Ubuntu server, odkial’ bol stiahnuty poskodeny .ISO image file a po instalacii

sme si vSimli pokus o siet’ovy utok ma nekonzistentné umiestnenie L2 cache,
totiz L1, L3 cache sa smeruje cez trasu hop 3 = 10.69.253.125
(www.ubuntu.com), avSak L2 cache sa smeruje cez 10.69.253.127, ¢o ihned’ uz

na zaciatku sietovej trasy bude znamenat’ problém synchronizdcii v pripade

odpocuvani ( bud’. Sa vyskytne latencia alebo duplicita output sprav, alebo oba)

C:\Windows\System32>tracert www.ubuntu.com

Tracing route to www.ubuntu.com [185.125.190.20]
over a maximum of 3@ hops:

p
26
27
28
26
56

NOUnMSsWNR

00

48

o

N WO

MUV NNNN
PO O W

2 ms

ms
ms

65 ms

2
23
24
25
25
54
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192.168.1.1

st-static-bckb-153.213-81-233.telecom.

10.69.253.125

80.156.161.128

62.159.61.127

ae2.3215.edge7.lonl.neo.colt.net [171.75.8.71]
swpl@.il3-core2.canonical.com [194.88.86.2]
website-content-cache-1.ps5.canonical.com [185.125.190.20]

.psS.canonical.com

.com [185.125.190.20]

st ckb-153.213-81-233.telecom.sk [213.81.233.153]
106
80.1

62.1

ae2.

swple - - 0

website on he : .canon l.com [185.125.190.20]

L1 cache cez Hop3 ide cez IP adresu 10.69.253.1235, je to oficialna trasa
www.ubuntu.com. Akakol'vek ina zmena siet’ovej trasy sa udeje pomocou COST

trias, ¢o vyvolava zmenu trias paketov v niektorych pripadoch. (napr. Pri

situaciach, ked’ potrebujeme inu trasu na server, kde mame unik dat.)
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L2 cache cez Hop3 1de cez IP adresu 10.69.253.127 , preto bude mat’ problém so
synchronizdaciou aj v hodindch, kde server neni vyt’azeny. (11.22pm - 11.32pm
latencia a duplicita output sprav)

C:\Windows\s »tracert website-content-cache-3.ps5.canonical.com

Tracing route to website-content-cache-3.ps5.canonical.com [18
* a maximum of 36 hops:
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complete.

L3 cache cez Hop3 ide cez IP adresu 10.69.253.125, o je v poriadku.

Latencia v pripade smerovani na cez HOP3 10.69.253.127 v pripade sietove;j
trasy IP adresy tracert 185.125.190.26 mal latenciu aZ 10 minut (port bonding)

) [165.125.1%9.26)
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60



HBUVNNNN
ONOOH H =

N O

190.26

he-1.ps5.can

core2.ca

-content-cac

61

I

9

a

1124 PM

11:29PM

11:32 PM




	Obsah
	Odborný príspevok
	Prípad
	Prezentácia
	5WH(6)

	Hypotézy + výsledky hypotéz + softvérové nástroje
	Analýza a overenie, vysvetlenie hypotéz

	Bezpečnostné opatrenia
	Zaistenie dôkazov z USB zariadení Kingston DTR30G2
	Chain of custody
	Dáta
	Analýza log reportov, artefaktov z image RAM, VirtualBox
	Prečo

	Image VirtualBox zariadení

