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Fuzaty Pripad

[Link-Prezentécia]
1. Popis pripadu
1.1. Struény popis pripadu
Vandalizacia digitalnej publikécie — ro¢enky pridanim fuzov do jednotlivych obrazkovych suborov.
Prebehla den pred tlacou po tlacovej kontrole a sposobila tlaciarenskej firme materiadlnu Skodu vo
forme mrhania toneru a papiera. Stbory na tla¢ boli na notebooku, naSiel sa pri iom USB kI'u¢. Je tu
tiez moznost’, ze digitalne zaémaranie fotiek nebola jedina nekalé vec v rdmci tohto pripadu.

1.2. Detailnejsi popis
Tlaciarenska firma PickTheCMYK(fiktivny nazov pre fiktivnu firmu) dostala zakazku na vytlacenie
roc¢eniek. Tla¢ové subory boli vypracované v programe Scribus, kde boli samotné obrazkové subory
pridané embedovanim(¢o znamena ze akdkol'vek zmena v suboroch bola okamzite odzrkadlend v
subore na tlac)

Fig.1 — llustrovana reprodukcia pévodnych verzii fotografii v tlacovej pubikacii

Den pred tlacenim bola zhotovena posledna tlacova kontrola. VSetko bolo ako ma byt'.

Avsak v dei tlace bol vysledok tlacenia rozdielny od verzie — portréty vo vytlacenej publikacii boli
vandalizované doplnenymi fuzmi. Pred tym neZ bola tla¢ pred¢asne zastavena doslo k vytlaceniu dvoch
kompletnych kopii, o znamenalo Ze finan¢na a materialna strata bola menej seriézna, no toner lacny
nie je, takZe je to stale rana do rozpoctu firmy.


https://bcstudent.fpvucm.sk/~miskolcimarek/dfa/DFA%20prezentacia.pdf

Fig.2 — Kresba uz znehodnotenej tlacoviny

Na mieste ¢inu, pri notebooku, z ktorého mala byt’ poslana finalna verzia tlacového dokumentu sa
naslo USB. Je tu tieZ isté podozrenie, Ze vandalizécia fotografii a mrhanie tonerom je v tomto pripade
len vrchol 'adovca a notebook mohol byt napadnuty nie¢im hor$im — napriklad virusom.

1.3. 5WH

Who?

-Pravdepodobne niekto z persondlu tlacovej firmy

Where?

-V $pecifickom oddeleni tlaCovej firmy

When?

-Den pred tlacou.

What?

-Manipulécia s obrazkovymi datami, mozno sérioznejsi utok(ktory je skryty popri softvéri pouzitom na
znehodnotenie tlacovej publikacie)

Why?

-Ciel'om mohlo pravdepodobne podryt’ imidz profesionality firmy, poukazat’ relativne neSkodnym
utokom na diery v bezpe¢nosti firmy, mrhat’ jej prostriedkami, potencidlne prepasovat’ dodato¢ny
Skodlivy softvér do napadnutého zariadenia/lokalnej siete popri ,,zartiku®.

How?

-Pravdepodobne prostrednictvom softvéru na USB

1.4. Predmet a ciel’ vySetrovania

-izolovat’ vSetky relevantné zariadenia od siete, vytvorit’ obraz paméite notebooku a USB, ziskat’ kopiu
logov zo zariadenia, ¢o spravuje zamkovy systéem firmy, ak sd, kopie zaznamov z kamier

-analyza dokazov, patranie po potencialne Skodlivych stiboroch ktoré sa z USB mohli dostat’ na
notebook

-na zaklade vysetrovania zocelit' bezpecnost’ tlaciarenskej firmy



-zistit’ vinnika, ktory spdsobil problém a donutit’ ho pokryt’ ndklady spojené s pokazenou
tlacou/nahradenim napadnutého zariadenia

1.5. Odborny prispevok
DFRWS: USB ako platformy pre utoky
https://dfrws.org/presentation/duck-hunt-memory-forensics-of-usb-attack-platforms/

2.Hypotézy

A-USB bolo prepasované do budovy firmy zamestnancom, ktory mal v umysle spravit’ relativne
neskodny zartik, no softvér na USB bol poskytnuty tretou stranou, ktora zamyslala nieco iné

B-I8lo o vedomu sabotaz

C-USB a notebook boli skompromitované tretou stranou bez vedomia ostatnych potencialnych
podozrivych

D-Na USB bol len program na vandalizaciu fotiek, hoci motivacie/okolnosti s ¢inom spojené sa mozu
podobat’ hypotézam A-C

-K overeniu jednotlivych hypotéz musime identifikovat’ siibory na zabezpecenych zariadeniach,
analyzovat’ potencialne zdroje stop z bezprostrednej blizkosti miesta ¢inu a na zdklade vysledkov urcit’
pravdivost’ tychto hypotéz. Hypotézu A sa da overit’ podl'a metadat siborov na USB, anal6govych
dokazov, odchytenej elektronickej komunikécie, resp. zo stop, ¢o vinnik zanechal. Na zéklade zisteni
modzeme odvodit’ pravdivost’ hypotéz B a C, ktoré su tiez spojené so Spekulaciou o motive vinnika s
predpokladom, zZe sa ndjde dodato¢ny softvér popri nastroji, ktory bol pouzity na znehodnotenie
tlacovej publikacie. Na zaklade obsahu USB kI'i¢a tiez mozeme urcit), ¢i je hypotéza D pravdiva a na
kI"aci bol len softvér na vandalizaciu.

Samotny obsah USB mdzeme ziskat’ prostrednictvom image-u pamédtového média(USB), idedlne s
writeblockerom a nésledne vykonat’ analyzu obsahu image stibru prostrednictvom forenzného softvéru,
napriklad Autopsy. Takto je mozné nenarusit’ integritu zabezpecenych dokazov a zaroven sa priblizit’ k
cielom naSeho vySetrovania.

2.1. Overenie jednotlivych hypotéz

Vdaka znaénému nedostatku doslednosti zo strany pachatel’a sa ndm podarilo zaistit’ sluSné mnozstvo
stdp, ktoré¢ nam umoznia nielen pripad vyriesit,, ale aj ur¢it’ pravdivost’ nasich hypotéz.

Integrita dokazov je zabezpedena prostrednictvom hash-ov, ktoré boli zapisané v dobe vytvorenia
image suborov

V ramci kapitol 5 a 6 sme zachytili po¢as analyzy stop z operacnej paméte a image-0v relevantnych
uloziskovych médii, Specificky USB kI'i¢a ndjdeného na mieste ¢inu.

Analyzou image-u USB kl'i¢a, ktory sme prehliadali cez softvérové programy Exterro FTK Imager a
Autopsy (kapitola 6, artefakty 1, 3, 4, 5, a 6) sme zistili jeho obsah, na ktorého zaklade mozeme
vyluéit, Ze okrem programu na vandalizaciu fotiek nebol na samotnom USB ziadny d’alsi Skodlivy
softvér (ani nebol medzi vymazanymi subormi, ako mozeme vidiet’ v kapitole 6, artefakte 3), o
nasledne vyvracia ¢ast’ hypotéz A-C, ktoré pocitaju s tym, ze tam nejaky softvér takéhoto typu bol.

C mdzeme kompletne zamietnut’ na zdklade stop z USB(kapitola 6, artefakty 3, 4) aj z operacnej
pamaéte(kapitola 5, artefakty 1-4) , ked’Ze je o€ividné, Ze §lo o ¢in vopred planovany. Najma na zaklade
upraveného textového dokumentu so zoznamom zariadeni, ktoré firma pouZziva na spracovanie suborov
pred tlacou(kapitola 6, artefakt 3) a sibore s vypisanou verziou samotného planu(kapitola 6, artefakt 4).
Vdaka stopam zanechanych v operacnej pamati (kapitola 5, artefakty 1-3 + zaber ulozeny z kamery-
kapitola 6, artefakt 2) a zachytenej mailovej komunikacii cez Moodle (kapitola 5, artefakt 4) mo6Zeme
zuzit' zvysné Ciastoc¢ne potvrdené hypotézy na jednu, t.j. hypotézu A, kde sme potvrdili, ze sa motiv
zhoduje s hypotézou, hoci zvySné okolnosti sedia viac k hypotéze D.


https://dfrws.org/presentation/duck-hunt-memory-forensics-of-usb-attack-platforms/

V kone¢nom désledku sme dospeli k takémuto zaveru ohl'adne samotnych hypotéz:
Hypotéza A-¢iastocne potvrdena

Hypotéza B-zamietnuta

Hypotéza C-zamietnuta

Hypotéza D-potvrdena

3.Digitalne zariadenia

3.1.Digitalne zariadenia s ktorymi sa bude pracovat’
-Notebook s kompromitovanymi sabormi

-USB ¢o sa naslo ned’aleko notebooku

-zdznamy zo smart zamku dveri oddelenia firmy

3.2. Parametre jednotlivych zariadeni

USB: Verbatim Slider

-tzv. DFA _usb

-USB 2.0

-16 GB

(Fig.3-USB)

Notebook: DELL Latitude E7270

-Ulozisko: 252 GB

-OS: Windows 10 Pro

-Procesor: Intel Core i5(2-core, 2.40GHz)

-RAM: 8GB

-GPU: Integrovany Intel HD Graphics 520(300MHz, 345.6 GFLOPS)



(Fig.4-Notebook)

4.Data

4.1. Co budeme analyzovat’(aké stubory)

-Subory zo zhotoveného imag-u USB(Programy, obrazkové data, metadata obrazkovych suborov,
programov)

-Subory z image-u notebooku(Obrazkoveé subory a ich metadata)

-Ak su. data z logov zo smart zamku(Zaznamy, ¢asové stopy)

-Suborové metadata zo spomenutych zariadeni



-Ak su, zaznamy z kamier(video subory)
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(Fig.5-strana tlacového dokumentu v programe Scribus — reprodukovana verzia strany pred
znehodnotenim)

4.2. Vel’kost’ dat/datasetu/Dodatocné informacie

-Pouzivané st ‘realne’ data(vlastna tvorba) — lokalne ulozené, vo vel’kosti cca 33.7 MB
-Cca 52 suborov



5.Image RAM, Analyza ziskanych dékazov najdenych na RAM

3 HxD - [E\DFA Img\RAM image miskolciraw] - O X
i) File Edit Search View Analysis Tools Window Help -8 x
B (@~ 16 ‘Windows (ANSI) || hex v
] RAM image miskolci.raw Special editors x
Offset (h) 00 01 02 03 04 0S5 Decoded text A | Data inspector
02F7092D0 71 51 49 q0I_81"><div jsn 144 b bl
02F7082E0 €1 €D &5 ame="yEVEWD"><di
02F7092F0 v id="WTbbaYeS8Eu Binary (8 bit) 01101101 ~
02F709300 7k7_UPofvkqgQl__7 Inte goto: 109
02F708310 4"><div jscentro Ulnte ot 108
02F709320 1ller="xfmZMb" cl
02F709330 ass="woiwMc rela Int16 gote: 20523
02E709340 ted-question-pai Uint16 gote: 28525
02F709350 " data-lk="c5NS Int24 goto: 7696237
02F709360 ZMgvVy3 JVORMSVFT Ulnt2a goto: 7606237
02F709370 VMINLyOuSUzOSAUL Int32 gota: 1937076077
02F70% KRRKSITKRWA" dat
02F709390 a-notify-expansi Ulnt32 goto: 1937076077
02F709320 on=nn data-g="Ho Int6d gotor 7521962855420036973
02F709380 w do I add a fiag Ulnt64 goto: 7521962055420036973
02EF7093C0 ta to a phot LEB128 goto: -19
02F7093D0 02" decode-data- ULEB128 gote 109
02F7093E0 ved="1" jsaction AniChar / chord £ .
02F7083F0 ="rcuQ6binpT2md; -
02F709400 aVMIAb:07Y02: T4d WideChar / charl6_t b
02F709410 17e:MbYiZe; uUCWg UTF-€ code point m (U+006D)
02F708420 £:NINJvb; 1pDHCh: Single (float3z) 1,94453844249993631
02705430 XBVdTe; YTEvEe: CU Double (float64) 7,07385728057007E 194
02F709440 KQPe" data-ved="
02F708450 2anUKEwiHlarazOi OLETME Inelid
02F708480 TAXVugrsTHaESOST FILETME Invalid ©
02F709470 Qq7kBKABEBANVEAR NOF dste 1z ooms
02F709: "><div jsname="Y Byte order
02F708450 rZdPB" class="zo @ Little endizn (O Big endian
02F7094A0 MIY¥b o3PDVE HYww
02F7094B0 Y c5TM8 oSTlge g + | [JHexadecimal basis (for integral numbers)
§ | Checksum
“ | offset Excerpt (hex) Excerpt (text)
2FIBECID 2300005501 0000 22 ED 56 FC DA 00 00 00 6C 6D 6F 75 73 74 61 63 68 65 00 00 55 01 00 00 CE 2.U.."Vi...imoustache..U..| -
2F7093BD 2243 6F 77 20 64 6F 2040 20 61 64 64 20 61 20 6D 6F 75 73 74 61 63 68 65 20 74 6F 20612070 “How do | add a moustache toa p
2FT09700 3E 48 6F 7720 64 6F 2049 2061 64 64 20 61 20 6D 6F 75 73 74 61 63 68 65 20 74 67 20 6120 70 >How do | add a moustache to a p
3068E388 68617238 726C 6D 38 72 6D 6F 7573 74 38 72 6 6F 75 73 74 61 63 68 65 38 72 6E 6D 69 64 38 har;rlm;rmoust;rmoustache; mmid;
3261A2CO 68 6F 74 6F 2D 65 64 69 74 6F 72 2F 6164 64 2D 6D 6F 75 73 74 61 63 68 65 2D 74 6F 2D 70 68 6F hoto-editor/add-moustache-to-pho
] 34785433 68 6F 74 6F 2D 6564 69 74 6F 72 2F 6164 64 2D 6D 6F 75 73 74 61 63 68 65 2D 74 6F 2D 70 68 6F hoto-editar/add-moustache-to-pho v
Offset(h): 2F70938D Block(h): 2F7093BD-2F7093C5. Length(h): 9 Ovenwiite

(Artefakt 1-vyhladavanie, klI'aicové slova ,,ako pridat’ na fotku fuzy*)




0 HxD - [EADFA Img\RAM image miskolci.raw] - [m] X

| File Edit Search View Analysis Tools Window Help -& x
SRdSIE R R =T ]| Windows (AN ¥ | hex =
] RAM image miskolci.raw Special editors x
Offset (h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text A | Data inspector
00FBOTCE0 ://reddit.com ht
00FBOTCS0 64 tps://www.reddit I‘ ‘ ’ ’I
00FBOTCAO 64 .com/sve/shreddi 01110000 ~
00FBO7CBO 56 t/partial/J7VVLM Int8 oto: 112
O0FBOTCCO 6E /common-left-nav Ulntg to: 112
O00FBOTCDO 65 ?data=%7B%22sele " fote
00FBOTCED 32 ctedPageTypes22% Int16 goto: 29296
00FBOTCEQ 2 3A%22post_detail Uint16 goto: 29296
00FBO7DO0 3 $2237Dsparams=pr Int24 gotoe: 6386283
00FBO7D10 efix33Drizésubre Ulnt24 goto: 6386288
00FBO7D20 ddict3DCommezcia e - toc | 1651830048
00FBO7D30 1Printing$2épost ot
00FB07D40 I483D1181672%26s Ulnt32 goto: 1851880048
0O0FBOTDS0 lugt3Dbest_comme Int64 goto: Invalid
00FBO7DED rcial_printing Ulnts4 gote: Invalid
00FBO7DT0 |sequery=27B% LER128 goto: 16
00FBOTDE0 22seeker-session ULEB128 oto: 112
00FBOTDI0 $22%3A%22trues2z AnsiChar / chard.t
0OFBOTDAC $7DEsig=v1.QF5Vv nsithar/ charc. P
0O0FBOTDBO XwGx13vgFhTwhNX1S WideChar / charl6_t H
00FBOTDCO 0YBlrXaaQoNwMNg3j UTF-2 code point p (U+0070)
00FBO7DDO 6IKGKI. . . Single (float32) 1,74431184145T12E28
ggiig:gig Double (float6d) Invalid
SoFROTEDG OLETIME Invalid
QOFBOTELQ FILETIME Invalid
0O0FBOTEZ0 NAC Aaba 1/ 2 027 R
00FBO7E30 Byte order
OO0FBOTELD . @) Little endian (O Big endian
00FBOTES0 e TG
00FBOTEED 2F 1/0/_dk_https:// w [[1Hexadecimal basis (for integral numbers)
& | Checksum Search (826 hits)
o
|| Offset Excerpt (hex) Excerpt (text)
ADCI75D 7263 68 3F 71 3D 70 72 61 63 74 69 63 61 6C 28 70 72 61 6E 6B 73 28 61 74 2B 61 28 7072 63 6F rehTq=practical+pranks+at+a+prin ~
ADC199F 7263 68 3F 71 3D 70 72 61 63 74 69 63 61 6C 28 70 72 61 6E 6B 73 28 6174 2B 61 28 7072 63 6F rehTq=practical+pranks+at+a+prin
FROTDGF 6572 63 69 61 6C 5F 70 72 69 6 74 69 6E 67 5F 70 72 61 6E 6B 73 26 71 7565 72 79 3D 25 37 42 ercial_printing_pranksguery=3%78
17E25268 6133 3534 39 38 66 70 72 69 6E 74 69 6E 67 20 70 72 61 6E 6B 73 8102 81 120755 28 811D 08 235488fprinting pranks....Us ...
17E25249 3533 623430 33 37 70 72 69 6 74 69 6E 67 20 70 72 61 6E 6B 73 68 74 74 70 73 34 2F 2F 77 77 53b4037printing prankshttps://ww
x 17E252D8 6172 63 68 3F 71 3D 70 72 69 6 74 69 6E 67 28 70 72 61 6E 6B 73 26 73 6F 75 72 63 65 60 64 3D arch?q=printing+ prankssourceid= o
Offset(h): FEO7DEF Block(h): FED7DEF-FEOTDT3 Length(h): 5 Overwrite

(Artefakt 2- pozrety prispevok na socialnej sieti Reddit, hovoriaci o zartikoch a tlaceni)

%40 HxD - [EADFA Img\RAM image miskolci.raw] — m] X
[ File Edit Search View Analysis Tools Window Help _&x
2ASIE RO NE R ~|| Windows (ANSI) | hex =
) RAM image miskelci.raw Special editors x
Cffset(h) 00 01 02 03 04 05 06 07 0% 09 OA OB OC OD OE OF Decoded text | Data inspector
04BCBECLO UJELsIHYQMI3MOFn 144 b bl
04BCBEC20 OECBUCAQ" ping="
04BCBEC30 furl?sa=tsamp;so Binary (8 b 01001101 ~
04BCBEC40 urce=web&amp; rct Ints oto: 77
04BCBECS0 61 =j&amp;opi=89978 Ulne |77
04BCBECE&0 26 449gamp;url=http n fote
04BCBECTO 2F st/ /v Facetach Int18 goto: 28493
04BCBECEQ 6F &.com/samp; ved=2 Ulnt16 goto; 28493
04BCBECS0 48 ahUKEwW1i3upCizOiT Int24 goto: 7696205
04BCBECAO an AxUJSLsTHYQMIZMQ Ulnt24 goto: 7696205
04BCBECEO 43 FnoECBUQAQ"><h3 1nt32 1o | 1957076005
04BCBECCO 73 class="LC201b MB g
04ECBECDO 0 cu0 DEVOMA" id=" Ulnt32 sote 1957076045
04BCBECED _57XbafeqlIng7 U Inte4 goto: 7521962953420036941
04BCBECFO PhJmcm@c_47">Add Ulnt64 goto: 7521962855420036941
04BCBEDOO Moustac) To ¥ LEB128 gote: -51
04ECEEDLO our Photas! [ Fa ULEB128 oter T
04BCBED20 cial Hair Simula AnsiChar / chard.t sete M
04BCBED30 tor ]</h3><br><d nsithar/ chard | b
04ECBED40 iv class—"notzan WideChar / char16_t =
04BCBEDS0 slate ESMNde HGL UTF-8 code point M (U+004D)
04BCBEDED rXd ojE3Fb"><div Single (float32) 1,9445345739373E31
Q4BCEEDTO &t c class=rabvnsto< Double (float64) 7,07385728057993E194
04BCBEDED 6E 61 22 span class="HSlu
04BCBEDS0 3E 76 a1 be"s<div class=" OLETIME Invalid
04BCBEDAO 32 4E 59 sghZre NiwKYd Vw FILETIME Invalid .
04BCBEDBO 66 72 (2= oesf" aria-hidde nOCdste 1210 00as
04BCBEDCO 3 74 22 &D n="true"><img cl Byte order
04BCBEDDO 61 73 73 3D 6F z2 ass="XNoSAb" src (@) Little endian () Big endian
04BCBEDE0 € 63 s ="data:image/png
04BCBEDFO 3 2 4F :base€4, iVBORWOK - [JHexadecimal basis (for integral numbers)
% | Checksum Search (830 hits)
=
“ || Offset Excerpt (hex) Excerpt (text)
4BCBEDO1 6844 6D 63 6D 5163 5F 34 37 22 3E 41 64 64 20 4D 6F 75 73 74 61 63 68 65 73 20 54 6F 20 59 6F himemQc_47">Add Moustaches To Yo "
4F0707A4  743B 3D 2623 78 3032 33 42 30 38 0D 0A 26 6C 6D 6F 75 73 74 61 63 68 65 38 3D 26 23 7830 32 t=#x023B0;.]  moustache;=2x02
50853045 6372732D 67726577 2D 6D 6967687479 2D 6D 6F 7573 74 61 63 68 6573 2D 61 GE 64 2D 62 ers-grew-mighty-moustaches-and-b
50853148 657273 2D 6772 6577 2D 6D 69 67 68 74 79 2D 6D 6F 75 73 74 61 63 68 65 72 2D 61 6E 64 2D 62 ers-grew-mighty-moustaches-and-b
50B333BF 6572 73 20 67 72 65 77 20 6D 69 67 68 74 79 20 6D 6F 75 73 74 6163 68 65 73 20 61 6E 64 20 62 ers grew mighty moustaches and b
: 5136DC4D  AD DB BA D2 00 00 00 2E 0D 00 00 02 0D 01 00 3D 6D 6F 75 73 74 61 63 68 65 28 66 80 5C 92 00 8C 0 moustache+fE\.E v
Offset(h): 4BCBEDDT Block(h): 48CBEDO1-4BCBEDDY Length(h): 9 Overwrite

(Artefakt 3-Online nastroj na Upravu fotiek pridanim fazov)



25 marca AWFC2B0 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00  «uuuureeeeennnn.
AWFC2C0 00 00 00 00 00 E0 5F B9 71 AD CO 50 EB F6 94 ...... * ag.RPES”

AWFC2D0 2A 85 08 00 45 00 00 34 6F 90 40 00 80 06 00 00 *_..E..40.8.€...

0911 AFC2EQ CO 28 E1 OC 14 32 4% 0B DE A 01 33 62 13 95 2 R7&..2I.TE.»b.-.

Oldemn kreslit bajtitizyd WFC2F0 D2 80 57 D2 & 00 FF FF 12 00 00 01 01 05 O NEWNE.. ".......
WFC300 D2 20 5D 26 D2 €5 47 50 10 01 FF FD CO 00 00 HE]+H€=GP.. ¥R..

Che che che. Do rocenky, che che

O | CL
dci|lo o
o

AFC310 06 |ED 6F 6F 64 Jg 66 T0 7€ 75 €3 €D 02 T3 .uleleleNE, fpvuCcm. S
_ AFC320 ©B 00 00 1C 00 01 98 F2 97 42 84 Fo 80 7D D4 21 k...... A5-8,.8€107
OFor storociall.. WFC330 60 FBE FO 92 A7 OB 2B 1E 03 56 C6& 70 8F 7& 52 10 ‘“#d'S.+..VipZzR.
toto je velmi inkriminujlca sprava. WFC340 BE 46 9D E5 36 &7 5D 94 &0 E1 75 &8 37 A9 B5 BF IFtiégt~ au.7@uz
Kazdopéadne, asi to bude cez USE. WFC350 FD SE 12 80 50 FC FE €5 00 00 00 00 00 00 00 00 ¢~.€PHGE........
a o o= AFC3e0 00 00 Q0 00 00 00 00 Q0 00 Q0 00 Q0 00 00 00 .. veevinenenanass
Neviem zatial, zoZzeniem o - - - - - -
AFC370 00 OO0 00 00 00 00 00 00 OO0 OO0 OO0 00 OO0 00 00 ... ieeweeemnnnnn
ooo
-Dezko Pachatel
Napisat' spravu ... @
4
(Artefakt 4-odchytena mailova komunikacia-elektronicka posta prostrednictvom moodlu, samotna
sprava)

-toto su vybrane artefakty zo série 14-tich zhotovenych z image-u RAM(+z par starSich, robenych este
na hodine)



6.Image zariadeni, ktoré si predmetom vySetrovania

Robili sme image USB kl'i¢a s velkostou 15-16GB, velkost’ image-u 14.49 GB, prostrednictvom
softvéru Exterro FTK Imager.

MD?5 hash: 8a23fa77df5549bd894f0e71d91336f3

SHAL1 hash: 61a2b2879833a68d485c0fccddf234c622f1fc37

Artefakty(ziskané prostrednictvom softvérov FTK Imager a Autopsy):

OcO00el00 |65 00 73 00 00 OO0 00 OO-40 00 00 00 28 00 00 00|e-3----- @---0---
OcO00ell0 |00 00 00 00 00 00 04 QO0-10 00 00 00 15 00 Q0 00f -
OcO00el20 |3E D& 44 3¢ C7 25 F1 11-8% ES E4 AT RO 77 45 25| -@D- C%n -28§ wE)
OcOd0el30 |90 00 00 00 C5 00 00 QO0-00 04 15 00 Q0 00 Ol 00 B
OcOd0eld0 |AS 00 00 00 20 00 00 O0-24 00 4% 00 33 00 30 O0Of(7 .-+ ---&-I-3-0-
0c0002150 (30 00 00 00 01 00 OO0 Q00-00 10 00 00 01 00 00 Q0 |Q-----rnree-n--
OcO00eled |10 00 00 00 938 00 00 O0-98 00 00 00 00 00 Q0 Q00 - v eremennnnn
OcO00el7T0 |29 00 00 00 00 00 01 0O0-72 00 &6 00 OO0 OO0 Q0 Q0f)------- x-£-----
OcO00el80 |25 00 00 00 00 00 01 OO0-C2 92 35 2B 35 orfqg------- B.5egal-
OcO00elS90 D1 37 ES 41 35 BC DC 01-D1 37 ES 41 35 01 |H7en5%l -H74n5% -
0c000elad D1 37 E% 41 35 BC DC 01-00 00 00 00 00 00 00 00 |f7éassd---------
OcO00ell0 |00 OO0 00 00 00 00 00 QO0-00 00 00 10 00 00 Q0 00
OcOd0elcl aa
OcOd0eldo
OcO00elel |6l 00 72 00 €5 00 00 QO-00 OO OO0 OO0 OO0 00 a0 00
| 0c000el£0 )10 00 00 00 02 00 00 OO-FF F¥ FF FF 82 79 OR 00
OcO00e200 |00 00 00 00 00 OO0 00 QO0-00 00 OO0 00 OO0 Q00 Q0 00
OcO00e210 |00 00 00 00 00 00 00 OO0-00 OO0 00 00 00 00 Q0 00 - v ererenenann
OcO00e220 |00 00 00 00 00 00 00 OO0-00 00 00 00 00 00 QO 00 - v eremenenann
0c0002230 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 Q0 00| ----------------
OcO00e240 |00 00 00 00 00 OO0 00 QO0-00 OO0 OO0 00 00 00 QO 00 - vemmemmmennnn
OcO00e250 |00 00 00 00 00 00 00 QO0-00 00 00 00 00 00 QO 00 - e
OcO00e260 |00 00 00 00 00 OO0 00 QO0-00 OO0 OO0 00 00 00 QO 00f - e
OcO00e270 |00 00 00 00 00 00 00 OO0-00 00 00 00 00 00 Q0 00 -
O0c0002280 (00 00 00 00 OO0 00 OO0 QO0-00 00 00 00 00 Q0 Q0 Q0| -« -c-rvnmnmemnn-
OcO00e290 |00 00 00 00 00 00 00 OO0-00 OO0 Q0 00 00 00 Q0 00f - -crememennnnn
OcO00e2a0 |00 OO0 00 00 00 OO0 00 OO0-00 OO0 OO0 00 00 00 Q0 00 - v eremenenann
OcO00e2k0 |00 00 00 00 00 00 00 OO0-00 00 00 00 00 00 Q0 00 - v eremenenann
0c00022c0 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 Q0 00| ----------------

(USB artefakt 1-na USB najdeny prie¢inok ,,Moustache Sofrware/Fuzovy Softvére)

[ ]

BC DC
BC DC




0cOO00£030 (02 00 OO0 OO0 00 00 00 ©0O0-10 00 OO0 00 &0 00 00
Q0cO00£040 |00 00 00 00 Q0 00 00 00-43 00 00 00 12 00 00
0cO00£050|D& SE S5F 5F 35 BC DC 01-80 €5 98 30 B2 Bé DC
0cO00£060 |91 11 3E 24 B4 BEé DC 01-33 24 BA 5F 35 BC DC
0cOO00£070 (20 00 OO OO OO OO OO0 ©0O-00 OO OO 0O 00 00 00
Q0cO00£020 |00 00 00 00 0% 0L 00 00-00 00 00 OO0 Q0 00 00
0c000£090 |00 00 00 00 00 00 00 00-30 00 00 OO0 &0 00 00
0c000£020 |00 00 00 00 00 00 02 00-63 00 00 OO0 18 00 01
0cO00£0L0 (27 00 OO OO0 00 00 01 00-D& BE SF SF 35 BC DC
0cO00£0cO|De SE SF 5F 35 BC DC 01-Dg SE S5F SF 35 BC DC
0c000£040 |De SE S5F 5F 35 BC DC 01-00 00 33 00 00
0c000£0e0
OcO00£0£0
OcO00L100
0cO00£110
0c000£120
0cO00£130
OcO00L£l40
0cO00£150
0c000£160
0cO00£170
OcO00L£lz0

00 &x 00 70 00 &7 00-20 00 00 00 48 00 00
00 00 00 00 00 01 00-00 00 00 00 OO0 00 00
03 00 00 0O 00 00 00-40 00 00 00 00 00 00
00 33 00 00 00 00 Q0-3F FD 32 00 00 00 00
FD 32 00 00 00 00 00-22 30 03 8% 11 00 00
FF FF FF 82 75 47 11-00 00 00 00 00 00 00
00 00 00 0O 00 00 00-00 OO0 00 00 00 00 00
00 00 00 00 00 00 Q0-00 00 00 00 00 00 00

0cO00£190 00 00 00 00 00 00 00-00 00 00 00 OO0 00 00
0c000£1a0 00 00 00 00 00 00 00-00 00 00 00 00 00 00
0c000£1k0 00 00 00 0O 00 00 00-00 OO0 00 00 00 00 00
O0cO00£1cd 00 00 00 00 00 00 Q0-00 00 00 00 00 00 00
0c000£140 00 00 00 00 00 00 00-00 00 00 00 OO0 00 00
0c000£1ed 00 00 00 00 00 00 00-00 00 00 00 00 00 00

OcO00£1£0 00 00 00 0O 00 00 00-00 OO0 00 00 00 00 02

(USB Artefakt 2[pre U¢ely premetu snimok z kamerového systému ulozeny v
pamati]-"20260318 093535.jpg”

(USB Artefakt 2.1.-snimok20260318 093535.jpg”, neskor premenovany na ,,stache page
screenshot.jpg*)



3 Fuzaty pripad - Autopsy 4.23.0
Case View Tools Window Help

== Add Data Source M Imag [ ge Qs
€ o]

B Data Sources
) FileViews

% File Types
Sy Deleted Files
-y File System (1)

B Dpota Artifacts
> Metadata (4)
@ Analysis Results
Lol EXIF Metadata (4)
A Keyword Hits (36)
. User Content Suspected (4)
(=g 05 Accounts
- @ Tags
©Q score

% Reports

—
ation 4=, Timeline /i Discovery [k GenerateReport g Close Case

Listing

" © - Kkepwordlists

Qr Keyword Search

-

All
Table Thumbnail

Name

1 Result:

Save Table as CSV

Change Time Access Time Created Time

2026-04-19 113 ¢ 9 ER 2026-04-19 10:22:12 SEL{

< >
File Metadata  0S Account Annotations  Other Occurrences
Metadata "
Name: /img_USB image.001/vol vol2/DFA files/list of devices we print from.odt~RF2373fc45.TMP
Type: File System
MIME Type: application/octet-stream
Size: []
File Name Allocation: Unallocated
Metadata Allocation: Unallocated
Modified: 2026-04-19 10:22:13 SELC
Accessed: 2026-04-19 10:22:13 SELC
Created 2026-04-19 10:22:13 SELC
Changed: 2026-04-19 10:22:13 SELC .
< >
[("H

(USB artefakt 3-vymazany subor na USB disku, starSia verzia dokumentu (zoznam zariadeni z ktorych

sa dokumenty tlacia))



M. Fuzsty pripad - Autopsy 4.23.0

Case View Teools Window Help

% Add Data Source M Images/Videos

€
& Data Sources
B (@] File Views

* File Types
By Deleted Files
-y FileSystem (1)
oy Al
MB File Size
2 B Data Artifacts
4> Metadata (4)
2@, Analysis Results
8 EXIF Metadsata (4)
X Keyword Hits (36)
L User Content Suspected (4)
=4 05 Accounts
(& Tags
O score

s Reports

Communications @) Geolocation &=,

o]

-—

B o - keywordLists

w. Timeline 4| Discovery I GenerateReport g Close Case Qr Keyword Search
[Tomrs ] -
Metadsts 4 Result
Table  Thumbnail

Save Table as CSV
Source Name S C 0 Vesion DateCreated Date Modified Data Source
/> dfa docpreview.pdf 14 2026-03-2 USE imag
<> dfa docpreview.pdf 14 2026-03-25 08:3409 USE imag

/> benign list.odt

<> list of devices we print from.odt

7SELE
SELC

2026-04-19 10:09

2026-04-1910:

2026-04-19 10:

USB image.001

USE image 0

Source File Metadata

05 Account  Data Atifacts

Annotations Other Occurrences

Strings  Extracted Text

Page: 1 of 1 Page Matches on page: - of - Match | 100%| 2 D  Reset Text Source: | File Text v
Plan zartiku: .
1. pockaj kym Jozko po daco pojde
2. priplichti sa k notebeoku
3. zapoj USB
4, zapni softver
5. ked program dobehne, USB odpoj
METADAT,

Content-Type: application/und.oasis.opendocument.text

KA:P, d-Ry oroanache tikanarser DefaultParser v

@2

(USB artefakt 4-textovy obsah premenovaného dokumentu + metadata, najdena stopa po pachatel'ovi)



M. Fuzaty pripad - Autopsy 423.0

Case View Tools Window Help

= -
|+ Add Data Source MR ImagesnVideos [ Communications @) Geolocation %=, Timeiine 4| Discovery I GenerateReport g Close Case

B o - keymordliss

Q Keyword Search

& fo} Listing =
img_USB image.001/vol_vel2/DFA files/moustache software 5 Result:
& DataSources Tabl
& Jf§ USB image.001_1 Host able | Thumbnail
=5 USBimage001 Save Table as CSV
L wvoll (Unallocated: 0-31)
S vol2 (NTFS / exFAT (0x07): 32-30310399) Name 5 C O Modified Time Change Time Access Time Created Time Size Flag
$OrphanfFiles (0) » [current folder] 2026-04-16 10:24:06 SELC  2026-04-19 10:24:06 SELC  2026-04-19 14:44:00 SELE 400 Alloc]
SExtend (7) 1. [parent folder] 2026-04- SELC  2026-04-1 2026-04-19 14:44:00 SELC llog

SUnalloc (15)
DFA evidence (17)

DFA files (3)

1! moustache software ()

A hidden

nain program.txt

[ stache page screenshot.jpg

System Volume Information (4)
©| File Views
£ File Types
% Deleted Files
¥ File System (1)
¥ AN
MB File Size
B Dsta artifacts
L Metadata (4)
Q Analysis Results
i EXIF Metadata (4)
X Keyword Hits (36)
A Single Literal Keyword Search (0)
A Single Regular Expression Search (0}
A Email Addresses (36)
A ()[a-2A-20-9%+ \-]o (\[a-2A-Z0-9%~ \-]+ O A@([a-2A-
User Content Suspected (4)
=4 05 Accounts
@ Tags
O score

) Bad ltems (0)

2026-04-

2026-04-1
2026-04-19 1

2026-04-1

4

2026-04-1

:44:00 SELC
24:24 SELE
24:06 SELE

2026-04-

¥ Suspicious ltems (14) < >
“ Reports
Hex Text - File Metadata O Account [+= - A Annetations  Other Occurrences
Strings Extracted Text Tranclatio
Page: 1 of 1 Page Matches on page: - of - Match [[0% 20 Reset Text Source: | File Text ~
main program
-does what it says on the tin-adds moustache
METADAT
< >
@2
(USB artefakt 5-obsah prie¢inku na USB kl'u¢i-priec¢inok DFA files/moustache software)
M Fuzaty pripad - Autopsy 4.23.0 — [m] X
Case View Tools Window Help
=
=% Add Data Source ﬂ Images/Videos &) Communications 9 Geolocation 4=, Timeline 4| Discovery W Generate Repoit g Close Case =" o- Keyword Lists ‘ Qr Keyword Search
€ fo] Listing v
img_USB image.001/vol_vol2/DFA files/moustache software/hidden 3 Result
B Data Sources Tobh
& [I§ USBimage.001 1 Host able QINTNEI
£ 2 USB image.001 Save Table as CSV
© vol (Unallocated: 0-31)
G- vol2 (NTFS / exFAT (0x07): 33-30310359) Mame S C O Modffied Time Change Time Access Time Created Time Size Flags(Din) i
t-\fs SOrphanFiles (0) I [current folder] 2026-04- 2026-04-19 10:17; 2026-04-19 14:44:00 SELC 160 Allocated Al
A SExtend (7) 1! [parent folder] 2026-04-19 2026-04-19 14 Allocated Al
S\ SUnalloc (15) - FFpe e Lo
2026-04-1 10:19:3 2026-04-19 11
T F evtdence (17 + 126-04-19 10:18:31 SELE 126-04-19 1
£ 11 DFAfiles (8)
= J! moustache software (5)

1! hidden (3)
System Volume Information (4)
- (@] File Views
£ File Types
3% Deleted Files
i~y File System (1)
oy AN
MB File Size
- B Data Artifacts
> Metadata (4)
Q Analysis Results
8 EXIF Metadata (4)
X Keywerd Hits (36)
A Single Literal Keyword Search (0)
X Single Regular Expression Search (0)
. Email Addresses (36)
N (HDa-2AZ0-9%+ -]+ ([a-2A-Z0-9%+ -1+ ] (P N@([a-zA-
User Content Suspected (4)
=5 05 Accounts

=]

Tags
@ score
i) Bad ltems (0) < 4
¥ Suspicious tems (14)
L Reports ~ - -
Hex Text ‘pplication  File Metadata  OS Account Artifacts | Anal e =i Annotations Other Occurrences
Strings Extracted Text Trancla
Page 1 of 1 Page Matches on page: - of - Match ‘ 100% 2 B Reset Text Source: | File Text -
Simply run the exe, select the file that needs to have its images edited and click go
-if need be, alter the image fifter's offset parameters to make the moustache fit
METADAT/
< >
@:

(USB artefakt 6-obsah prie¢inku na USB kI'G¢i

-DFA files/moustache software/hidden)



7.Zoznam pouZzitych softvérovych nastrojov a ich pouzitie

Exterro FTK Imager-Vytvorenie a ¢itanie image zariadenia spojeného s pripadom

HxD-Pristup ku a prehliadanie image suboru pre RAM

Magnet RAM Capture-Ziskanie image RAM-ky

LibreOffice Write-na vypisanie dokumentacie

Instability Workbench-spomenuty na hodine ako viac user-friendly ekvivalent HxD

Softver firmy AXIOM-stiahnuty, ako nastroj na analyzu, no priamo na pripad nepouZzity
Autopsy-nastroj na analyzu dokazov a d’alSie vySetrovanie

8.Bezpecnostné opatrenia

8.1. Jednotlivé bezpefnostné opatrenia

Zo zariadeni ngjdenych na mieste ¢inu boli vyhotovené image stibory pamitovych ulozisk a RAM(v
pripade noteboku) pamate. Tieto boli nielen archivované(ulozené na hard disk, ktory bol zabaleny do
umelohmotného zatvaracieho sacku, odlozeny v zamknutej krabici), ale zaroven boli vytvorené zalohy,
pre kazd¢ jedno, odlozené inde. Tieto Image stibory boli zhotovené s pomocou write-blocker nastroja
na zachovanie autenticity ich obsahu. Pre image subory bol vypracovany chain-of-custody a samotny
fyzicky USB kI'i¢ je momentélne v tschove oddelenia DFA.

8.2. Chain-of-custody pre jednotlivé zariadenia:

Cislo: Typ Image |Obnoveny Velkost’
stboru: USB, subor: :
1 FAM 31GB
Interna vandalizicia tlacove) publikdcie, podozrenie, Ze na npadnutom
Popis pripadu: hardveéri 51 potencialne kodlivé stibory
Nazov suboru: | USB kli¢ . DEA USB“(USB_image.raw), dita z RAM (RAM. image raw)
Miesto ziskania
digitélnej stopy: | Napravdepodobnom mieste &inu, v oddeleni tlaovej firmy, z ktorého bola
znehodnotens publikicia finalizovana a posielana do tlace
Poznamky: Image z USB, ¢o bol Marek kupit’ v nedel'u(8.3.) vecer v Alze, zabezpecené
v pdvodnom obale. pri notebooku(z ktorého pochadza RAM image)

Casové pediatky
Access: Modify: Change:
17:27(9.3 2026) 13:20(12.4.2026) N/A
Digitaln | MD5 8a23fa77df5549bd89410e71d91336f3
¥ SHA1

odtlacok

(heg) 61a2b2879833a68d485c0fceddf234c622f11c37

Casova pediatka Akcia vykonana s digitalnou stopou

10:51(11.3.2026) Spraveny mmage USB klI'ica(cez FTK Imager)

13:20(12.4.2026) Spravenie image-u RAM pamate (cez Magnet Forensics RAM Capture)
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