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Fuzaty pripad
Marek Miskolci




Popis pripadu

* Vandalizacia digitalnej
publikacie — rocenky
pridanim fuzov do
Jednotlivych obrazkovych
suborov.

Den pred tlaCcou po tlaCove]
kontrole

Subory na tlaC bolina
notebooku, nasiel sa pri
nom USB klUc.

* Je mozné, ze sa na USB
nachadza este nieco




Predmet a ciel vySetrovania

Clacce
widoo U

* Zaistit vSetky potencialne zdroje
dokazov, spravit image operacnej
pamaéte, uloziskovych medii,
analyzovat ich

* Na zaklade vy3etrovania zocelit
bezpecnost tlaCiarenskej firmy [ M Ratlecan | (e Goraton

thg Jet Set Radio game for SEGA grumpy and all i got was this

* Zistit presne kto a precoto
spravilm donutit ho pokryt naklady > =
spojené s pokazenou tlacou

Hugh G. Scarecrow Candice Cheeks

-Aafybody got some spare hay?- -0oh, a piece of candy-

Printed by PickTheCMYK [C] MMXXVI




>WH

* What? _ _ o
Znehodnotenie tlacovej publikacie

* Who? _ o
Pravdepodobne niekto z personalu tlacovej firmy

* Where? o
Oddelenie tlacovej firmy

* When? 5
Den pred tlaCou.

* Why? o ] o
Je viacero moznych motivov(sabotaz, zartik,inée...)

* How? ) )
Pravdepodobne prostrednictvom softvéru na USB



Hypotézy
* A: Motivom bolo spravenie zartiku, na USB popri

programe na pridanie fuzov boli dalsie

* B: ISlo o umyselnu sabotaz, vandalizmus fotiek mal
od toho odlakat pozornost

* C: USB/Notebook skompromitovane tretou stranou

* D: Na USB bol len program na vandalizaciu,
mozny motiv z hypotéz A-C



Overenie Hypotézy A

* Pachatel zanechal stopy na zaklade ktor

nejaky
najéie?/l

* Ciastocne potvrdena

™0 HxD - [EADFA Img\RAM image miskolci.raw]
i8] File Edit Search View Analysis Tools Window Help
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443FD3977 GE 6B 73 26 6F 71 3D 70 72 69 6E 74 69 6E 67 2B 70 72 61 6E 6B 73 26 67 73 5F 6C 63 7270 3D 45
443FD3A8T 617263 68 3F 713D 70 72 69 6E 74 69 6 67 28 70 72 61 6E 6B 73 26 6F 71 3D 70 72 69 6E 74 69
443FDSASA  6E 6B 73 26 6F 71 3D 70 72 69 6E 74 69 6E 67 2B 70 72 61 6E 6B 73 26 67 73 5F 6C 63 7270 3D 45
443FD5F57 617263 68 3F 713D 70 72 69 6E 74 69 6 67 28 70 72 61 6E 6B 73 26 6F 71 3D 70 72 69 6E 74 69
443FD3F6A 6E 6B 73 26 6F 71 3D 70 72 69 6E 74 69 6E 67 2B 70 72 61 6E 6B 73 26 67 73 5F 6C 63 7270 3D 43
4482F9216 00 54 6F 6F 20 6D 61 6E 79 20 6C 69 6E 6B 73 00 50 72 61 6E 6B 73 0066 61 737420627574 20

Z | Checksum Search (826 hits)
7| Offset Excerpt (hex)
x

Offset(h): 22D37ASAB Block(h): 22D37A8AB-22D37ASAF

Decoded text

JS D T
teps:/ /. googl
=.com/searchig=p
rinting+pranksco
g=printing4]
sigs_lcrp=EgZjak
JvbWUyBggAEEUYOT
IGCAEQLhhAOGEIND
AON2owai=oAgCwAg
Assourceid
e&ie=UTF-8. -
...nteps://wn.g
cogle.com/search
2q=printing+pran
ks&ogq=printing+p
ranksigs_lerp=Eg
23aHIvbWUyBggAEE
UYOTIGCAEQLhhAOG
EINDAONZowajeohg
Cwhghssourceid=c
hrome&ie=UTF-8. .

£ /v . google . com
/search?q=practi
cal+pranks+at+a+

Length(h): 5

Special editors

A | Datainspector
144 » bl
Binary (2 bit) 01110000
Int8 goto 112
Ulnta gote: 112
Int16 goto 2929
Uint16 goto 2929
Int24 goto: 6386288
Ulnt24 goto: 6386288
Int32 goto 1851880048
Ulnt32 goto: 1851880048
Int64 goto: Invalid
Ulint64 goto: Invalid
LEB128 goto -16
ULEB128 goto: 112
AnsiChar / charg_t P
WideChar / char16_t #
UTF-8 code point p (U+0070)
Single (float32) 1,74431184145712E28
Double (floatsd) Invalid
OLETIME Invalid
FILETME Invalid
PAS date 15 2 9027
Byte order
@ Little endian () Big endian

[J Hexadecimal basis (for integral numbers)
M g

Excerpt (text)
nksgq=printing+  pranksgs_lcrp=E
arch?qz=printing+ pranksgq=printi
nksgq=printing+  pranksgs_lcrp=E
arch?qz=printing+ pranksgq=printi
nksgg=printing=  pranksgs_lcrp=E
Too many links. Pranksfast but

Overwrite

7

0 HxD - [EADFA Img\RAM image miskolci.raw]
] File Edit Search View Analysis Tools Window Help

=RdSIE S NE RN
[#] RAM image miskolciraw

Offset(h) 00 01 02 03

M \ Windows (ANSI)

Decoded text

00FBO7C80 ://reddit.com ht
0OFBO7CS0 tps://www.reddit
QOFBO7CRO .com/sve/shreddi
0OFBO7CBO t/partial/J7VVLM
00FBO7CCO /common-left-nav
Q0FBO7CDO ?data=%7E sele
00FBO7CED ctedPageType$22%
0OFBO7CFO 3a%22post_detail
0OFBO7DOO $22%7Depazams=pr
00FBO7D10 efixi3Dri2esubre
00FB07D20 ddit%3DCommercia
00FBOTD30 1Printing$2épost
00FB07D40 I0%3D11916723263
00FB07DS0 lugi3Dbest_comme
0OFBOTDED rcial printing
Q0FBO7D70 SEquery=:7B%
00FBO7DS0 2secker-session
00FBO7DS90 %22%3R%22truei22
00FBOTDAD 37Desig=vl.QFSVy
00FBO7DBO XwGx13vgfhTwNX1S
0OFBO7DCO 0¥BlrXaaQoNwMNej
00FBO7DDO GIKEKI. ... .iuiis
00FBOTDED e
0OFBOTDED
00FBO7EOG ,
QO0FBO7ELOQ .
0OFBOTE20
0OFBOTE30
Q0FBO7E40Q .
0OFBO7ESO PP &
0OFBOTESD 7 1/0/_dk_bttps://
F | Checksum Search (826 hits)
|| offset Excerpt (hex)
ADCITSD 726368 3F 713D 707261637469 63 61 6C 26 70 72 61 6E 6B 73 26 6174 28 61 2B 7072 60 6€
ADC199F 726368 3F 713D 7072 6163 74 69 63 61 6C 28 70 72 61 6E 6B 73 26 6174 28 6128 70 72 60 6€
FBOTDGF 6572 6360 616C 5F 70 72 60 6 74 69 6E 67 5F 70 72 61 6E 6B 7326 71756572 793D 253742
17625268 613335343938 66 70 72 69 6E 7469 6E 67 20 70 72 61 6E 6B 73 8102 81120755 2881 1D.08
7E252A0  3533623430333770 72 69 6E 7469 6E 6720 70 72 61 6E 6B 73 6374 74 70 73 3A 2F 2 77 7T
17E25208 61726368 3F 713D 70 72 69 6F 74 69 6E 67 2B 70 72 61 6E 6B 73 26 73 6F 75 72 63 65 69 64 3D

x

Offset(h): FBO7DEF

Block(h): FBOTDGF-FBOTD73 Length(h): 5

el ze | ch bolo zrejme, Ze chce vyparatit
zartik, no druha cast hypotézy bola zamietnuta, nakolko sa na USB
en softver na znehodnotenie tlaCovej publikacie

Special editors

A | Datainspecter

144 % pl

01110000
Int8 goto: 112
Ulntg gete 112
Int16 gote: 20296
Ulnt16 goto: 29296
Int24 goto: 6336288
Ulnt24 goto: 6336288
Int32 goto: 1851330048
Ulnt32 goto: 1851330048
Int64 goto: Invalid
Ulnt64 goto: Invalid
LEB128 geto -16
ULEB128 gete: 112
AnsiChar / charg t P
WideChar / char16_t =]
UTF-8 code point p (U+0070)
Single (float32) 1,74431184145712628
Double (float6d) Invalid
OLETIME Invalid
FILETIME Invalid
nOS data 182 9m7
Byte order
@ Little endian (O Big endian

« | [JHexadecimal basis (for integral numbers)

Excerpt (text)

rch?q=practical+ pranks+at+a+ prin
rch?q=practical+pranks+ at+a+prin
ercial_printing_pranksquery=%78
235498fprinting pranks....U+.
5364037 printing prankshttps:// ww
arch?q=printing+ prankssourceid=

Overwrite




synsay

x

Overenie Hypotézy B

-1 n

Offset(n) 00 01 02 03 04 05

017E25170
017E25180
017E25190
017E251A0
017E251B0
017E251CO
017E251D0
017E251EQ
017E251FC
017E25200
017E25210
017E25220
017E25230
017E25240
017E25250

017E25340
017E25350

Checksum

Offset
17E2532D
17E25364
17E23398
1805C1B5
1EF4AOFT
1EFAASTE

Offset(h): 17E25268

* Na zaklade stop nie je mozné podlozit’ tuto hypotézu, p

— dbkazy nas vedu do opacného smeru

* Zamietnuta

A\DFA Img\RAM image miskelci.raw]

File Edit Search View Analysis Tools Window Help

4w 06

|| Windows (ansh | hex F]

RAM image miskelci.raw

0B OC OD OE OF Decoded text
0 00 00 00
00 00 00
a0 <L
00 00
0 00 00 00
00 00 00
0 00 00 00
a0 <L
00 00
00
00
<L
35
38
34

.. ST+
556c3b-464d-
-b894-97024a3549

printing pranksh
tEps:/ [, googl
e.com/search?a=p

rinting+pranksis

77-9c15-93313dga
dodsprinting pra
nk. .
cbE76-a7
81f4-210£0a33252

Excerpt (hex)

64 39 61 64 30 64 35 70 72 69 6E 74 69 6E 67 20 70 72 61 6E 6B 8100811007 552981 180809
613333323532 63707269 6E 74 69 6E 67 20 70 72 61 6E 6B 68 74 74 70 73 34 2F 2F 77 77 77
6172 63 68 3F 71 3D 70 72 69 6E 74 69 6 67 28 70 72 61 6 6B 26 73 6F 75 72 63 65 69 64 3D 63
00 00 00 00 00 00 0000 00 00 00 69 63 61 6C 20 70 72 61 6E 6B 73 20 61 74 20 6100 00 72 69 6E
65 6E 6162 5C 65 53 74 61 74 69 63 47 72 6F 75 70 52 61 6E 6B 69 6F 67 7C 7C 21 6E 2£69 73 54
6574 53 63 6F 72 6542 61 73 65 64 47 72 6F 75 70 52 61 6E 6B 69 6 67 28 74 2C 69 2C 7229 78

Block(h): 17E25268- 17E2526F Length(h): 5

Special editors

~ | Data inspector

44 »p

Binary (8 bit)

Int3 goter
Uintg goto:
Int15 gote:
Uint16 goto:
Int24 gote:
Uint24 goto:
Int32 gote:
Uint32 goto:
Intéd goter
Uintsd goto:
LEB122 gote:
ULEB128 goto:

AnsiChar / charé_t
WideChar / char16_t
UTF-8 code point
Single (float32)
Double (float6d)
OLETIME

FILETIME

NG st

Byte order

(@ Little endian

01110000
2

12
2029
29296
6386288
6386288

: 1851880048

1851830048
Invalid
Invalid

-16

"2

P

;]

p (U+0070)
1,74431184145712628
Invalid
Invalid
Invalid

15 2 an27

(O Big endian

« | [JHexadecimal basis (for integral numbers)

Excerpt (text)
d9ad0dSprinting prank....).,
233252cprinting prankhttps://www

arch?q=printing+pranksourceid=c
conmsnical pranks at a.1in
enablestaticGroupRanking||in.isT
etScoreBasedGroupRanking(t, )l

Overwrite

0 HxD - [E\DFA Img\RAM image miskolci.raw]

% File Edit Search View Analysis Tools Window Help

nAdSIE |

offset(h)

009EFS000
QO9EFE010
009EFS020
009EFS030
QO9EFE040
009EFS050
QOYEFE060

009EFE070 [

009EFS080
QOYEFE090
00YEFS0R0
009EFS0B0
QOYEFE0CO
009EFS0D0
QOYEFS0EQ
009EFS0F0
009EF9100
Q09EF9110
009EFS120
009EF9130
Q09EF9140
009EFS150
Q0YEF9160

synsay

Offset
98FE25C
98FE318
98FEF2F
‘9EF906E
FOCDOCD

L FOCD7AD

Offset(h): 9EF906E

00 01 02 03 04 05 06 07 08 09 OR

W w

oo W o
AR Ee0Dol

Hodvod 16

|| Windows (ANSI) | hex ~

&) RAM image miskolci.raw

Decoded text

.t.°gs

P - A
razCiTAxVusrsIHa
ESOSUQGRoECACQCA
"><div class="dU
RPMd" eid="W7bba
¥e8EuTk7_UPofvig
QI" data-async-c
ontext="guer:

20filterszotools
20dovnload” id:

d"><div class="A
6KOA" data-rpos=
mgmrcdiv jscontr
oller=msC7lyaT c
lass="wHY1Td Wwd
FFb tF2Cxe asESE

idth:100%;widch:
inherit" jsactio

&

Checksum Search (830 hits)

Excerpt (hex)

6132656132 64 63 66 652532 36 71253344 6D 6F 75 73 74 61 63 68 652532 42 66 60 6C 74
6132656132 64 63 66 652532 36 71253344 6D 6F 75 73 74 61 63 68 652532 42 66 60 6C 74
395444 375441537567 26,61 6D 70 38 71 3D 6D 6F 75 73 74 61 63 68 65 28 66 69 6C 746572
2D 63 6F 6E 74 65 78 74 3D 22 71 7565 72 79 3A 6D 6F 75 73 74 61 63 68 65 25 32 30 70 68 6F 74
653D 5C 2271 5C 22 20 76 61 6C 75 65 3D 5C 22 6D 6F 75 73 74 61 63 68 65 20 66 69 6C 746572
39544437 5A41 53 75 67 26 61 6D 70 36 71 3D 6D 6F 75 73 74 61 63 68 65 28 66 69 6C 7465 72

Block(h): SEFS06E-9EFO076 Length(h): 9

raveze naopak

Special editors

A | Data inspector
144 » bl
Binary (8 bit) 0101101
Int8 goto 109
Uinta gotor 109
Int16 goto: 28325
Ulnt16 gote: 28325
Int24 go to: 7696237
Ulnt24 goto: 7696237
Int32 gote: 1937076077
Ulnt32 go to: 1937076077
Int6d goto: 7521962955420036973
Ulint64 go to: 7521962955420036973
LEB128 goto: -19
ULEB128 gote: 109
AnsiChar / char8_t m
WideChar / char16_t B
UTF-8 code point m (U+D0D)
Single (float32) 1,94453844249993E31
Double (float6d) 7,07385728057997E194
OLETIME Invalid
FILETIME Invalid
PAC Aata FERTIELEES
Byte order
@ Little endian () Big endian
| [JHexadecimal basis (for integral numbers)

Excerpt (text)
a2eaddefe3426q%3Dmoustache3:2Bfilt
a2eaddefe3426q%3Dmoustache3:2Bfilt
9TD7ZASugamp:q= moustache-filter
-context="query:moustache%20phot
=\"q\" value=\"moustache filter
9TD7ZASugamp;q= moustache-filter

Overwrite



Overenie Hypotezy C

S

offset (n)

02F709300
02F709310
02F709320
02F709330
02F709340
92F709350
02F709360
02F709370
02F709380
02F709390
02F7093R0
02F709380
02F7093C0
92F7093D0
02F7093E0
02F7093F0

02F709420
02F709430

92F709450
02F709460
02F709470
02F709480
02F709450
02F7094A0
02F709430

Analyza USB a jej vysledky potvrdili, ze islo o ni
vopred planované a zamerne, bez zasahu tretej

Zamietnuta

%0 HeD - [EADFA Img\RAM image miskolci.raw]
i) File Edit Search View Analysis Tools Window Help
[F - IE =R ]| Windows (ANS)) Cl| hex K]

&) RAM image miskolci.raw

00 01 02 05 04 05 06 97 08 08 OR 0B OC 0D OE OF Decoded Gext
QQI_81"><div jsn
ame="YEVEWL"><di
v 1d="WTbbaYesEu
7K7_UPOLvkaI_ 7
am>cdrv jscontro
ller=rxemzupr o1
ass=muQilic rela
ted-question-pai
" data-lk="csHS
2MgvVy3 IVORMSVEL
VMINLY0uSUZOSAUL

="rcuQeb:npT2md;
aVMKAD:07YQ2; T4d
17e:MbYi2e;ulUCWg
£:N1NJyb; 1pDHC)
HBVdTe ; YTEvEe: CU
EQPe" data-ved="

37

Search (830 hits)

F | Checksum
7| Offset Excerpt (hex)
2FIBECID 23000055 0100 00 22 ED 56 FC 0A 00 00 00 6C 6D 6F 75 73 74 6163 68 65 0000 55 01 0000 CE
2F7093BD  22436F 7720 64 6F 2049 20 6164 6420 6120 6D 6F 75 73 74 61 63 68 65 20 74 6F 2061 20 70
2709700 3E48 6 7720 64 6F 20 49 20 6164 64 20 6120 6D 6F 75 73 74 6163 68 65 20 74 6F 2061 20 70
306BE38 66617238 72 6C 6D 38 726D 6F 75 7374 38 72 6D 6F 75 73 74 61 63 68 63 38 72 6E 6D 69 64 38
3061A2C3 66 6F 74 6F 2D 65 64 69 74 6F 72.2F 61 6464 2D 6D 6 7573 74 6163 68 65 2D 74 6F 2D 7062 6F
s 34785430 66 GF 74 6F 2D 65 64.69 74 6F 72.2F 61 64 64 2D 6D 6F 75 73 74 61 63 68 65 2D 74 6F 20 70 68 6F
Offset(h): 2F70938D Block(h): 2F70938D-2F7093C5 Length(h): 9

- o x
_Ex
Special editors x
~ | Data inspector
144 b »|
Intd ote: 109
uintg gote: 109
Intl§ goto: 28525
uint1 oto: 28525
Int24 goto: 7696237
Uint24 oto: 7606237
Int32 goto: 1937076077
Uintz2 gote: 1937076077
Int6d goto: 7521962955420036973
Ulntéd goto: 7521962055420036973
LEB128 gote: -19
uLEB12 goto: 109
AnsiChar / chard t m
WideChar / charl6 t -3
UTF-3 code point  (U+006D)
Single (float32) 1,04253644249003E31
Double (floatéd) 7,0738572805799TE 194
OLETIME Invalid
FILETIME Invalid
DA due EERTIEIETY v
Byte order
@ Little endian OBig endian
+ | [JHexadecimal basis (for integral numbers)
Excerpt (tect)
#.U..." V... Imoustache..U... ~
"How do | add a moustache to a p
>How do| add 2 moustache to 2 p
hardmrmoustrmoustachesmmic;
hota-editor/add-moustache-ta-pho
hoto-editor/add-moustache-to-pho v

Overwiite

M Fuzaty pripad - Autopsy 4.22.0

& Dota Sources
@ File Views
G & FileTypes
Sy Deleted Files
oy File System (1)
X AN
- MB File Size
B Dete Artfacts
&> Metadata (4)
Q Analysis Results
i EXIF Metadata (4)
X Keyword Hits (36)
[ User Content Suspected (4)
54 05 Accounts

Reports

eCo

strany

Table  Thumbnail

Source Name S C O Vemsion DateCreated Date Modified Data Source
<> dfa docpreview.pdf 4 2 s s

/> dfa docpreview.pdf 4
/> benign listodt

/> list of devices we pint from.odt

- a X
Case View Tools Window Help
Add Data Source. R Images/Videos (&) Communications @) Geolocation =, Trmeline | Discovery i, Generste Report | g Close Case B © - kemolits | Q Kepwordearch
€ & | Listing ~
Metocato 4 Resit

Save Table as CSV

Hex [Text! Source File Metadata 05 Account Data Artifacts Annotations_Other Occurrences

Strings Extracted Text

e e DR e - & - 0% 0P  Reet TertSource | File Toxt S
Plan zartiku 2
1. pockaj kym Jozko po daco pojde:
2 prplichti sa k notebooku
3. zapoj USB
4. zapni softver
5. ked program dobehne, USB odpoj
Content-Type: application/vnd.oasis.opendocument text
TParsed-B etk o

("




Overenie Hypotézy D

* Na (image) USB sa (ani vo vymazanych suboroch) nenaslo nic okrem
softveru na znehodnotenie tlaCcove| publikacie a s tym spojenymi subormi

* Motiv je viac nez pravdepodobne identicky s hypotézou A

* Potvrdena

M Fuzaty pripad - Autopsy 4.23.0 - =} X
Case View Tools Window Help
Add Data Source. R Images/Videos {5 Communications Q) Geolocation 5=, Timeline 4, Discovery |l Generate Report | @ Close Case B o - kepordtins Q Keyword Search
< & [ sting ~
Jim 3 Result
5 @ DataSources e 3 1)
5 I USBimage001.1 Host able Thumbnail
& B UsBimage0o1 Save Table as CSV
voll (Unallocated: 0-31)
S vol2 (NTFS / exPAT (0x07): 32-30310399) Name S C 0 ModifiedTime Change Time Access Time Created Time Size Flags(0i) iy
W SOrphaniles (0 1 teurrentfolder] 2 ¢ 20060419 10175 02 A00SELC  2026-03-25 095621 SEC e
1 sExend @) {parent older] sl 06 € E £
forpsti | o [202604-1910:10:31 SELC [2026-04-19 101331 SELC [2026-04-19 10:19:31 SELC [2026-04-19 10:1748 SELC_|169 | Alocated |l
(1 DFAfiles @)
1 moustache software ()
hidden (3)

System Volume Iformation (4)
& ! FileViews
5 & File Types
©-x Deleted Files
X File System (1
X Al
) MB File Size:
B oata Artifacts
<> Metadata (4
Q Analyss Results
w4 EXF Metadata (4
5 X Keyword Hits (36)
& X ingle Literal Keyword Search (0
& X Single Regular Expression Search (0)
S X Email Addresses (36)
B ((a2AZ0-9%e T (L [a2A 20950\ 1 (NG (a2
[ User Content Suspected (4)

24 05 Accounts
@ @ Tags
5@ score
© Badiem: ) < >
V' Suspicious tems (14)
Reports Hex Text File Metadata 05 Account Annotations Other Occurrences
Strings Extracted Text
Page: 1 of 1 Page e - 0% OO Reset Text Source: | Fle Text o
o exe, dited and clck go
if need be,alter 2
< >

2 Fuzaty pripad - Autopsy 4230

Case View Tools Window Help

Add Data Source MR Images/Videos g Communications Q) Geolocation 5, Timeline 4, Discovery |l Generate Report | @ Close Case

€

B Data Sources
© FileViews
@£ FileTypes
Sy Deleted Files
X FileSystem (1)
X Al
& MB File Size
B 0ato Avtifacts
> Metadata (&)
& Analysis Results
EXIF Metadata (4
X Keyword Hits (36)
User Content Suspected (&)
£ 05 Accounts
(51 Togs
O score

Reports

™ o - kewordlists Keyvrom Searen)

Q) [T -
an T Resuls
Table | Thumbnai

Seve Tableas CSV

Name S C O ModifiedTime Change Time Access Time Created Time

 ofdevices we pint fomiodt-REZITIGASTP | | | |2026-04-19 102213 SELE |2025-04-19 102 3SELC 20260419 02213 L. |2026-04-19 102213 S

File Metadate 05 Account Annotations _Other Occurrences

Metadata .
[ Jimg_USB 1/vol. e
Type FileSystem
MIME Type: applcation/octet-stream
Size:

File Name Allocation: Unallocated
Metadata Allocation: Unallocated

Modified: 2026-04-19 10:22:13 SELC
Accessed: 2026-04-19 10:22:13 SELC
2026-04-19 10:22:13 SELC
2026-04-19 10:22:13 SELC

Q2




Zariadenia

Notebook: DELL Latitude E7270

-Ulozisko: 252 GB

-OS: Windows 10 Pro

-Procesor: Intel Core i5(2-core, 2.40GHz)

-RAM: 8GB

-GPU: Integrovany Intel HD Graphics 520(300MHz, 345.6 GFLOPS)




Zariadenia

USB: Verbatim Slider
-tzv. DFA _usb

-USB 2.0

-16 GB




Zoznam pouzitych softverovych nastrojov a ich

pouzitie

* Exterro FTK Imager-Vytvorenie a Citanie image
zariadenia spojeného s pripadom

* HxD-Pristup ku a prehliadanie image suboru pre
RAM

* Magnet RAM Capture-Ziskanie image RAM-ky

* Autopsy-nastroj na analyzu dokazov a dalsie
vysetrovanie



Zabezpecenie dokazov a retazec uschovy

* Image subory ziskane z
operacne] pamate a USB
S pouzitim writeblockera

* Zalohy

* Fyzické zabezpecenie
USB a pamatového
media, ktoré uskladnuje
jednotlivé image subory

* Zalozeny chain-of-custody

Cislo: Typ Image | Obnoveny Velkost
suboru: USB, subor: :
1 RAM 31GB
Tniemd yandalizicia tlatove) publikécie, podoztenie, Ze na npaduutom
Popis pripadu: hardvéri su potencialne skodlivé subory
Nazov siboru: | USB kI'a& , DFA_USB“(USB i ), dita z RAM i )
Miesto ziskania
digitalnej stopy: Na pravdepodobnom mieste éinu, v oddeleni tlacovej firmy, z ktorého bola
znehodnotena publikacia finalizovans a posieland do tlace
Poznamky: Image z USB, ¢o bol Marek kiipit’ v nedeln(8.3.) vecer v Alze, zabezpetené
v pdvodnom obale, pri notebooku(z ktorého pochadza RAM image)
Casové pediatky
Access: Modify: Change:
17:27(9.3.2026) 13:20(12.4.2026) NA
Digitaln | MD5 8a23fa77df5549bd894f0e71d91336f3
¥ SHA1

odtladok
(hes) 61a2b2879833a68d485c0fccddf?234¢c622{1fc37
Casova petiatka Akcia vykonana s digitalnou stopou
10:51(11.3.2026) Spraveny image USB kli¢a(cez FTK Imager)

13:20(12.4.2026)

Spravente image-u RAM pamite (cez Magnet Forensics RAM Capture) |




IRy

Dakujem za pozornost’
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