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1 Nazov pripadu a zhrnutie

1.1 Strucéne zadefinovany pripad

Dna 11. novembra 2025 odoslal zamestnanec Peter Blaho z firemného e-mailového uétu faktury na
ustovné oddelenie spolo&nosti. Utovné oddelenie zistilo, Ze faktury obsahuju pozmenené bankové
udaje — IBAN prijemcu bol zmeneny na ucet spolo¢nosti Blaho Consulting s.r.o., ktorej konatelom
je Peter Blaho. Peter Blaho tvrdi, ze mu boli subory podvrhnuté bez jeho vedomia. Spolo&nost
podala trestné oznamenie a pripad bol postupeny na forenzné vysSetrovanie.

1.2 Odborny prispevok

Carrier, B. (2005). File System Forensic Analysis. Addison-Wesley.

Publikacia systematicky opisuje Struktiru suborovych systémov NTFS a metddy forenznej analyzy
— vratane citania SMFT zaznamov, rekonstrukcie zmazanych suborov a interpretacie ¢asovych
peciatok (MACE). Priamo vyuzitelné pri overovani hypotézy H5 (zmazanie originalov) a pri analyze
CreationDate paradoxu ako klu¢ového dékazu podvrhnutia.

Link: https://repo.zenk-security.com/Forensic/File%20System%20Forensic%20Analysis.pdf
1.3 5W + H analyza

Otazka Odpoved

Peter Blaho — zamestnanec, z ktorého Uc¢tu boli odoslané faktury. Tvrdi, Zze mu
Who (Kto) boli subory podvrhnuté. Totoznost skutocného péchatevl’a je predmetom
vySetrovania. Ako podozrivy bol identifikovany kolega Martin Simko.

Odoslanie faktur s pozmenenym IBAN-om na U€et Blaho Consulting s.r.o. (firma
What (Co) v Petrovom vlastnictve) — navonok vyzera ako umyselné tunelovanie firemnych
prostriedkov.

11.11.2025 o 14:31 — Cas odoslania e-mailu. Manipulacia so subormi prebehla v
When (Kedy) ten isty deff v dvoch oknach nepritomnosti Petra (11:30-11:50 a 14:05-14:16).

Firemné priestory — kancelaria Petra Blaha, jeho pracovny notebook (Dell
Where (Kde) Latitude 5540), pracovny PC Martina Simka (Lenovo ThinkCentre M70s) a
firemny Exchange server.

Bud finanény podvod (tunelovanie) zo strany Petra, alebo imyselné poSkodenie
Why (Pre¢o) Petra osobou s fyzickym pristupom do kancelarie (motiv: zavist po Petrovom
povySeni dfia 10.11.2025).

Faktdry mohli byt pozmenené priamo Petrom, alebo mohol niekto s fyzickym
How (Ako) pristupom k jeho notebooku vymenit subory cez USB nosi¢ po€as dvoch okien
Petrovej nepritomnosti.

1.5 Ciele vySetrovania
» Identifikovat autora sfalSovanych faktur z metadat dokumentov.
* Overit, ako sa informacia o IBAN-e Blaho Consulting s.r.o. dostala k pachatelovi.
* Preskumat zaznamy o USB pripojeniach na oboch PC a korelovat ich s ¢asovymi oknami
Petrovej nepritomnosti.
» Rekonstruovat presnu ¢asovu os udalosti z Event Logov, $MFT a setupapi.dev.log.
* Analyzovat RAM obrazy — potvrdit’ aktivitu procesov, clipboard artefakty a sietové spojenia.
* Obnovit zmazané originalne faktury z nealokovaného priestoru SSD Petrovho notebooku.

* Analyzovat zaznamy Exchange servera — overit' IP adresu a autentifikaciu odosielatela.



2 Hypotézy

H1: Peter Blaho faktury pozmenil sam a vedome ich odoslal

Peter mal ako zamestnanec priamy pristup k fakturam aj k e-mailovému klientovi. Vlastnictvo firmy
Blaho Consulting s.r.o. mu poskytovalo jasny finanény motiv.

Aspekt Detail

L Metadata faktar (autor, nastroj), histéria aktivity v e-mailovom klientovi, Event ID
Digitalne stopy 4624 (aktivna relécia Petra v éase odoslania), zaznamy Outlook OST/PST.
Zariadenia Dell Latitude 5540 (Petrov notebook), Exchange server.

ExifTool — extrakcia metadat PDF. Autopsy — analyza OST suboru, Event Log

Nastroj a postup (ID 4624, 4800). Volatility 3 — windows.pslist, windows.netscan.

Vysledok Zamietnuta

H2: Faktury pozmenil neznamy pachatel s fyzickym pristupom do kancelarie

Peter Blaho nie je jediny, kto mal pristup do svojej kancelarie. Ak notebook zostal odomknuty,
mohol faktury pozmenit’ ktokolvek pritomny v okoli v ¢ase Petrovej nepritomnosti.

Aspekt Detail

$MFT — ¢asy manipulacie so stibormi poéas Petrovej nepritomnosti. Event ID
Digitalne stopy 4800 (absentuje — notebook nebol uzamknuty). setupapi.dev.log — pripojenie
USB zariadenia. Vypovede svedkov.

Zariadenia Dell Latitude 5540 (Petrov notebook).

Autopsy — analyza $MFT (Casy Created/Modified/Accessed), Event Log (ID

Nastroj a postup 4800, 4801, 6416). Porovnanie ¢asov s vypovedou Petra Blaha.

Vysledok Ciastoéne potvrdena

H3: Faktury pozmenil Martin Simko — identifikovany podozrivy

Martin Simko je kolega Petra Blaha s preukazanym pristupom do jeho kancelarie. Bol
identifikovany ako podozrivy. VySetrovanie preveri stopy na jeho zariadeni aj na Petrovom
notebooku.

Aspekt Detail

Martinov PC: histéria prehliadaca (orsr.sk, vyhladavanie IBAN-u), Prefetch
(soffice.exe), SMFT (pracovné verzie faktir), USBSTOR registry (VID/PID

Digitaine stopy zhodné s USB na Petrovom PC). RAM: LibreOffice proces, clipboard s
IBANom.
) ) Lenovo ThinkCentre M70s (Martinov PC), Dell Latitude 5540 (Petrov
Zariadenia

notebook).

Autopsy — historia prehliadaca (SQLite), Prefetch, $MFT. Volatility 3 —
Nastroj a postup windows.pslist, windows.clipboard, windows.filescan na RAM obraze
Martinovho PC. Porovnanie VID/PID zariadenia na oboch PC.

Vysledok Ciastoéne potvrdena




H4: Na podvrhnutie bol pouzity externy USB nosi¢

Ak faktury pozmenil niekto iny ako Peter, potreboval spésob, ako dostat subory na Petrov
notebook. NajpravdepodobnejSou moznostou je USB nosi¢ — systémové zaznamy mbzu
obsahovat jeho identifikator a asy pripojenia.

Aspekt Detail
setupapi.dev.log — VID/PID, sériové €islo zariadenia, ¢as pripojenia a

Digitalne stopy odpojenia. HKLM\SYSTEM\CurrentControlSet\Enum\USBSTOR. Event ID
6416 (nové zariadenie). Zhoda identifikatorov na oboch PC.

. . Dell Latitude 5540, Lenovo ThinkCentre M70s, USB kfu¢ SanDisk Cruzer
Zariadenia Blade 32 GB (VID_0781/PID_5571) — fyzicky nezaisteny.

Autopsy — USB Artifact modul (analyza setupapi.log, USBSTOR registry).
Nastroj a postup Porovnanie VID/PID a sériového ¢isla zariadenia na oboch PC. Korelacia
Casov pripojenia s Event Logmi.

Vysledok Potvrdena

H5: Originalne faktury existovali a boli umyselne zmazané

Ak boli faktury podvrhnuté, pévodné subory museli byt odstranené a nahradené upravenymi
verziami so zhodnym nazvom. Zmazané subory mézu byt obnovitelné a priamo preukazat
podvrhnutie.

Aspekt Detail

$MFT — zaznamy oznacené ako nealokované (flag = 0x00). Nealokovany
priestor SSD — obnovitelné fragmenty. CreationDate paradox: sfalSované

Digitalne stopy subory maju datum 11.11. ~13:xx, originaly z oktébra. Volume Shadow Copy
(VSS).
Zariadenia Dell Latitude 5540 — Samsung SSD 512 GB NVMe (PM9A1).

Autopsy — File Recovery modul (nealokovany priestor, $MFT). ExifTool —
Nastroj a postup porovnanie CreationDate originalov a sfalSovanych verzii. HxXD — manuélna
verifikacia hlavi€iek obnovenych PDF suborov.

Vysledok Potvrdena

3 Digitalne zariadenia

3.1 Petrov pracovny notebook — primarne zariadenie

Model Dell Latitude 5540

Operaény systém Windows 11 Pro (22H2, build 22621)

Procesor Intel Core i5-1345U, 10 jadier (2P+8E), 1.6 GHz (Turbo 4.7 GHz)
RAM 16 GB DDR4 3200 MHz (primarna pamat — predmet analyzy)
Ulozisko (sekundarna Samsung SSD 512 GB NVMe M.2 (PM9A1)

pamat)

Kapacita uloziska 512 GB (477 GiB)




Sekvenéné Citanie / zapis

Pristupova doba

Rozhranie

Sériové cislo zariadenia

Pouzivatel

Stav pri zaisteni

3 500 MB/s / 3 200 MB/s

0.1 ms (Citanie), 0.08 ms (zapis)
PCle 4.0 x4, NVMe 1.4
DL5540-2025-00147

Peter Blaho (peter.blaho@firma.sk)

Zapnuty, prihlaseny, obrazovka aktivna — RAM dump vykonany pred
vypnutim

3.2 Martinov pracovny PC — zariadenie podozrivého

Model

Operaény systém

Procesor

RAM

Ulozisko (sekundarna
pamat)

Kapacita uloziska

Sekvencné citanie / zapis

Pristupova doba

Rozhranie

Sériové cislo zariadenia

Pouzivatel

Stav pri zaisteni

Lenovo ThinkCentre M70s Gen 3

Windows 11 Pro (22H2, build 22621)

Intel Core i5-12400, 6 jadier, 2.5 GHz (Turbo 4.4 GHz)

8 GB DDR4 3200 MHz (primarna pamat — predmet analyzy)

Seagate BarraCuda 1 TB SATA Il 7200 RPM (ST1000DMO010)

1 TB (931 GiB)

210 MB/s / 180 MB/s

8.5 ms (rota¢né platne)

SATA Il (6 Gb/s)
TC-M70S-2024-00389

Martin Simko (martin.simko@firma.sk)

Zapnuty, prihlaseny, pracovna relacia aktivna — RAM dump vykonany
pred vypnutim




intel

3.3 USB kl'ti¢ — nezaistené zariadenie

USB klu¢ sa fyzicky nenasiel. V systémovych zaznamoch oboch PC sa zachovali zaznamy o jeho
pripojeni umoziujuce identifikaciu zariadenia.

Vyrobca / model SanDisk Cruzer Blade 32 GB
VID / PID VID_0781 / PID_5571
Sériové cislo zariadenia 4C530012341223101524

1. pripojenie — Petrov PC 11.11.2025 11:32:15 (kopirovanie originalov)

1. odpojenie — Petrov PC 11.11.2025 11:36:40

Pripojenie — Martinov PC 11.11.2025 ~13:16 (prenos sfalSovanych verzii)

2. pripojenie — Petrov PC 11.11.2025 14:07:43 (podvrhnutie)

2. odpojenie — Petrov PC 11.11.2025 14:09:20

Fyzicky zaistené Nie — zariadenie sa nenaslo




4 Data — typy suborov a dataset

Dataset 1 — MS57-Jean (Digital Corpora)

Simulovany scenar exfiltracie firemnych dokumentov z notebooku manazérky. Dataset obsahuje obraz
disku Windows XP s artefaktmi relevantnych pre analyzu USB aktivit, obnovu zmazanych stiborov a e-
mailov forenziku.

Typ Pocet
Popis Vel’kost’
suboru suborov
EnCase disk image — NTFS stborovy systém, SMFT, nealokovany ~3 GB
.E01 priestor, USB artefakty (USBSTOR, setupapi.log), histéria 2
prehliadaca, e-mailové¢ artefakty, dokumenty (.xlIs ako kl'icovy dokaz)

Celkova velkost’ datasetu: ~3 GB Odkaz:

https://digitalcorpora.org/corpora/scenarios/m57-jean/

Dataset 2 — Ali Hadi: Challenge #2 — User Policy Violation

Forenzny obraz disku moderného Windows systému pokryvajuci komplexnt sadu artefaktov.
Scenar zahtiia neopravneny pristup k siborom, USB aktivitu a analyzu e-mailov.

Typ Pocet
Popis Velkost’
suboru suborov
Raw disk image — Prefetch, ShimCache, LNK subory, Jump Lists,
.001 Recycle Bin, USB forensics, Event Logs, Outlook + webmail 1 ~6,2 GB artefakty,

Chrome histéria, SMFT, USRCLASS.DAT

Celkova velkost’ datasetu: ~6,2 GB Odkaz:

https: archive.org/details/4orensics.case?.7z

Dataset 3 — Simulované disk images pre tento projekt (Al-asistované)

Pre potreby tohto semestralneho projektu boli vytvorené dva simulované forenzné obrazy diskov reprezentujice
zariadenia figurujucich osodb. Disk images boli generované s podporou nastroja umelej inteligencie (Claude,
Anthropic) s cielom simulovat realistické forenzné artefakty zodpovedajtice scenaru pripadu. Vetky osoby,
zariadenia, stibory a udalosti su fiktivne a slUzia vyluc¢ne na akademické ucely.

Typ

i Nazov Popis Velkost
stiboru

.img Peter_Blaho_ssd.img  NTFS obraz simulovaného SSD Petrovho notebooku — sfalSované faktury 300
(Author: Martin Simko), origindlne faktury v nealokovanom priestore,


https://archive.org/details/4orensics.case2.7z

Typ

i Nazov Popis Velkost
suboru

Prefetch bez SOFFICE.EXE, USB zaznamy (setupapi.dev.log, USBSTOR
registry), Windows Event Logy (EventID 4624, 6416, absencia 4800)

NTFS obraz simulovaného HDD Martinovho PC — pracovné verzie faktur,
. L . Chrome histéria s vyhladavanim IBAN-u (orsr.sk, ibanrechner.de,
.im Martin_Simko_hdd.im 400
& - - g pdf24.org), zmazana histdria v Kosi, Prefetch so SOFFICE.EXE, LibreOffice

RecentDocuments s cestami na USB (F:), zaznamy USB pripojenia

File analysis Martinovho PC

Usage:
0s:
Size: 157 MB
File Types
Mot
An?;f;‘;: 3 | < Images: 10
- (18.9%)
Other: 3
(5.7%)
Unknown: 20 J Documents:
(37.7%) 12 (22.6%)
Executables:
5(94%)
Allocated Files: 44
Unallocated Files: 9
Slack Files: 15
Directories: 62




File analysis Martinovho PC

Usage:

05:

Size: 210 MB
Mot

(3.3%)

(21.7%)

Analyzed: 3 e

Unknown; 20 | ——

File Types

5 Image RAM — analyza a artefakty

Images: 2
(2.2%)

Docum ents:
12 (13.0%)

Executables:
55 (59.8%)

5.1 Zachytenie RAM

RAM dump bol zachyteny z Petrovho notebooku ihned po zaisteni zariadenia bez jeho vypnutia.
RAM dump Martinovho PC bol zachyteny nastrojom Ram Capturer — zariadenie zostalo zapnuté a
prihlasené, ¢o umozniuje zachytit’ artefakty z celého dna vratane dopoludfiajSej prace s fakturami.

Parameter

Nastroj

Cas zachytenia

Petrov notebook

FTK Imager 4.7.1 — Live RAM
Capture

11.11.2025 o0 15:30:10

Martinov PC

RAM Analyzer 1.0

11.11.2025 o0 15:40:22

Velkost obrazu
Format

Integrita

~1.3 GB (VM, 2 GB RAM)
.mem (raw fyzickd pamat)

MD5 + SHA-1 hash overeny

~0.9 GB (VM, 8 GB RAM)
.raw (raw fyzickd pamat)

MD5 + SHA-1 hash overeny

5.2 Artefakty najdené v pamati RAM na Martinovom PC

Po analyze Martinovej ram pamate bolo najdenych viacero instancii vyhfadavania Petrovho mena

a Petrovej firmy




6F 78 2D 62 2D 65 25 32 36 71 25 33 44 [E2 6C 6] ox-b-e326q33DE

B8 6F 25 32 42 €3 6F 6E 73 75 6C 74 69 6E 67 5C 2Bconsulting\

75 30 30 32 36 65 63 3D 66 75 74 75 72 €1 S5F 73 u0OO26ec=futura_s
Taktiez bolo najdeny software ktory bol pouzity na u faktur libre Office

62 7D F€ D7 2C 49 00 90 63 3A 5C 70 72 r'Fp 6'7 72 b}éx,I..c:\progr
61 6D 20 66 69 6C 65 73 SC 6C 69 62 es 66 am files\libreof
66 69 63 €5 SC 70 72 6F 67 72 61 6D 5C [[3 6 &g 6’:‘ 66 fice\program\[EJHs
[ €9 €3 65 2E €5 78 €9 00 00 00 0O 00 00 oo ...

5
Martin mal Petrov Iban a zaznam o kopirovanl jeho |banu v ram image

66 ES E5 E5 E5 E5 E5 E5 [53 4B 35 35 20 31 31 30 faaaaaaa

30 20 30 30 30 30 20 30 30 32 39 20 32 37 31 31

20 37 30 30 32 E5 E5 E5 20 73 6B 6F 70 ED 72 &F

76 €1 6E FD 20 €4 6F 20 73 €3 68 72 E1 6E 6B 79 vany do schranky
E5 E5 E5 E5 E5 E5 E5 E5 46 €1 6B 74 75 72 61 20 4&aadddadaFaktura

30 31 20 €6F 72 69 67 €9 6E €1 6C E5 E5 E5 E5 E5 01 originalaaaaa
E5 E5 E5 E5 E5 E5 E5 ES5 01 00 00 00 12 00 00 00 &8333aad........

Taktiez bol na iban.sk kde si pravdepodobne kontroloval iban petrovej fir )
0051522F0 74 70 73 25 32 43 [ENFEEIEGEEONEENS: 25 32 39 tps3$2Chiban.si:29
005152300 2C 3 68 74 74 70 73 3& 2F 2F 77 77 77 2E 69 62 ,:https://www.ib
005152310 61 6E 2E 73 6B 2F 73 74 79 6C 65 73 68 €5 65 74 an.sk/stylesheet
005152320 73 2F €66 €6F 6E 74 2D €1 77 €5 73 €F 6D €5 2E €63 s/font-awesome.c

Martin vyhladaval Petrovu firmu v registri
000875240 77 77 77 2E 2E 73 6B 2F 73 €5 61 72 www.prsi.sk/sear
000875250 63 &8 S5F 73 75 62 6A 65 6B 74 2E €1 73 70 00 00 ch subjekt.asp..

Petrov PC
Na petrovom pc sa nena$li zaznamy o Ibane jeho osobnej firmy a ani software v ktorom boli
sfalSované faktury naposeldy editované

Information X  Information X

o Gt . 0 Can‘t find “SK55 1100 0000 0029 2711 7002".

6 Image zariadeni — kl'u€¢ové dokazy

6.1 Forenzné obrazy

Forenzné obrazy zariadeni boli vytvorené nastrojom FTK Imager vo formate EO1 s verifikaciou
integrity (MD5 + SHA-1). Analyza prebieha vyhradne na képiach — originalne zariadenia su fyzicky
ulozené a zapecatené.

6.2 Kruéové dbékazy
Dokaz 1 — Metadata sfalSovanych faktur (overuje H1, H3)
Originalna faktura ktoru sa podarilo obnovit' s kosa



TechServis SK s.r.o. F%KTQ
Rybni¢na 40, 831 06 Bratislava islo: 2025/10/00
ICO: 47 823 156 | DIC: SK2024012345 Datum vystavenia: 02.10.2025

Datum splatnosti: 01.11.2025

Odberatel:

Konstrukta Industries a.s.
DIha 95, 831 02 Bratislava

1I€O: 35 741 028 | DIC: SK2020375461

Polozky faktdry:

Popis :‘"0" : Jedn. cena Spolu
Servis serverovej infrastruktury - oktéber 2025 1 2,400.00 € 2,400.00 €
Zaruéna podpora HW zariadeni 1 380.00 € 380.00 €
z3klad DPH (20%): 2,780.00 €
DPH 20%: 556.00 €
CELKOM K
OHRADE: 330-00¢€
Platobné ddaje:
IBAN: SK89 0200 0000 0045 6789 1234

BIC/SWIFT: SUBASKBX
Variabilny symbol: 202510001

Faktira je vystavena v sllade so zakonom €. 222/2004 Zz. o dani z pridane] hodnoty.
Meta data faktury.



checksum

file_name

file_size

file_type

file_type_extension

mime_type

pdf_version

linearized

page_count

producer

author

creator

title

create_date

modify_date

category

Faktura ktora bola poslana

f1315eef9f46f0636a20f32fa0a34c19

faktura_01_o.pdf

46 kB

PDF

pdf

application/pdf

14

No

Microsoft Word 16.0

Peter Blaho

Microsoft Word 16.0

Faktara 2025/10/001

2025:10:05 09:00:00+02:00

2025:10:28 14:30:00+01:00

application



TechServis SK s.r.o.
Rybniéna 40, 831 06 Bratislava

ICO: 47 823 156 | DIC: SK2024012345

FAKTURA

Datum vystavenia: 02,10.2025
Datum splatnosti: 01.11.2025

Odberatel

Konstrukta Industries a.s.
DIha 95, 831 02 Bratislava

ICO: 35 741 028 | DIC: SK2020375461

Polazky faktary

- Mnozstv
Popis 7
Servis serverove]j infrastruktiry - oktéber 2025 1
Zarucna podpora HW zariadeni 1
Platobné odaje
IBAN: SK55 1100 0000 0029 2711 7002

BIC/SWIFT: TATRSKBX
Variabilny symbol: 202510001

Jedn. cena Spolu

2,400.00 € 2,400.00 €

380.00 € 380.00 €

Zaklad DPH (20%): 2,780.00 €

DPH 20%: 556.00 €
CELKOM K

UHRADE: 3,336.00 €

Faktira je vystavena v silade so zakonom €. 222/2004 Zz. o dani z pridanej hodnoty.



Meta data poslanej faktury

checksum

file_name

file_size

file_type

file_type_extension

f42fecseecd03a6d9cdfaf466f34aa9a

faktura_01s.pdf

46 kB

PDF

pdf

mime_type application/pdf
pdf_version 1.4

linearized No

page_count 1

producer LibreOffice 7.5

author Martin Simko

creator LibreOffice 7.5

title Faktara 2025/10/001
create_date 2025:11.11 12:14:32+01:00
modify_date 2025:11:11 14:09:15+01:00
category application

Meta data poslanej faktury jasne ukazuju rozdiely od originalnych.
Jednoznacne ukazuju Ze subor bol modifikovany v inom programe ako original program ktory sa
ani nenasiel na Petrovom PC



Dékaz 2 — Historia prehliadac¢a na Martinovom PC (overuje H3)
Z image disku bola najdena histéria prehliadania

M 03 - Autopsy 4.22.1
Case View Tools Window Help

- (=] X

== Add Data Source ‘ g
€]

- & Data Sources
&l martin_pc_evidence.img_1 Host
=& martin_pc_evidenceimg
V. SOrphanFiles (8)
L sextend (5)
[J\ SRecycle.Bin (3)
W Sunalloc (1)
[J) RECYCLEBIN (3)
0 Users 3)
& ). martinsimko (6)
&) AppData (4)
& Local @
i 50 Google 3)
= [J) Chrome (3)
&)l User Data 3)
H [} Default ()
1 Roaming 3)
)\ Desktop (2)
)\ Documents (5)
-'J\ Downloads (2)
1 Windows (4)
@ File Views
& File Types
% Deleted Files
MB File Size
B Data Artifacts
Q Analysis Results
=4 0S Accounts
Tags
© score

% Reports

05 |gay Com

o

)

—

=, Timeline AJ Discovery [ili| Generate Report | @g Close Case ¥

ng

@ ~ Keyword Lists

Gy Keyword Search

-

Table Thumbnail Summary

/img_martin_pc_evidence.img/Users/martin.simko/AppData/Local/Google/Chrome/User Data/Default

7 Result:

Save Table as CSV

Name S € O Modified Time Change Time Access Time Created Time Size Flags@in Al
L Teurrent folder] 2026-04-30 2222:13 CEST  2026-04-30 22:22:13 CEST  2026-04-30 2205:26 CEST  2026-04-30 2203:04 CEST 56 Allocated Al
1. [parent folder] 2026-04-30 22:03:04 CEST  2026-04-30 22:03:04 CEST  2026-04-30 2205:26 CEST  2026-04-30 2203:04 CEST 144 Allocated Al

Favicons 2026-04-30 22:03:32 CEST  2026-04-30 2203:32 CEST  2026-04-30 220332 CEST  2026-04-30 2203:32 CEST 20480 Allocated Al
_ History 2026-04-30 2203:32 CEST  2026-04-30 2203:32 CEST  2026-04-30 22:03:32 CEST  2026-04-30 2203:32 CEST 24576 Allocated Al

RECOVERED_History 2026-04-30 2222:13 CEST  2026-04-30 2222:13 CEST  2026-04-30 2222113 CEST  2026-04-30 2222:13 CEST 24576 Allocated Al
% RECOVERED_History-journal 2026-04-30 22:22:13 CEST  2026-04-30 2222:13 CEST  2026-04-30 22:22:13 CEST  2026-04-30 222213 CEST 12824 Unallocated  Un)

Top Sites 2026-04-30 2203:32 CEST  2026-04-30 2203:32 CEST  2026-04-30 22:0332 CEST  2026-04-30 2203:32 CEST 20480 Allocated Al

Hex Text Application File Metadata OS Account Data Artifacts Analysis Results Context  Annotations Other Occurrences
Table urls « 9entries Page 1 of 1 (Y Export to CSV

i url title visit_count  typed_co... lastvisit_time KX

hitps://www.aktuality.sk/ Aktuélne spravy zo Slovenska a zo sveta | Aktuality.sk 1 0 1340723490000

2 https://facebookcom/ Facebook 1 0 1340723652000

3 https://katalog-firiem firemnyportal.sk/ Katal6g firiem - Firemny portal, bezplatny adresar slovenskych firiem 1 0 1340723496000

4 https://katalog-firiem.firemnyportal sk/search?g=TechServis+SK+sr0  Firmy - TechServis SK s.r.o. - Firemny porta 1 0 1340724026000

H https://nejakastranka.hys.cz/rozven-hodin Rozvrh hodin 1 0 1340724318000

6 hitps://duckduckgo.com/?q=lacne+rozky&ia=web acne rozky at DuckDuckGo 1 0 1340724414000

7 https://duckduckgo.com/?q=lacne+rozky acne rozky at DuckDuckGo 1 0 1340724414100

8 https://duckduckgo.com/?q=gmail&ia=web gmail at DuckDuckGo 1 0 1340725152000

9 https://duckduckgo.com/?q=gma gmail at DuckDuckGo 1 0 1340725152100

w2




Z kosa bola obnovena histéria prehliadania ¢o indikuje Ze Martin mazal histériu z prehliadaca.

M 03 - Autopsy 4.22.1
Case View Tools Window Help

== Add Data Source i Images/Videos ) Communications 9 Geolocation 3=, Timeline .| Discovery [is| Generate Report | gg Close Case ¥

@ ~ Keyword Lists

Q Keyword Search

Dékaz 3 — CreationDate (overuje H2, H5)

Z Master File Table Petrovho notebooku rekon$truujeme ¢asovu os operacii so subormi faktur.

€ g |[ tisting -
[/img_martin_pc_evidence.img/Users/martin.simko/AppData/Local/Google/Chrome/User Data/Default 7 Result
- @ Data Sources a0
&-§ martin_pc_evidenceimg_1 Host able " Thumbnail
=& martin_pc_evidenceimg Save Table as CSV
W SOrphanFiles (8) \
1 $Extend (5) Name S C O Modified Time Change Time Access Time. Created Time Size FlagsDin &R,
Favicons 2026-04-30 22:03:32 CEST | 2026-04-30 22:03:32 CEST  2026-04-30 22:03:32 CEST  2026-04-30 22.03:32 CEST 20480 Allocated |
I $RecycleBin (3)
W SUnalloc (1) History 2026-04-30 22:03:32 CEST  2026-04-30 22:03:32 CEST  2026-04-30 2203:32 CEST  2026-04-30 2203:32 CEST 24576 Allocated |
% RECYCLEEBIN 3) RECOVERED_History 2026-04-30 222213 CEST  2026-04-3022:22:13 CEST  2026-04-30 2222:13 CEST  2026-04-30 22:22:13 CEST 24576 Allocated i
1 users (3) i
& 0 martinsimko (6) i
& [\ AppData 4
ppData (4) Hex Text Application File Metadata Annotations
& Local®)
© 80 Google @ Y
: = _Dug,\:m)e @ Table urls v 28entries Page 1 of 1 E Export to CSV
: B User Data (3)
H L Default (7} id url title visit_c..  typed_co.. last_visit hidden =1
&1L Roaming (3) 1 https://www.aktuality.sk/ Aktudlne sprévy .. 1 0 134072349..0
4 Desktop (2) 2 https;//facebook.com/ Facebook 1 0 134072365.. 0
J\ Documents (5) - ) I
3 Dowmloads ) 3 httpsy/katalog-firiem firemnyportal.sk/ Katalog firiem - . 1 0 134072349. 0
I Windows (4) 4 https://katalog-firiem firemnyportal.sk/search?q=TechServis+ SK+sro Firmy - TechSer... 1 0 134072403. 0
=] File Views s hitpsy//nejakastranka hys.cz/rozvih-hodin Rozvihhodin 1 0 1340724310
£ File Types 6 https;//duckduckgo.com/?q=lacne + rozky&ia=web acne rozky at D.. 1 0 1340724410
% Deleted Files 7 ttps://duckduck 2 iy y atD.. 1 0 134072441..0
i 7 psy//duckduckgo.com/?q=lacne +rozky acne rozky a 3407
B pata Atifacts 8 hitpsy//www.orsr sk/hladaj_subjekt.asp?OBMENO=blaho +consulting&PF=0&SID=0&T=1  Obchodny regis... 1 0 134072442.0
Q Analysis Results 9 http orst.sk/uypis.asp?ID=412871&SID =28P=0 Obchadny regis... 1 0 134072444.0
24 05 Accounts 10 hitpsy//duckduckgo.com/ 7 =blaho+consulting-+5ro +iban&ia =web blaho consulting.. 1 0 134072446. 0
9|
E 5 ;Egs M ban.sk/?q=blaho-+consulting IBAN kalkulacka... 1 0 134072449..0
core
X Reports 12 ban.sk/overenie-ibanu?iban=SK55110000000029271170002 Overenie IBAN -.. 1 0 1340724510
13 hitpsy//duckduckgo.com/2q=ako-+zmenit+iban-+v+pdEia=web ako zmenit iban .. 1 0 134072455..0
14 hitpsy//duckduckgo.com/ 7q=libreoffice +edit + pdféia=web breoffice edit... 1 0 134072457..0
15 hitpsy//ask libreoffice.org/t/how-to-edit-pdf-in-libreoffice-draw/12345 How to edit PD... 1 0 1340724610
16 hitpsy//www.youtube.com/watch?v=dQwAwOWgXcQ LibreOffice Dra... 1 0 134072464.0
Collapse All 17 httpsy//duckduckgo.com/7q=peter+ blaho +konstrukta +industries&ia=web peter blaho kon.. 1 0 134072469.. 0
18 httpsy//wwwinkedincom/in/peter-blaho-konstrukta/ Peter Blaho - Ac.. 1 0 1340724700
19 hitpsy//duckduckgo.com/2q=TechServis+SK+sro+ faktura +splatnostaia=web TechServis SK sr... 1 0 134072475..0
20 hitpsy//www.orst sk/vypis.asp?ID=412871&SID=28P=0 Obchodny regis... 1 0 134072478.0
21 hitpsy//duckduckgo.com/2q=windows-+secure +delete+ file +history&ia=web windows secure .. 1 0 1340725020
Q2
2 hitps://superuser.com/questions/chrame-delete-history-command-line Delete Chrome ... 1 0 134072505. 0
3 hitps://duckduckgo.com/?q=cmd +delete+chrome-+history + %25localappdata%2S&ia=web cmd delete chro. 1 0 134072509. 0
2 hitpsi//duckduckgo.com/?q=gmail&ia=web gmail at DuckD... 1 0 134072515. 0
25 httpsi//duckduckgo.com/2q=gma gmail at DuckD... 1 0 134072515, 0
% w.iban.sk/overenie-ibanu7iban=SK55110000000029271170002 Overenie IBAN -.. 1 0 134073260. 0
27 v.orsr.sk/hladaj_subjekt asp?0OBMENO=blaho+ consulting&PF=08SID=0&T=1  Obchodny regs... 1 0 134073263. 0
2 httpsi//duckduckgo.com;/2q=ako-+vymazat+usb + istoriu+windows +registry&ia=web ako ymazat us.. 1 0 134073378, 0

Klra¢ovy dbkaz: sfalSované subory maju CreationDate 11.11.2025 ~13:xx, zatial ¢o originalne
faktury (obnovené z nealokovaného priestoru) maju CreationDate z oktdbra 2025.

Rovnaky nazov suboru, ale neskorSi datum vytvorenia ako datum poslednej kontroly Petrom —
priamy dokaz podvrhnutia. Prikaz Autopsy: File System Timeline + SMFT viewer.

Odoslana verzia:
create_date

modify_date

Obnovena verzia
create_date

modify_date

2025:11:10 12:14:32+01:00

2025:11:10 14:09:15+01:00

2025:10:05 09:00:00+02:00

2025:10:28 14:30:00+01:00



Dékaz 4 — Zaznamy o USB zariadeni (overuje H4)
setupapi.dev.log a HKLM\SYSTEM\CurrentControlSet\Enum\USBSTOR na Petrovom notebooku:
tri zaznamy o pripojeni SanDisk VID _0781/PID_5571 — o0 11:32:15, ~13:16 (Martinov PC) a

14:07:43.

Klacovy forenzny vzor: to isté USB zariadenie pripojené trikrat v jeden den na dvochvréznych PC.
Zhoda VID/PID a sériového cCisla na oboch PC priamo prepaja zariadenie s Martinom Simkom.

Safe

Device Name Description Device Type Connected Iln;:uq Disabled m L‘:;’.::’_ Serial Number Registry Time 1 Registry Time 2 VendorlD |ProductID
SanDisk Cruzer Blade SanDisk Cruzer Blade USB Device Mass Storage No Yes No ‘ﬁ F 4C530001196520115010 |18/11/2025 1:35:00 PM ‘18/11/2025 1:35:00 PM | 8781 5571
SanDisk Cruzer Blade SanDisk Cruzer Blade USB Device Mass Storage No Yes No No E: 4C530001190520115010 |11/11/2025 11:32:15 AM |10/11/2025 1:35:00 PH | 0781 5571
‘Sanuisk Cruzer Blade SanDisk Cruzer Blade USB Device Mass Storage No Yes No No F 4C5300011985201150810 |16/11/2025 1:35:60 PM |18/11/2025 1:35:00 PM (8781 5571
‘Sanﬂisk Cruzer Blade SanDisk Cruzer Blade USB Device Mass Storage No Yes No ‘Ma E 4C530001190520115616 |11/11/2825 11:32:15 AM ‘18/11/2625 1:35:00 PH ;B7El 5571
Dell internal keyboard USB Input Device HID (Human Interface Device) |Yes Yes No ‘Nn 9/12/2025 7:43:01 AM :9/12/2875 7:43:01 AM | 413c 2107
Logitech USB Optical Mouse |USB Tnput Device HID (Husan Interface Device) |Yes Yes  |No [no | 9/12/2825 7:43:01 AN | 9/12/2625 7:43:61 AM |04éd 077
Lenovo internal keyboard USB Input Device YH[I'J (Human Interface Device) |Yes Yes No i’lu :‘7/1/7925 8:12:44 AM ;9/1/2972'5 8:12:44 AN :]72( 668d
Logitech USB Optical Mouse |USB Input Device HID (Human Interface Device) |Yes Yes No [lla 9/1/2025 8:12:44 AN 9/1/2825 8:12:44 AM EGAbﬂ 877
Ve:‘-::on Driver Description Driver Version In:;:::;on li';i:::; Instance ID Capabilities
‘ZAQB USB Mass Storage Device 10.0.19041.4768 |USBSTOR_BULK.NT |usbstor.inf |USBSTOR\DISK&VEN_SANDISK&PROD_CRUZER_BLADE&REV_1.26\4C53000119052011501640 | Removable, UniqueID, SurpriseRemovalOK
‘2.89 USB Mass Storage Device 10.0.19041.4768 | USBSTOR_BULK.NT jusbstor.inf USBSTOR\DISK&VEN_SANDISK&PROD_CRUZER_BLADESREV_1.26\4C53000119052011501040 | Removable, UniquelD, SurpriseRemovalOK
ﬁ.ﬂﬂ USB Mass Storage Device 10.0.19041.4768 |USBSTOR_BULK.NT i’usbstnr‘.inf USBSTUR\DISK&VE"_SANDISK&PRUD_CRUZER_ELADE&REV_I.26\4ESSGBBIl?BS?ﬂllSBIB&GV Removable, UniqueID, SurpriseRemovalOK
‘2.88 USB Mass Storage Device 16.8.19841.4768 |USBSTOR_BULK.NT |usbstor.inf |USBSTOR\DISK&VEN_SANDISK&PROD_CRUZER_BLADESREV_1.26\4C5300081198520115010&0 | Removable, UniqueID, SurpriseRemovalOK
‘2.88 USB Input Device 10.0.19041.7920 |HID_Inst.NT input.inf USB\VID_413C&PID_2167\5&2a1b3c4d&0&1 SurpriseRemovalOK
12.88 Logitech USB Optical Mouse [10.0.19841.7920 HID_Inst.NT | input.inf USB\VID_0846D&PID_CB77\5&2a1b3c4d&B62 SurpriseRemovalOK
‘2.68 USB Input Device 10.0.19841.7920 (HID_Inst.NT input.inf USB\VID_17EF&PID_608D\5&4b5c6d7ea0&1 SurpriseRemovalOK
‘2.99 Logitech USB Optical Mouse |10.0.19841.7920 HID_Inst.NT input.inf USB\VID_B46D&PID_CO77\5&4b5c6d7e8062 SurpriseRemovalOK

Install Time First Install Time Connect Time Disconnect Time

10/11/2625 1:35:00 PM

10/11/2025 1:35:00 PM

10/11/2625 1:35:00 PM

10/11/2025 1:47:12 PM

11/11/2625 11:32:15 AM

10/11/2625 1:35:606 PM

11/11/2625 11:32:15 AM

11/11/2025 11:36:40 AM

10/11/2025 1:35:60 PM

16/11/2625 1:35:60 PM

11/11/2625 12:05:00 PM

11/11/2025 1:10:00 PM

11/11/2625 11:32:15 AM

10/11/2625 1:35:80 PM

11/11/2625 2:07:43 PM

11/11/2025 2:09:20 PM

List pripojenych zariadeni a ich atributy na Martinovom Petrov pocita¢ dra 10.11 a 11.11

Log prepojenych zariadeni na Martinovom Pogitaci



setupapi.dev.log 2026-05-03 21:25%21 CEST  2026-05-03 21:25:21 CEST ~ 2026-05-0: 2196 Allocated Allocated unknown
Hex Text File Metadata Annotations
Strings
Page: 1 of 1 Page Go to Page:

[Device Install Log]
05 Version = 10.0.19041 x64
Service Pack = 0.0
Suite = 0x0100
ProductType =1
Architecture = amdgd
[BeginLog]
»»> [Device Install (Hardware initiated] - SWDVWPDBUSENUM\_??_USBSTOR#Disk&Ven_SanDisk&Prod_Cruzer_Blade&Rev_1.00#4C530012341223101 52480453 36307-bobf-11d0-94f2-00a0c91 efblb}]
=>> Section start 2025/11/10 14:23:11.214
ump: Creating Install Process: Drvinst.exe 14:23:11.214
ump: Server install process exited with code (x00000000 14:23:11.897
<<< Section end 2025/11/10 14:23:11.908
<< < [Bdt status: SUCCESS]
>=>» [Device Install (Hardware initiated) - USB\VID_0781&PID_357104C530012341223101524]
»»> Section start 2025/11/10 14:23:11.683
ndv: Installed device is a USE device
dvi: {DIF_SELECTDEVICE} 14:23:11.698
dviz Default installer: Enter 14:23:11.698
dviz Default installer: Exit
di: {DIF_SELECTDEVICE - exit((x00000000) } 14:23:11.713
dviz Selected driver: SanDisk Cruzer Blade USE Device
dvi: {DIF_INSTALLDEVICE} 14:23:11.729
ump: Server install process exited with code (00000000 14:23:12.104
<<« Section end 2025/11/10 14:23:12.118
<< [Exit status: SUCCESS]
»»> [Device Install (Hardware initiated] - SWDVWPDBUSENUM\_??_USBSTOR#Disk&Ven_SanDisk&Prod_Cruzer_Blade&Rev_1.00#4C530012341223101 52480453 36307-bobf-11d0-94f2-00a0c91 efblb}]
== Section start 2025/11/11 13:16:02.421
ump: Creating Install Process: Drvinst.exe 13:16:02.421
ump: Server install process exited with code (k00000000 13:16:03.109
<<« Section end 2025/11/11 13:16:03.11%
<< < [Bdt status: SUCCESS]
>=>» [Device Install (Hardware initiated) - USB\VID_0781&PID_357104C530012341223101524]
==>>» Section start 2025/11/11 13:16:02.891
ndv: Installed device is a USE device
dvi: {DIF_SELECTDEVICE} 13:16:02.906
dviz Default installer: Enter 13:16:02.906
dviz Default installer: Exit
di: {DIF_SELECTDEVICE - exit((00000000) } 13:16:02.921
dviz Selected driver: SanDisk Cruzer Blade USE Device
dvi: {DIF_INSTALLDEVICE} 13:16:02,937
ump: Server install process exited with code (00000000 13:16:03.312
<<« Section end 2025/11/11 13:16:03.328
<< [Exit status: SUCCESS]




Log prepojenych zariadeni na Petrovom Pocitaci

B sctupopideviog | | | [2026-05-032047:44 CEST [2026-05-03 20:47:44 CEST |2026-05-03 20:47:57 CEST |2026-05-03 17:35:26 CEST Allocated |Allocated | unknown | /imeg_Peter Blaho_ssd_2_img/Windows/inf/setupapi...

Hex Text File Metadata Annotations
Strings
Page: 1of 1 Page Go to Page:

[Device Install Log]
05 Version = 10.0.19041 x64
Service Pack = 0.0
Suite = 0x0100
ProductType = 1
Architecture = amd64
[BeginLog]
55 [Device Install (Hardware initiated) - SWDVWPDBUSENUM:_#?_USBSTOR#Disk8&Ven_SenDisk&Prod_Cruzer_Blade&iRev_1.0024C530012341223101524810#(5356307-bbbT-11d0-0472-00a0cd 1 efbebl]
>>> Section start 2025/11/11 11:32:14.103
ump: Creating Install Process: Drvinst.exe 11:32:14.103
ump: Server install process exited with code 0x00000000 11:3214.781
<<< Section end 2025/11/11 11:32:14.791
<< [Bit status: SUCCESS]
>>> [Device Install (Hardware initiated) - USB\VID_0781&PID_5571\4C530012341223101524]
> Section start 2025/11/11 11:32:14.552
ndv: Installed device is o USB device
dvi: {DIF_SELECTDEVICE} 11:32114.574
dvi: Default installer: Enter 11:32:14.574
dvi: Default installer: Exit
dvi: {DIF_SELECTDEVICE - eit(0x00000000)} 11:32:14.582
dvi: Selected driver: SanDisk Cruzer Blade USE Device
dvi: {DIF_INSTALLDEVICE} 11:32:14.604
ump: Server install process exited with code 0x00000000 11:32:15.012
<<¢ Section end 2025/11/11 11:32:15.024
<<< [Exit status: SUCCESS]
>>> [Device Install (Hardware initiated) - SWD\WPDBUSENUM:_7?_USBSTOREDisk&Ven_SanDisk&Prod_Cruzer Blade&iRev_1.0024C530012341223101524&02{5356307- bbbf-11d0-94¢2-00a0c91 efbeb}]
>>> Section start 2025/11/11 14:07:42334
ump: Creating Install Process: Drvinst.exe 14:07:42.334
ump: Server install process exited with code 0x00000000 14:07:42,000
<<< Section end 2025/11/11 1407:43.018
<< [Bit status: SUCCESS]
>>> [Device Install (Hardware initiated) - USB\VID_0781&PID_5571\4C530012341223101524]
>33 Section start 202511411 14:07:42.781
ndv: Installed device is o USB device
dvi: Selected driver: SanDisk Cruzer Blade USE Device
ump: Server install process exited with code Dx0000DD0D 14:07:43.443
<<¢ Section end 2025/11/11 1407:42.436
<<< [Exit status: SUCCESS]

Martin Simko (HDD) — setupapi.dev.log
Peter Blaho (SSD) — setupapi.dev.log

Na Petrovom notebooku zachytil sibor setupapi.dev.log dve pripojenia USB zariadenia. Prvé pripojenie
bolo zaznamenané 11. novembra 2025 o 11:32:15 — zariadenie s identifikatormi VID 0781 / PID_ 5571
a sériovym c¢islom 4C530012341223101524 bolo rozpoznané systémom ako SanDisk Cruzer Blade. Druhé
pripojenie toho istého zariadenia (zhodné VID/PID aj sériové ¢islo) bolo zaznamenané o 14:07:43 — o
presne koreSponduje s Casovym oknom, ked’ Peter Blaho opustil kancelariu a notebook zostal odomknuty.

Na Martinovom PC zachytil sibor setupapi.dev.log dve pripojenia USB zariadenia v priebehu dvoch
dni. Prvé pripojenie bolo zaznamenané 10. novembra 2025 o 14:23:12 — zariadenie s identifikatormi
VID 0781 / PID 5571 asériovym ¢islom 4Cc530012341223101524 bolo rozpoznané systémom ako
SanDisk Cruzer Blade. Druh¢ pripojenie toho istého zariadenia bolo zaznamenané 11. novembra 2025 o
13:16:03 — den incidentu, v ¢asovom okne ked’ Martin finalizoval sfalSované faktury pred ich prenosom
na Petrov notebook. Zhoda VID/PID aj sériového ¢isla na Martinovom PC aj Petrovom notebooku
jednoznacne preukazuje, ze ide o ten isty fyzicky USB nosi¢ pouzity na oboch zariadeniach.



Dékaz 5 — Obnovenie originalnej faktury (overuje H5)

Autopsy — File Recovery modul na nealokovanom priestore Samsung SSD Petrovho notebooku.
Hradame obnovitelné PDF subory s povodnymi nazvami faktur a CreationDate z oktébra 2025.

Obnovena originalna faktura s korektnyvm IBAN-om (nie SK.. Blaho Consulting) by priamo
preukazala, Ze subory boli vymenené. Cas zmazania (SMFT) koreluj s ¢asom 14:08—14:09.

Autopsy — File Recovery modul obnovil z nealokovaného priestoru Samsung SSD Petrovho notebooku subor
faktura_2025_10_001_RECOVERED.pdf. ExifTool potvrdil CreationDate paradox — originalna faktura nesie
datum vytvorenia z oktdbra 2025 a autora Peter Blaho (MS Word), zatial ¢o sfalSovana verzia s rovnakym
nazvom mad CreateDate 10.11.2025 a autora Martin Simko (LibreOffice 7.5). Cas zmazania zaznamenany v
SMFT (14:08-14:09) presne kore$ponduje s druhym pripojenim USB zariadenia o 14:07:43. Képia originalu
bola identifikovand aj na Martinovom PC v priecinku Documents\tmp\ — priamy d6kaz, Ze Martin skopiroval
faktury z Petrovho notebooku o 11:32.

B | faktura_2025_10_001_RECOVERED.pdf 2025-10-28 15:30:00 CET 2026-05-03 23:27:04 CEST ~ 2025-10-28 15:30:00 CET 2026-05-03 21:42:26 CEST 46217 Allocated Allocated unknown  fimg_Peter_Blaho_ssd_rect.img/Users/PeterBlaho/Doc...

Hex Tedt Application File Metadata Annotations
Metadata
Name: Jimg_Peter_Blaho_ssd_rect.img/Users/PeterBlaho/Documents/Faktury/ recovered/faktura_2025_10_001_RECOVERED.pdf
Type: File System
MIME Type: application/pdf
Size: 26217

File Name Allacation: Allocated
Metadata Allocation: Allocated

Medified: 2025-10-28 15:30:00 CET
Accessed: 2025-10-28 15:30:00 CET
MD3: Not calculated
SHA-256: Not calculated

Hash Lookup Results: UNKMOWN

Internal ID: 297

From The Sleuth Kit istat Tool:
inode: 32
Allocated
Group: 0
Generation Id: 4078165370
uid / gid: 0/ 0
mode: rrw-r--r--
Flags: Extents,
size: 46217
num of links: 1

Inode Times:

Accessed: 2025-10-28 16:30:00.000000000 {CES)

File Modified: 2025-10-28 16:30:00.000000000 (CES)
Inode Modified: 2026-05-03 23:27 CES)
File Created: 2026-05-03 21:42:26.090881647 (CES)

Direct Blocks:
Starting address: 38412, length: 12

Dékaz 6 — Pracovné verzie faktir na Martinovom PC (overuje H3)

Na Martinovom PC analyzujeme: temp subory LibreOffice (~/.config/libreoffice/), Recycle Bin,
Recent Files zamerané na PDF/DOCX z 10.—11.11.2025. Prefetch subor



SOFFICE.EXEXXXXXXXX.pf zachyti Cas spustenia.
_ SOFFICE.EXE-8F3A2B1C.pf 2026-04-30 22:04:18 CEST  2026-04-30 22:04:18 CEST ~ 2026-04-30 22:04:18 CEST

Hex Text Application File Metadata ©OS Account Data Artifacts Analysis Results | Context | Annotations Other Occurrences

Strings Extracted Text Translation
Page: 1 of - Page Matches on page: - of - Match 100% ,@ﬁ') Reset

Executable: SOFFICE.EXE

Hash: 8F3A2B1C

Run Count: 7

Last Run Time 1: 2025-11-11 12:05:44 (UTC+1)

Last Run Time 2: 2025-11-10 13:30:12 (UTC+1)

Last Run Time 3: 2025-11-10 09:15:33 (UTC+1)

Volume: \DEVICE\HARDDISKVOLUME3

Files loaded:
YWUSERS\MARTIN.SIMKOVAPPDATAN\LOCAL\LIBREOFFICE\A\USER\REGISTRYMODIFICATIONS. XCU
WPROGRAM FILES\LIBREOFFICE\PROGRAM\SOFFICE.EXE
YWPROGRAM FILES\LIBREOFFICE\PROGRAM\SOFFICE.BIN
WSERS\MARTIN.SIMKO\DOCUMENTS\FAKTURA_2025_10_ BC.ODT
YWUSERSYMARTIN.SIMKONDOCUMENTSVFAKTURA_2025_10_IT.ODT
YWSERS\MARTIN.SIMKO\DOWMNLOADS\FAKTURA_01_O.PDF




Directory Tree ‘

— | Listing

€

= @ Data Sources

B--ﬁ martin_pc_evidence_updated.img_1 Host
martin_pc_evidence_updated.img
-\t SOrphanFiles (8)

1L SExtend (5)

=1L SRecycleBin (3)

W SUnallec (1)

RECYCLE_BIN (3)

10 Users(3)

=- 1) martin.simko (8)
-1}) AppData (4)
Desktop (2)
Documents (7)
-1.) Downloads (3)
B 1L Windows (4)

- | [) Prefetch (3)

B L System32 (4)

Name s C o
L [current folder]
. [parent folder]

18| faktura 2025 10.001_orig.pdf

2025-11-11 12

- 1Ll 5-1-5-21-3623811015-3367044348-30300820- 1013 (2)

Modified Time

2:26 CEST
32:00 CET

Table Thumbnail

Mame
L [eurrent folder]
L [parent folder]
| RFAKTUR_cont

Access Time

Change Time

2026-05-03 23:27:04 CEST

2025-11-11 12

ent.bet

RFAKTUR info.tct
RFAKTURA_|IT_content.tdt
RFAKTURA_IT info.bt

:32:00 CET

2026-04-
2026-04-
2026-04-
2025-11-11 14:
1 18:53:

026-05
202h-U3-

Created Time

2026-03-03 21:42:26 CEST 46217

30 22:0

:05:26 CEST
0 22:05:26 CEST
5:26 CEST
0 CET
22 CEST

110

Flags(Dir)
Allocated
Allocated
Allocated

Flags(Meta)
Allocated
Allocated
Allocated

Known

unknown
unknown

unknown

-

img_martin_pc_evidence_updated.img/RECYCLE_BIN/S-1-5-21-3623811015-3361044348-30300820-1013 & Result:
Save Table as CSV

s C o Modified Time Change Time Access Time Created Tirr

2026-04-30 22:05:26 CEST
2026-04-30 22:05:26 CEST ~ 2026-04-30 2
2026-04-30 22:05:26 CEST ~ 2026-04-30 2
2026-04-30 22:05:26 CEST ~ 2026-04-30 2
2025-11-11 14:10:00 CET
22 CEST

2026-05-01 18:53:

Location
fimg_Martin_Simke_hdd_rect.img/Users/MartinSimko...
fimg_Martin_Simko_hdd_rect.img/Users/MartinSimka...

fimg_Martin_Simko_hdd_rect.img/Users/MartinSimko...

Hex Text Application | File Metadata| 05 /ccount

Annotations  ©

Metadata
Name:
Type: File System
MIME Type: application/pdf
Size: 46217

File Name Allocation: Allocated

Metadata Allocation: Allocated

Modified: 2025-11-11 12:32:00 CET
Accessed: 2025-11-11 12:32:00 CET
Created: 2026-05-03 21:42:26 CEST
Changed: 2026-05-03 23:27:04 CEST
MD5: Not calculated

SHA-256: Not calculated

Hash Lockup Results: UNKNOWN
Internal 1D: 27

From The Sleuth Kit istat Tool:
inode: 38
Allocated
Group: 0
Generation Id: 3386624157
uid / gid: 0 / 0
mode: rrw-r--r-——
Flags: Extents,
size: 46217
num of links: 1

Inode Times:

Rccessed: 2025-11-11 12:32:00.000000000 (CET)

File Modified: 2025-11-11 12:32:00.000000000 {CET)
Inode Modified: 2026-05-03 23:27:04.678979880 (CES)
File Created: 2026-05-03 21:42:26.094473783 (CES)

Direct Blocks:

Starting address: 33792, length: 12

/img_Martin_Simko_hdd_rectimg/Users/MartinSimko/Documents/tmp/faktura_2025_10_001_orig.pdf




Name S C o] Meodified Time Change Time Access Time Created Time Size Flags(Dir) Flags(Meta) Known Location
m [current folder] 2026-05-03 21:42:26 CEST ~ 2026-05-03 21:42:26 CEST  2026-05-03 21:42:26 CEST  2026-05-03 21:42:26 CEST 4096 Allocated Allocated unknown  /img_Martin_Simko_hdd_rect.i
Jl [parent folder] 2026-03-03 21:42:26 CEST ~ 2026-05-03 21:42:26 CEST ~ 2026-05-03 21:42:26 CEST ~ 2026-05-03 21:42:26 CEST 409 Allocated Allocated unknown  fimg_Martin_Simke_hdd_rect.i
falrlulaizﬂzﬁjﬂimtmig.pdf 2025-11-11 12:32:00 CET 2026-05-03 23:27:04 CEST ~ 2025-11-11 12:32:00 CET 2026-05-03 21:42:26 CEST ~ 46217 Allocated Allocated unknown  fimg_Martin_Simko_hdd_rect.i

| Hex Text Application File Metadata 05 Account Dats Aifacts Analysic Results Context Annotations Other Occurrences

@ B [E[e] bo[e][x]|[=]fwx RARQAQONG B

TechServis 5K s.r.o.
Aybnitnd 40, 831 06 Bratisiava

FAKTURA

Détum vystavenia: 02.10,2025
Détum splatnosti: 01.11.2025

1E0: 47 823 156 | DIC: $K2024012345

Ouberoter
Konstrukta Industries a.s.
Diha 95, 831 02 Bratislava

160: 35 741 028 | DIC; SK2020375461

Polazky faktiry:

Popis Snotsty Jedn, cena Spolu
Servis serverove] infradtruktiny - oktéber 2025 1 2,400.00 € 2,400.00 €
Zaruéna podpora HW zariaden( 1 380,00 € 380.00 €
Zaklad DPH (20%): 2.780.00 €
DPH 20%: 556.00 €
CELKOM K
\UHRADE: 3,336.00 €
———
1BAN: SK89 0200 0000 0045 6789 1234

BIC/SWIFT: SUBASKBX
Variabilng symbel: 202510001

Faktira je vystavens v silade s zékanorn £, 222/2004 2.4, a dani z pridanej hodnaty.

Obrazok ukazuje info o sfalSovanej fakture v koSi u Martina

7 Pouzité softvérové nastroje

Nastroj Ugel pouzitia

Vytvorenie forenznych obrazov (E01) a zachytenie RAM (Live

Belkasoft RAM
Analyzer

Autopsy

FTK Imager 471

4.21

RAM Capture) z Petrovho notebooku pred vypnutim.

Zachytenie a primarna analyza RAM obrazu Martinovho PC —
procesy, otvorené subory, artefakty z pamate.

Komplexna analyza disk obrazov — $MFT, Event Log, USB
artefakty (setupapi.log, USBSTOR), obnova suborov, histéria
prehliadaca, Prefetch, timeline.




Analyza RAM obrazov — procesy (pslist), sietové spojenia

Volatility 3 2.5.0 (netscan), obsah schranky (clipboard), referencie na subory
(filescan), pouzivatelské relacie (getsids).
Extrakcia a porovnanie metadat PDF dokumentov — Author,
ExifTool 12.60 Creator, CreationDate, ModDate. Klu€ové pre identifikaciu autora
sfalSovanych faktur.
. Hexadecimalna analyza binarnych suborov — manualna verifikacia
HxD Editor 2.5

Windows Event Viewer

HashCalc / CertUtil

hlaviCiek obnovenych PDF suborov a kontrola integrity.

Prezeranie a filtrovanie Windows Event Log zaznamov — Event ID
4624, 4800, 4801, 6416. Doplnok k Autopsy pre priamu pracu so
.evtx subormi.

Vypocet a overenie hash hodnét (MD5, SHA-256) forenznych kopii
pre zabezpecenie integrity dokazov.




8 Bezpecénostné opatrenia

8.1 Fyzicka ochrana

» Originalne zariadenia su ulozené v uzamknutom trezore — pristup len pre opravnené osoby

(forenzny vysSetrovatel + veduci pripadu).

» Kazdé zariadenie je zapeCatené v antistatickej forenznej taske s €iselnou plombou a

podpisom preberajucej osoby.

* Forenzné kopie na forenznom serveri su chranené RAID-1 redundanciou a pristupom cez

VPN s dvojfaktorovou autentifikaciou.

» Zalozné kopie na externych HDD su Sifrované (BitLocker) a ulozené na inom fyzickom mieste
(mimo pracoviska).

» Cela analyza prebieha vyhradne na képiach — originaly neboli po zaisteni pouzité.

* Pred vytvorenim kazdého disk obrazu bol pripojeny write-blocker (hardvérovy), ¢o zabrariuje

akejkolvek modifikacii originalneho média.

8.2 Pocet bitovych kopii a ich ulozenie

Zariadenie

Format / hash

Petrov notebook — SSD

Martinov PC — HDD

RAM dump — Petrov
notebook

RAM dump — Martinov PC

Kopia 1 (pracovna)

Forenzny server
(RAID-1)

Forenzny server
(RAID-1)

Forenzny server

Forenzny server

Koépia 2 (zaloha)

Externy HDD
(BitLocker)

Externy HDD
(BitLocker)

Externy HDD
(BitLocker)

Externy HDD
(BitLocker)

EO1/MD5 + SHA-256

EO1/MD5 + SHA-256

.mem / MD5 + SHA-
256

.raw / MD5 + SHA-256

Chain of Custody — Petrov notebook (disk image)




Cislo: Typ EO1 Obnoveny Velkost’
suboru: | (forenzny | subor:

001 obraz) Nie ~480 GB
Podvrhnuté falosné faktury — forenzny obraz SSD disku Petrovho notebooku Dell
Popis pripadu: Latitude 5540. Primarny zdroj digitalnych st6p.
Nazov suboru: Peter_Blaho_ssd.EO1

Miesto ziskania|

digitalnej stopy: Dell Latitude 5540, S/N: DL5540-2025-00147 — zaisteny v kancelarii Petra
Blaha diia 11.11.2025 o 15:50

Poznamky:
Zariadenie bolo zapnuté a prihlasené pri zaisteni. Pred vytvorenim obrazu bol
pripojeny write-blocker. Original ulozeny v trezore.
Casové peciatky
Access: Modify: Change:
11.11.2025 16:41 11.11.2025 16:45 11.11.2025 16:45
Digitaln| MDS5 59aaeeb691699b46423c0e0737c29225
y
SHA1
odtlacok
(hes) 69a8b29a3f549a78bc1abb1294d3c95006ca091c
Casova peciatka Akcia vykonana s digitdlnou stopou
11.11.2025 16:00 Zachytenie RAM (FTK Imager Live Capture) pred vypnutim zariadenia
11.11.2025 16:45 Dokoncenie obrazu, overenie hash MD5 + SHA-256, kdpia na forenzny server




Name
Sector count

B MD5 Hash
Computed hash
Report Hash
Verify result

Bl SHA1 Hash
Computed hash
Report Hash
Verify result

El Bad Blocks List
Bad block(s) in image

Created By Exterro® FTK® Imager 4.7.3.81

Case Information:

Acquired using: ADI4.7.3.81

Case Number: 01

Evidence Number: 01

Unique description: peterpc

Examiner: Tobids

Notes: image disk petrovho zariadenia
Information for C:\Users\tobil\Desktop\DFA\Peterpc\peterpc:
Physical Evidentiary Item (Source) Information:
[Device Info]

Source Type: Physical

[Drive Geometry]

Cylinders: 475

Tracks per Cylinder: 255

Sectors per Track: 63

Bytes per Sector: 512

Sector Count: 7,636,800

[Physical Drive Information]

Drive Model: USB Device

Drive Serial Number: 11060208050429



Drive Interface Type: USB

Removable drive: True

Source data size: 3728 MB

Sector count: 7636800

[Computed Hashes]

MD5 checksum: 59aaeeb691699b46423c0e0737c29225 SHA1

checksum: 69a8b29a3f549a78bc1a6b1294d3c95006ca091c

Image Information:

Acquisition started: Sun Mar 29 13:38:22 2026

Acquisition finished: Sun Mar 29 13:45:49 2026

Segment list:
C:\Users\tobil\Desktop\DFA\Peterpc\peterpc.001
C:\Users\tobil\Desktop\DFA\Peterpc\peterpc.002
C:\Users\tobil\Desktop\DFA\Peterpc\peterpc.003
COMPUTED HASH : 59aaeeb691699b46423c0e0737¢29225

COMPUTED HASH : 69a8b29a3f549a78bc1a6b1294d3c95006ca091c

Image Verification Results:

Verification started: Sun Mar 29 13:45:49 2026

Verification finished: Sun Mar 29 13:46:33 2026

MD5 checksum: 59aaeeb691699b46423c0e0737c29225 : verified

SHA1 checksum: 69a8b29a3f549a78bclabb1294d3c95006ca091c : verified



Cislo: Typ EO1 Obnoveny) Velkost’:
suboru: | (forenzny | sybor:

002 obraz) Nie ~930 GB

Podvrhnuté falosné faktiry — forenzny obraz HDD disku Martinovho PC Lenovo,

Popis pripadu: ThinkCentre M70s. Zariadenie podozrivého.

Nazov suboru: martin_simko_hdd.EO1

Miesto ziskania|

digitalnej stopy: Lenovo ThinkCentre M70s, S/N: TC-M70S-2024-00389 — zaisteny v kanceldarii

Martina Simku dfia 11.11.2025 o 16:00

Poznamky:
Zariadenie bolo zapnuté a prihlasené pri zaisteni. Pred vytvorenim obrazu bol
pripojeny write-blocker. Original ulozeny v trezore.
Casové peciatky
Access: Modify: Change:
11.11.2025 18:14 11.11.2025 18:20 11.11.2025 18:20
Digitaln| MD5 abd4d874e445e7d6cd5e225d96729b68
y
SHA-1
odtlacok
(hes) c65d7bb0cafb4af6f8c949332fcc3fb179430216
Casova peciatka Akcia vykonana s digitalnou stopou
11.11.2025 16:10 Zachytenie RAM z Martinovho PC (FTK Imager Live Capture)

11.11.2025 18:20 Dokoncenie obrazu, overenie hash MD5 + SHA-1, képia na forenzny server




Name
Sector count

E MDS5 Hash
Computed hash
Report Hash
Verify result

E SHA1 Hash
Computed hash
Report Hash
Verify result

E Bad Blocks List
Bad block(s) in image

Created By Exterro® FTK® Imager 4.7.3.81

Case Information:

Acquired using: ADI4.7.3.81

Case Number: 02

Evidence Number: 02

Unique description: martinovpc

Examiner: Tobias

Notes: image martinovho pc

Information for C:\Users\tobil\Desktop\DFA\Martinpc\martinpc:

Physical Evidentiary Item (Source) Information:

[Device Info]

Source Type: Physical

[Drive Geometry]

Cylinders: 3,772

Tracks per Cylinder: 255

Sectors per Track: 63

Bytes per Sector: 512

Sector Count: 60,604,416

[Physical Drive Information]

Drive Model: Kingston DataTraveler 3.0 USB Device

Drive Serial Number: EE03D6515CE9

Drive Interface Type: USB

Removable drive: True

Source data size: 29592 MB

Sector count: 60604416

[Computed Hashes]

MD5 checksum: abd4d874e445e7d6cd5e225d96729b68
SHA1 checksum: ¢65d7bb0cafb4af6f8c949332fcc3fb179430216

Image Information:

Acquisition started: Sun Mar 29 13:39:42 2026

Acquisition finished: Sun Mar 29 14:00:08 2026

Segment list:
C:\Users\tobil\Desktop\DFA\Martinpc\martinpc.001



C:\Users\tobi\Desktop\DFA\Martinpc\martinpc.002
C:\Users\tobil\Desktop\DFA\Martinpc\martinpc.003
C:\Users\tobi\Desktop\DFA\Martinpc\martinpc.004
C:\Users\tobil\Desktop\DFA\Martinpc\martinpc.005
C:\Users\tobil\Desktop\DFA\Martinpc\martinpc.006
C:\Users\tobi\Desktop\DFA\Martinpc\martinpc.007
C:\Users\tobil\Desktop\DFA\Martinpc\martinpc.008
C:\Users\tobi\Desktop\DFA\Martinpc\martinpc.009
C:\Users\tobi\Desktop\DFA\Martinpc\martinpc.010
C:\Users\tobil\Desktop\DFA\Martinpc\martinpc.011
C:\Users\tobi\Desktop\DFA\Martinpc\martinpc.012
C:\Users\tobi\Desktop\DFA\Martinpc\martinpc.013
C:\Users\tobi\Desktop\DFA\Martinpc\martinpc.014
C:\Users\tobi\Desktop\DFA\Martinpc\martinpc.015
C:\Users\tobi\Desktop\DFA\Martinpc\martinpc.016
C:\Users\tobi\Desktop\DFA\Martinpc\martinpc.017
C:\Users\tobi\Desktop\DFA\Martinpc\martinpc.018
C:\Users\tobil\Desktop\DFA\Martinpc\martinpc.019
C:\Users\tobi\Desktop\DFA\Martinpc\martinpc.020
COMPUTED HASH : abd4d874e445e7d6cd5e225d96729b68
COMPUTED HASH : c65d7bb0cafb4af6f8c949332fcc3fb179430216

Image Verification Results:

Verification started: Sun Mar 29 14:00:08 2026

Verification finished: Sun Mar 29 14:05:47 2026

MD5 checksum: abd4d874e445e7d6cd5e225d96729b68 : verified

SHA1 checksum: c¢65d7bb0cafb4af6f8c949332fcc3fb179430216 : verified

9 Casova os incidentu

Nasledujuca tabulka rekonstruuje kfucové udalosti na zaklade dostupnych forenznych zdrojov.

Datum / éas Zdroj zaznamu Udalost’

10.11. 09:00 Vypoved / kalendar | Povy$enie Petra Blaha — Martin Simko sa dozvie.

10.11. ~11:30— | Chrome History A GAP 1 — vymazana histéria prehliada¢a Martinovho PC.
13:30 (prazdne) Predpokladané vyhladavanie IBAN-u (orsr.sk).
Prefetch / $MFT /| Martin pripravi sfalSované faktiry na vlastnom PC v LibreOffice.
10.11.~13:30 | PDF metadata Metadata: Author = Martin Simko.
11.11. 08:50 Event ID 4624 / Peter pride do prace, prihlasi sa, otvori zlozku s overenymi
o ShellBags fakturami — posledna kontrola.

Event ID 4624 Martin pride do prace, prihlasi sa na vlastny PC. RAM capture
11.11. 08:55 (Martin) aktivna od tohto momentu.




11.11. 11:30

11.11.
11:32:15

11.11.
11:36:40

11.11. ~11:50

11.11. 12:05-
13:10

11.11. 14:05

11.11.
14:07:43

11.11. 14:08-
14:09

11.11.
14:09:20

11.11. 14:16

11.11.
14:31:07

11.11. ~14:50

11.11. 15:30

Event ID 4800
(absentuje)

Event ID 6416 /
setupapi.dev.log

setupapi.dev.log

LNK / ShellBags

Prefetch / $MFT /
RAM

Event ID 4800
(absentuje)

Event ID 6416 /
setupapi.dev.log

$MFT / nealokovany
priestor

setupapi.dev.log

ShellBags / LNK /
RAM

Exchange
MessageTracking /
OST

Exchange log /
vypoved

Chain of Custody

Peter odide na obedovu prestavku. Notebook odomknuty.

A GAP 2 — USB (SanDisk VID_0781/PID_5571) pripojené k
Petrovmu notebooku. Martin skopiruje originalne faktury.

USB odpojené. Martin odide pred Petrovym navratom (~4 min).

Peter sa vrati — ni€ nezaregistruje, zlozku znova neotvori.

Martin finalizuje faktary na vlastnom PC, skopiruje sfalSované
verzie na USB.

Peter odide na zachod. Notebook znova odomknuty.

USB pripojené k Petrovmu notebooku — druha navsteva
Martina (to isté VID/PID).

Originadlne faktary zmazané,
pbvodné nazvy a podvrhnuté.

sfalSované premenované na

USB odpojené. Martin opusti kancelariu (~90 sek celkom).

Peter sa vrati, otvori faktury bez opatovnej kontroly.

E-mail odoslany z peter.blaho@firma.sk na u¢tovné oddelenie.
IP: 192.168.1.47.

Ugtovné oddelenie zisti zmeneny IBAN, informuje vedenie.

Zaistenie zariadeni. RAM dump Petra (15:30), Martina (15:40).
Disk imaging, hash.

10 Vysledok hypotéz

9.1 Hypotéza H1 — Zamietnuta

Hypotéza, ze Peter Blaho faktury pozmenil sam a vedome ich odoslal, bola zamietnuta. Analyza
metadat sfalSovanych faktur nepreukazala Petra Blaha ako autora uprav — program, v ktorom boli
faktury naposledy editované, sa na jeho notebooku nenachadzal. Absencia Event ID 4800 v oboch
kritickych ¢asovych oknach (11:30-11:50 a 14:05-14:16) potvrdzuje, Ze notebook zostal odomknuty
a tretia osoba mala k nemu fyzicky pristup bez potreby Petrovho hesla. Zaznamy Exchange servera
potvrdili, Ze e-mail bol odoslany z aktivnej relacie Petra, avSak v Case, ked sa Peter vratil k po€itacu

a faktury otvoril bez opatovnej kontroly obsahu. (Dékaz 1 — Metadata sfalSovanych faktur)




9.2 Hypotéza H2 — Ciastoéne potvrdena

Hypotéza o neznamom pachatelovi s fyzickym pristupom do kancelarie bola ¢iastoéne potvrdena.
Absencia Event ID 4800 (uzamknutie obrazovky) v oboch kritickych ¢asovych oknach jednoznaéne
preukazuje, ze notebook Petra Blaha zostal odomknuty a neznama osoba mala k nemu volny fyzicky
pristup bez akejkolvek autentifikacie. Absencia Event ID 4624 pre akykolvek cudzi ucet vylucuje
prihlasenie sa pouzivatela cez siet. Pachatel v8ak neostal neznamy — na zaklade nadvazujucich
dékazov bol identifikovany ako Martin Simko (H3). (Dékaz 3 — CreationDate paradox, Dékaz 4 —
USB zaznamy)

9.3 Hypotéza H3 — Ciastoéne potvrdena

Hypotéza identifikujica Martina Simka ako pachatela bola éiastoéne potvrdena. Viaceré digitalne
stopy na Martinovom PC priamo indikuju jeho ucast: Prefetch subor SOFFICE.EXE preukazuje
spustenie LibreOffice v kritickom ¢asovom okne, RAM artefakty zachytili IBAN Blaho Consulting
s.r.o. v clipboarde a aktivny proces Upravy dokumentu, historia prehliadacda bola systematicky
vymazana prave v ¢asovom useku relevantnom pre pripravu podvodu (10.11. 11:30-13:30 a cely
11.11.). Zhoda VID/PID a sériového €isla USB zariadenia na oboch PC priamo prepaja Martina s
fyzickym prenesom suborov. Hypotéza je CiastoCne potvrdena, nakolko USB nosi¢ nebol fyzicky
zaisteny a priamy dékaz pritomnosti Martina v kancelarii Petra chyba. (Dékaz 1, Dékaz 2, Dokaz 4,
Dokaz 6)

9.4 Hypotéza H4 — Potvrdena

Hypotéza o pouziti externého USB nosi€a bola potvrdena. Zadznamy setupapi.dev.log a register
HKLM\SYSTEM\CurrentControlSet\Enum\USBSTOR na Petrovom notebooku zachytili dve
pripojenia  zariadenia SanDisk Cruzer Blade (VID_0781/PID_5571, sériové Cislo:
4C530012341223101524) — 0 11:32:15 a 14:07:43. Zaznamy Martinovho PC eviduju dve pripojenia
toho istého zariadenia: 10.11.2025 o0 14:23:12 a 11.11.2025 0 13:16:03. Zhoda VID/PID aj sériového
Cisla na oboch PC jednoznaéne preukazuje, Ze ide o to isté fyzické USB zariadenie pouZité pri
priprave aj realizacii podvrhnutia. Casy pripojenia presne koreluju s asovou osou podvodu. (Ddkaz
4 — USB zaznamy)

9.5 Hypotéza H5 — Potvrdena

Hypotéza o umyselnom zmazani originalnych faktur bola potvrdena. Modul File Recovery nastroja
Autopsy obnovil z nealokovaného priestoru Samsung SSD Petrovho notebooku dve originalne
faktary (faktura_2025_10_BC_ORIG.pdf a faktura_2025_10_IT_ORIG.pdf) s korektnym IBAN-om.
Analyza ExifTool potvrdila CreationDate paradox: originalne subory maju datum vytvorenia z oktobra
2025, kym sfalSované subory so zhodnym nazvom maju CreationDate 11.11.2025 ~13:xx — Co je
priamy dbékaz vymeny suborov. Cas zmazania zaznamenany v $MFT (14:08-14:09) presne
koreSponduje s ¢asovou osou podvodu. (Dékaz 3 — CreationDate paradox, Dékaz 5 — Obnovenie
originalnej faktary)
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