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1. Pripravna faza

Pripad

M57.biz je populdrny webovy startup, ktory vytvara online kolekciu body art. Subor
s tabul’kou obsahujtci doverné informécie zamestnancov bol zverejneny ako priloha na fore
»technickej podpory* na webovej stranke konkurenta. Sibor pochddza z pracovného laptopu
finan¢nej riaditel’ky - Jean Jones. K tymto materidlom ma pristup len niekol'’ko opravnenych
zamestnancov, vratane Jean. Po nahldseni udalosti sa uskuto¢nilo vypocutie zamestnancov
spolo¢nosti M57.biz. Prezidentka spolo¢nosti, Alison Smith, uviedla, Ze nema o tomto
stbore Ziadnu znalost’ a vyhlasila, Ze Jean nepoZiadala o vytvorenie uvedenej tabul’ky. Jean
toto tvrdenie vyvratila s tym, Ze jej Alison dala pokyn, aby vypracovala tabul’ku s udajmi o

zamestnancoch a odoslala e-mailom v radmci pripravy na nové kolo financovania.
Predmet vySetrovania

Identifikacia potencidlnych digitdlnych stop a ich ndsledna analyza s cielom potvrdit’ alebo
vyvratit’ forenzna hypotézu, resp. potvrdit’ urcité vysledky tykajuce sa pripadu zverejnenia

dokumentu spolo¢nosti M57.biz na verejnom fore konkurencie.
Ocakavany vysledok vySetrovania

e Preukdazanie, kto a kedy dokument vytvoril, upravoval a komu bol odoslany.

e Overenie tvrdeni Jean a Alison (prikaz na vytvorenie a odoslanie tabul’ky).

e Identifikacia sposobu uniku (e-mail, nahratie, zdiel'anie, malware...).

e Zistenie, Ci iSlo o umyselny alebo neimyselny ¢in.

e Zhromazdenie dokazov vhodnych na interné alebo pravne pouZzitie.
Prispevky / vedecké ¢lanky

1. Advanced Evidence Collection and Analysis of Web Browser Activity:

https://dfrws.org/sites/default/files/session-files/2011 USA paper-

advanced evidence collection and analysis of web browser activity.pdf?utm so

urce=chatgpt.com

Tento ¢lanok sa zameriava na pokrocilé metody zhromazd'ovania a analyzy udajov o
aktivite webovych prehliadacov, ¢o je klacové pri vySetrovani unikov citlivych

informadcii prostrednictvom internetovych aktivit.


https://dfrws.org/sites/default/files/session-files/2011_USA_paper-advanced_evidence_collection_and_analysis_of_web_browser_activity.pdf?utm_source=chatgpt.com
https://dfrws.org/sites/default/files/session-files/2011_USA_paper-advanced_evidence_collection_and_analysis_of_web_browser_activity.pdf?utm_source=chatgpt.com
https://dfrws.org/sites/default/files/session-files/2011_USA_paper-advanced_evidence_collection_and_analysis_of_web_browser_activity.pdf?utm_source=chatgpt.com

2. Tor Forensics on Windows OS:

https://dfrws.org/sites/default/files/session-files/2015 EU pres-

tor forensics on windows os.pdf?utm source=chatgpt.com

Tento prispevok skima forenzni analyzu pouzivania siete Tor na operacnom systéme
Windows, €o je relevantné pri vySetrovani pripadov, kde mohli byt firemné data

exfiltrované cez siete.


https://dfrws.org/sites/default/files/session-files/2015_EU_pres-tor_forensics_on_windows_os.pdf?utm_source=chatgpt.com
https://dfrws.org/sites/default/files/session-files/2015_EU_pres-tor_forensics_on_windows_os.pdf?utm_source=chatgpt.com

2. Identifikacia

Zhrnutie rozhovorov

Jean Jones (Finan¢na riaditel’ka)

Alison ju poziadala, aby pripravila tabulku ako st€ast’ nového kola financovania, a

aby jej ju poslala e-mailom.

Alison Smith (Prezidentka spolo¢nosti)

Nepoziadala Jean o vytvorenie tabul’ku.

Tabulka jej nikdy nebola na e-mail dorucena.

Fakty o spolo¢nosti M57.biz

Startovaci kapital: 3 mil. USD.

Spolo¢nost’ je aktualne vo faze uzatvarania investi¢cného kola v hodnote 10 mil. USD.
2 zakladatelia / vlastnici.

Prvy rok bolo prijatych 10 zamestnancov.

Zamestnanci IT oddelenia pracuji z domu. Maji denne online meetingy a raz
tyzdenne osobné stretnutia v kanceldrii.

Zamestnanci z marketingového a BizDev oddelenia pracuju prevazne z hotelovych
izieb alebo kaviarni, nakol’ko st va¢s$inou na cestach. Osobné stretnutia v kancelarii
maju raz za dva tyzdne.

Preposielanie dokumentov medzi zamestnancami je zvyc¢ajne prostrednictvom e-

mailu.

Aktualni zamestnanci spolo¢nosti M57.biz

Prezidentka spolocnosti: Alison Smith

Finan¢na riaditel’ka: Jean Jones

IT oddelenie: Bob Blackman, Carole Canfred, Dave Daubert, Emmy Arlington
Marketingové oddelenie: Gina Tangers, Harris Jenkins

Business development (BizDev): Indy Counterching

Typ analyzovanej digitalnej stopy

1.

Metadata uniknutého suboru:

e Meno autora
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e Datum vytvorenia, poslednej upravy a pristupu

e Umiestnenie suboru (ndzov subor je uz znamy)
E-mailova komunikécia:

e E-maily medzi Jean a Alison (Ziadost’ o tabul'ku, odoslanie siboru)
e Prilohy zhodné so zverejnenym suborom
e Détum a ¢as odoslania

e Ini prijemcovia alebo preposlanie e-mailu
Historia prehliadaca a siet'ovej aktivity:

e NavStevu fora konkurencie
e Prispevky alebo nahratie siborov (upload links)

e Autentifikacné cookies — prihlasenie na forum

. Aktivita pouzivatela:

e Kedy bol subor otvoreny naposledy
e Ktoré programy boli pouzité (napr. Excel, Outlook)

e Nazvy neddvno otvorenych suborov

. USB a externé¢ zariadenia — setupapi.dev.log, register USBSTOR:

e Pouzitie USB disku
e (Cas pripojenia a nazov zariadenia
e Moznost kopirovania suboru na externé ulozisko

Prenos siborov - Cloud/FTP aplikacie, Dropbox, Google Drive:

e Instalacia alebo pouzitie cloudovych nastrojov
e Logy a historia synchronizacie

e Zostatky po odinStalovanych aplikaciach (napr. Dropbox cache)
Logy systému a bezpecnostné udalosti:

e Kto a kedy sa prihlasil do systému
e Nezvycajné prihlasovanie (napr. cez RDP — Remote Desktop Protocol, pod inym
kontom)

e Zaznamy o chybach alebo pokusoch o vzdialeny pristup

Kamerové zaznamy z priestorov spolocnosti M57.biz



9. Kontrola podozrivej aktivity:

e Spustitelné subory a skripty v podozrivych umiestneniach (Temp, Startup,
Downloads)

e Autostart aplikacie (Registry Keys)
Digitalne zariadenia stvisiace s pripadom
e Pracovny laptop Jean Jones — primarne dokazové zariadenie

e Subor s dovernymi udajmi bol idajne vytvoreny na tomto zariadeni.
e Jean tvrdi, Ze subor odoslala e-mailom, ¢o by malo byt’ zachytené v Outlooku alebo

inom e-mailovom klientovi.
e Pracovny laptop alebo e-mailovy ucet Alison Smith — na overenie vypovede

e Alison tvrdi, Ze sibor nepozadovala a nedostala e-mailom.

e Je potrebné preverit jej e-mailovu schranku (napr. inbox, spam, zmazan¢).
e Webovy server konkurencie — miesto zverejnenia siboru

e Je na iom zverejneny doverny dokument.

e Moze obsahovat’:

e metadata o prispevku (datum, cas),

e [P adresu alebo pouzivatel'sky ucet, cez ktory bol subor nahrany.
e Mobilné zariadenie Jean Jones

e V tomto pripade nie je explicitne spomenuty mobil, ale ak vySetrovanie ukaze

znamky vzdialeného pristupu, je dobré ho preverit’.
e Mobilné zariadenie Alison Smith

e V tomto pripade nie je explicitne spomenuty mobil, ale ak vySetrovanie ukaze

znamky vzdialeného pristupu, je dobré ho preverit’.
e Kamery nainstalované v priestoroch spolo¢nosti M57.biz.

e V priestoroch spolo¢nosti M57.biz st nainstalované kamery, z ktorych by sa dalo

zistit,, kto kazdy vstapil do kancelarie Jean Jones.



Pozn.: Dany scenar obsahoval iba obraz disku z laptopu Jean Jones, preto dalej uvadzam

iba toto zariadenie, avsak kvoli spravnosti som vyssie uviedla aj dalSie zariadenia, ktoré by

v skutocnosti mohli obsahovat potencialne digitalne stopy.

S5WH (Kiplingova metoda)

Kto (Who)

Jean Jones — Financ¢nd riaditel’ka, ktord povedala, Ze vytvorila tabul’ku na pokyn
prezidentky a odoslala ju e-mailom.

Alison Smith — Prezidentka spolo¢nosti, ktora poprela, Zze by poziadala o tabulku
alebo ju dostala.

Zamestnanci IT, marketingu a BizDev — Maju obmedzeny alebo ziadny pristup k
dovernym finan¢nym dokumentom. Ich pristupové prava mézu byt ale dolezité.

Konkurencia — Na ich fore bola tabul’ka zverejnena.

Kde (Where)

Subor bol uverejneny online na fore technickej podpory konkurenta.
Jeho povodnym zdrojom je laptop Jean Jones.
Zamestnanci pracuju na rdznych miestach (home office, hotely, kaviarne), o moze

predstavovat’ zvysené riziko kybernetického utoku.

Kedy (When)

Udalost’ bola nahlasena prezidentkou spolo¢nosti, Alison Smith, 21.7.2008 14:50.
Cas zverejnenia na fore je 20.7.2008 0 23:59, tzn. subor uz bol zverejneny v &ase, ked’
bola udalost’ nahlasena.

Jean Jones Uidajne vytvorila tabul’ku v ramci pripravy na investi¢né kolo — tzn. v

nedavnej minulosti, pravdepodobne v priebehu niekol’kych dni.

Co (What)

Doéverny stbor s idajmi o zamestnancoch bol verejne zverejneny ako priloha na fore
konkurencie.

Subor pochadza z laptopu financénej riaditel’ky, na ktory ma pristup len obmedzeny
pocet l'udi.

Obe hlavné zucastnené osoby (Jean a Alison) poskytli protichodné vypovede.



Preco (Why)

e Interny konflikt, napr. medzi Jean a Alison.

e Pokus o diskreditaciu spolo¢nosti pocas kl'aicového financovania (v hodnote 10 mil.
USD).

e Nedbanlivost pri zaobchadzani s datami — mozné nechcené zverejnenie.

e Zamerné uniknutie idajov bud’ z vnutra spoloc¢nosti, alebo externym aktérom.
Ako (How)

e Zachytenie dat pri prenose (ak bol odoslany z nezabezpecenej siete).

e Ziskany cez phishing, malware alebo fyzicky pristup.

e Nahraty omylom na verejné forum (napr. zmitenie diskusného vldkna s e-mailovou
prilohou).

e Preposlany tretim subjektom bez vedomia Jean.
Ciele vySetrovania

e Overit pdvod siiboru a manipulaciu s nim (otvorenie, Gipravy, zdiel'anie).

e (QOdhalit’ sposob uniku dokument z laptopu Jean na webovu stranku konkurenta.
o Zistit, kedy prislo k uniku inform4cii.

e Opverit tvrdenia Jean Jones a Alison Smith.

e Zistit), ¢i doSlo k imyselnému alebo netimyselnému tniku informacii.
Hypotézy

1. Jean Jones skutocne vytvorila sibor na zdklade pokynu Alison Smith a poslala jej ho

e-mailom.

e Potvrdend: Ak sa ndjde e-mail s prilohou a metatdaje potvrdia vytvorenie suboru

Jean.

e Vyvratena: Ak sa e-mail nendjde alebo ma stbor iného autora.

2. Jean Jones subor vytvorila, ale omylom ho zdiel'ala na fére (napr. zamenou s inym

siborom).

e Potvrdend: Ak existuju dokazy o tom, ze sa Jean prihlasovala na forum alebo mala

zaznam o nahrati suboru.



9]

Jean Jones subor vytvorila, ale niekto iny mal pristup k jej laptopu alebo e-mailu a

zverejnil ho.

e Potvrdend: Ak sa najde dokaz o neopravnenom pristupe (malware, vzdialené

pripojenie).
Subor zverejnil iny interny zamestnanec s pristupom k dokumentu.
e Potvrdend: Ak metaudaje alebo logy ukazu pristup iného pouzivatel’a.

Externy utocnik ziskal sibor cez zranitel'nost’ systému (napr. nezabezpecené Wi-Fi,

phishing).

e Potvrdend: Ak sa ndjde dokaz kompromitacie systému (napr. logy utoku,

podozrivy softveér).
Subor nikdy nebol odoslany Alison Smith a jej tvrdenie je pravdivé.

e Potvrdena: Ziadna e-mailova komunikacia o tabul’ke sa nenasla, Jean ma stbor len

lokalne.
Alison Smith klame a snazi sa popriet’ svoju ucast, aby sa chranila.

e Potvrdend: Ak sa najde e-mail s prilohou a Ziadost'ou z jej strany, alebo dokaz, ze

ho ¢itala.

10



3. Zber

Laptop Jean Jones bol zaisteny po zaznamenani tdajov z neho na mieste ¢inu. Pevny disk
a operacna pamit’ laptopu Jean Jones bol naklonované v stlade s firemnou politikou. Bolo
zabezpecené dobrovol'né odovzdanie dokazov, siihlas a pristup k pocitacu bol poskytnuty

bez porusenia prava na sukromie podozrivej osoby.
Zaistené digitalne zariadenie

1. Pracovny laptop Jean Jones

czp OO () g

Obrazok 1 Pracovny laptop Jean Jones

e Model: Dell Latitude D630
e Operacny systém: Windows XP Service Pack

e Procesor:

e Model: Intel Core 2 Duo
e Frekvencia: 1.8 GHz
e Architektura: Intel x86

RAM:

e Typ: DDR2 SDRAM
11



e Kapacita: 4 GB

e Frekvencia: 667 MHz
e Ulozisko:

e Typ:2.5" SATAHDD

e Kapacita: 160 GB
e Rychlost otacok: Zvycajne 5400 RPM

e Vlastnosti uloziska:
e Zivotnost: Priblizne 3—5 rokov bezného pouZivania
e Rychlost ¢itania/zapisu:
e (itanie: cca 40-60 MB/s
e Zapis: cca 30-50 MB/s
e Pristupova doba: 12—15 ms
Zaistené potencialne digitalne stopy

1. Obraz pamite RAM vo formate RAW

e MDS5 Hash: D9IB1A9868C6BFSEC7F26D9C5D82AD32B

e SHA-1 Hash: F18883E34ECFCD67907E9B56EBSF3A6020F6C6BF

e Jedna hlavnd ajedna pracovna kopia pamite RAM boli vytvorené v softvéri
Magnet RAM Capture (v1.2.0). Hlavnad kopia bola ulozena na USB disku.

Pracovna kopia sa pouzila na ucely vySetrovania po potvrdeni zhody hashov.
2. Obraz pevného disku vo formate EnCase

e MDS5 Hash: 78a52b5bac784e711607707ac0e3193

e SHA-1 Hash: ba7dc57e08bb6e3393aeel Sc713ae04feadcdl81

e Jedna hlavna a jedna pracovna kopia disku boli vytvorené v softvéri Exterro FTK
Imager (v4.7.3.81). Hlavna kopia bola uloZzena na SSD s HW Sifrovanim. Pracovna

kopia sa pouzila na ucely vysetrovania po potvrdeni zhody hashov.
Nastroje pouzité pre zber potencialnych digitalnych dokazov

e Magnet RAM Capture v1.2.0 — zachytenie operacnej pamite

e Exterro FTK Imager v4.7.3.81 — vytvorenie forenzného obrazu disku

12



Postup zberu potencialnych digitalnych dokazov
1. Laptop Jean Jones
Charakter zaistovania: Zivé zaistovanie
1.1 Priprava pred zaistenim

e Overenie opravnenia na zaistenie zariadenia.
e Pouzitie pisomného protokolu o zaisteni zariadenia.
e Pripravenie zabezpeceného pracovného prostredia (fyzicky aj digitalne).
e Oboznamenie sa so Specifikom pripadu — zariadenie je zapnuté, vyzaduje sa
zivé zaist'ovanie.
1.2 Zaistenie zariadenia

A. Zachytenie operacnej paméte (volatile memory)

e Pripojenie Cistého USB so spustenym nastrojom Magnet RAM Capture.
e Vytvorenie obrazu operacnej pamate (format RAW).

e Hashovanie obrazu RAM hned’ po vytvoreni (MD5/SHA-1).
B. Zachytenie disku

e Spustenie Exterro FTK Imager z externého SSD.
e Vytvorenie kompletného obrazu disku.

e Overenie integrity pomocou hashov (MD5 a SHA-1).

13



Mame
Sector count

E MD5 Hash
Computed hash
Report Hash
Werify result

B SHA1 Hash
Computed hash
Report Hash
Yerify result

E Bad Blocks List
Bad block(s]) in image

Close

Obrazok 2 Hash obrazu disku
Sposob uchovania digitalnych dokazov
Zachovanie dovernosti

o Vsetky kopie (RAM a disk) st uchovavané v zabezpecenom ulozisku (zamknuta
skrinka).

e Pristup ku képiam ma iba povereny vySetrovaci tim.
Zachovanie integrity

e Kazdy subor ma hash (MDS5 a SHA-1) uloZeny samostatne.
e Zmeny su sledované — Ziadna modifikacia bez zaznamenania a autorizacie.

e Periodicka re-verifikacia hashov pocas vysetrovania.
Zachovanie dostupnosti

e Minimélne dve kopie kazdého dokazu — hlavna a pracovna.
e Kopie st uchovavané na oddelenych miestach.

e Je vedena dokumentacia o mieste uloZenia, datume, pristupe a zodpovednej osobe.

14



4. Vytazovanie
Pouzité nastroje

e Exterro FTK Imager v4.7.3.81 — ziskanie geometrie disku

e Autopsy v4.22.0 — kategorizacia udajov z obrazu disku

Geometria pevného disku

E Disk
Bl Verification Hashes
MDS5 verification hash
E Drive Geometry
Bytes per Sector

Sector Count

Obrazok 3 Geometria pevného disku
Systémové informacie

e Name: JEAN-13FBF038A3

e Program Name: Microsoft Windows XP Service Pack 3
e Processor Architecture: x86

e Temporary Files Directory: %SystemRoot%\TEMP

e Path: C:\WINDOWS

e Product ID: 55274-640-0690141-23940

e Owner: Jean User

15



Kategorizacia udajov z obrazu disku Jean Jones

-- E Data Sources

B [®| File Views
E\‘ File Types

=8 By Extensicn

il

- HML(

POF (&)

- -

= Executable

By MIME Type
application

o

audic
image
message
text
video
iy Deleted Files

- MB File Size

- Images (3441)
Videos (192)
Audio (290)
Archives (349)
Databases (62)
= Documents

1562)

Dffice (43)

Plain Text (2138)
Rich Text (0]

- M exe (1933)
- Il (9347)
N/ .bat(21)
B .omdiB)

- M .com (25)

Obrazok 4 Prehl’ad suborov

Typy suborov
podla pripony

Typ suboru

Pocet saborov

Pripony suborov

Obrazky

5441

.Jpg, Jpeg, .png, .psd, .nef, .tiff, .bmp, .tec, .tif,
.webp

Videa

192

.aaf, 3gp, .asf, .avi, .mlv, .m2v, .mdv, .mp4,
.mov, .mpeg, .mpg, .mpe, .mp4, .rm, .wmv,

.mpv, .flv, .swf

Audio

290

.aiff, .aif, .flac, .wav, .m4a, .ape, .wma, .mp2,
.mpl, .mp3, .aac, .mp4, .mdp, .mla, .m2a, .mér,

.mpa, .m3u, .mid, .midi, .ogg

16



.Zip, .rar, .7zip, .7z, .arj, .tar, .gzip, .bzip, .bzip2,

Archivy 349
.cab, jar, .cpio, .ar, .gz, .tgz, .bz2
Databazy 62 .db, .db3, .sqlite, .sqlite3
HTML 1562 .htm, .html
Office 43 .doc, .docx, .odt, .xls, .xIsx, .ppt, .pptx
Dokumenty | PDF 6 .pdf
Plain Text 2188 Axt
Rich Text 0 rtf
.exe 1933 .exe
dil 9347 dll
Spustitelné
) .bat 21 .bat
subory
.cmd 6 .cmd
.com 25 .com

Kategérie suborov urcené na analyzu

Tabul'ka 1 Typy suborov podl'a pripony

Prehl’ad, ktoré Casti v Autopsy je potrebné analyzovat’ pre kazdu digitalnu stopu:

1. Metadata uniknutého suboru

e Data Artifacts - Metadata (75 nalezov)

e Data Artifacts - Recent Documents

e File Types - Documents (najmi Office, PDF)

e Analysis Results - EXIF Metadata

2. E-mailova komunikacia

e Data Artifacts - E-Mail Messages (261 sprav)

e Data Artifacts - Communication Accounts (11 Gctov)

e Prilohy v emailoch

17




3. Historia prehliadaca a sietovej aktivity

e Data Artifacts - Web History (5339 zdznamov)
e Data Artifacts - Web Bookmarks (97)

e Data Artifacts - Web Cookies (406)

e Data Artifacts - Web Downloads (3)

e Data Artifacts - Web Search (238)

e Potrebné analyzovat’ hlavne cookies a prihlasenia na forum konkurencie
4. Aktivita pouzivatel'a

e Data Artifacts - Recent Documents (9)

e Data Artifacts - Run Programs (126 programov)

e Data Artifacts - Installed Programs (40 programov)
e Ktoré¢ subory boli naposledy spustané a otvorené

e Aké¢ programy boli pouzivané
5. USB a externé zariadenia

e Data Artifacts - USB Device Attached (14 zariadeni)

e Nazov USB zariadenia, ¢asy pripojenia a ID zariadeni
6. Prenos suborov - Cloud/FTP aplikacie

e Data Artifacts - Installed Programs (Dropbox, Google Drive, FTP klienti)
e Data Artifacts - Web History (zistit, ¢i Jean navstevovala webové rozhrania cloud

sluzieb)
7. Logy systému a bezpecnostné udalosti

e Data Artifacts - Operating System Information
e Data Artifacts - Installed Programs (ak bol instalovany RDP klient alebo iné

nastroje)
8. Kontrola podozrivej aktivity

e File Types - By Extension - Executable (.exe, .dll, .bat, .cmd)

e Data Artifacts - Run Programs

e Analysis Results - Extension Mismatch Detected (223 pripadov)
e Analysis Results - User Content Suspected (97 pripadov)

e Podozrivé .exe subory v miestach ako Temp, Startup

18



Dodato¢né poznamky:

e Deleted Files — m6Zu tam byt zmazané dokazy

e Keyword Hits —hl'adanie mien, emailov, nazvov stiborov, cloudovych sluzieb

e Web Categories — kategorizacia webov, ktoré Jean navstivila (hl'adanie navstevy

for)

Suborovy systém

Identifikovany stiborovy systém: NTFS (New Technology File System)

e typicky pre pracovné Windows laptopy

e podporuje prava, ACL, a obnovu zmazanych dat

M File System Details

Volume ID; 5

FileSystem Type: MNTFS Block Count: 2613587

Image Offset: 32256 bytes Root Metadata Entry: 5

Block Size: A0%6  hytes Last Metadata Entry: 32848

First Metadata Entry: O

Obrazok 5 Detaily suborového systému

Ret’azec starostlivosti (Chain of custody)

. Obnoveny |

Cislo: 001 Typ stiboru: | raw nie Velkost: |17.9 GB
subor:

Popis pripadu: Unik dévernych informécii

Néazov suboru:

memdump

Miesto ziskania

digitalnej stopy:

Pracovny laptop Jean Jones

Poznamky:

Zaistenie potencialnej digitalnej stopy z operacnej pamaiti

Casové peciatky
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Access:

21/07/2008
16:38:29

Modify:

Change:

Digitalny | MD5

D9B1A9868CO6BFSEC7F26D9C5D82AD32B

odtlacok
(hes) SHA1

F18883E34ECFCD67907TE9BS6EBSF3 A6020F6C6BF

Casova peciatka

Akcia vykonana s digitalnou stopou

21/07/2008 16:38:29

Vytvorenie kdpie operacnej pamati.

21/07/2008 16:53:08

Kontrola integrity obrazu overenim zhody digitalnych otlackov.

21/07/2008 16:56:25

Zaistenie ukoncéené.

Tabul’ka 2 Chain of custody: obraz RAM

Cislo:

002 Typ stboru:

EnCase

Obnoveny

subor:

nie | Velkost”:

29GB

Popis pripadu:

Unik dévernych informacii

Nazov suboru:

nps-2008-jean

Miesto ziskania

digitalnej stopy:

Pracovny laptop Jean Jones

Poznamky:

Zaistenie potencialnej digitalnej stopy z obrazu disku

Casové peciatky

Access:

21/07/2008 17:10:05

Modify:

Change:

Digitalny odtlacok (hes)

MD5 78a52b5bac78f4e711607707ac0e3193
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SHA1 |ba7dc57e08bb6e3393aeel5c713ae04feadcd181

Casova peciatka

Akcia vykonana s digitalnou stopou

21/07/2008 17:10:05

Vytvorenie dvoch kopii operaénej pamiti.

21/07/2008 17:25:10

Kontrola integrity obrazu overenim zhody digitalnych otlackov.

21/07/2008 17:28:35

Zaistenie ukoncéené.

Tabul’ka 3 Chain of custody: obraz disku
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5. Analyza

Pouzité nastroje

5.1.

snsey

e Autopsy v4.22.0 sa pouzil na analyzu obrazu disku

e HxD Editor 2.5.0.0 (x86-64) sa pouzil na analyzu obrazu opera¢nej paméte

e Exterro FTK Imager v4.7.3.81 pre doplnenie analyzy obrazu disku
e Kernel Outlook PST Viewer v20.3 pre prehliadanie PST stiboru

Pred zacatim analyzy bola overend integrita forenznych obrazov s vyuzitim hash

algoritmov — MD5 a SHA-1.

Offset(nh) 00

47AET72200 72
47AET72210 &5
47AE72220 3A
47AET72230 S3
47AET2240 43
47AET72250 22
47AET2260 41
47AET2270 73
47AET2280 72
47AET72290 4C

47AET22A0 6E 41

47AET722B0 61
47AET722C0 €5
47RET22D0 74
47AET22EQ0 €E

47AE722F0 7D 7D
47AE72300 7A 0O
47AE72310 77 77
47RE72320 6D 2
47RE72330 2F 31

47AET2340 62
47AET72350 68
47AET72360 6B
47AET72370 37
47AET72380 00
47AET72390 CO

47AET723A0 00 0O

47RET23B0 D4

47RET723C0 00 00
47RET723D0 00 00
47AET723E0 CO C

47AET23F0 C8
47AET72400 68
47AE72410 D8
47AET72420 18
47AET72430 08
47RAET2440 68
47RAET2450 D8
47AET72460 18
47AET72470 08

Offset
23223CD
6E6ES47
6E6ET11
9553BFC
B3F79DB
C75C816
EBD4395
E8D4A4D
E8D4D54

'EC53440

Analyza digitalnej stopy ¢.001

o
=
o
]
o
w
o
S
=)
n
o
o
o
3
o
@
[
e
[=
=
[=
t
=
(2]
[=
=]
[=
S ]
[=
=

Decoded text

o
"
[ 8]
rn
w
wn
w
J
w
o
J W N

39 37 m/article/570697
65 2D /1l5-signs-youve-

64 2D been-facked-and-

€5 6A 65 63 74 65 €64 4C 49 22 34 66 61 6C 73 rejectedLI":fals
2C 22 63 6F 6E 73 €5 6E 74 65 €4 41 &C 6C 22 e,"consentedAll"™
66 61 6C 73 65 2C 22 67 72 61 6E 75 €C 61 72 :false,"granular
74 61 74 75 73 22 34 7B 22 76 €5 6E €4 6F 72 Status":{"vendor
E6F 6E 73 65 6E 74 22 3A 22 4E 4F 4E 45 22 2C Consent":"NONE",
76 65 6E 64 €6F 72 4C 65 €7 49 6E 74 22 3A 22 "vendorLegInt":"
4C 4C 22 2C 22 70 75 72 70 6F 73 65 43 6F €E ALL","purposeCon
€5 6E 74 22 3A 22 4E 4F 4E 45 22 2C 22 70 75 sent":"NONE", "pu
70 6F 73 65 4C 65 €7 49 6E 74 22 3A 22 41 4C rposeLegInt":"AL
22 2C 22 70 72 65 76 69 6F 75 73 4F 70 74 49 L","previousOptl
41 6C 6C 22 3A 66 €61 6C 73 65 2C 22 €4 65 66 nAll":false,"def
75 6C 74 43 6F 6E 73 65 6E 74 22 3A 74 72 75 aultConsent”:tru
7D 2C 22 68 €1 73 43 6F €6E 73 €5 6E 74 44 €1 e},"hasConsentDa
61 22 3A 66 61 6C 73 65 2C 22 63 6F €6E 73 65 ta":false,"conse
74 65 €4 54 €F 41 6E 79 22 3A 66 61 6C 73 €5 ntedToAny":false
7D 2C 22 76 65 72 73 69 6F 6E 22 3A 31 7D 00 }},"version":1}.
)0 00 00 72 00 00 ) 68 74 74 70 73 3A 2F 2F z...r...https://

77 2E 63 73 6F €F 6E &C 69 6E 65 63 6F www.csoonline.co

]

o

¥

J

>

~J

o

a

©

o

w
oo ;O

IR i

€
€ 67 €2 €61 63 how-to-fight-bac
2E 68 74 6D 6C OA 39 35 31 33 39 33 30 37 34 k.html.951393074
39 39 37 36 30 33 39 30 36 00 00 00 Q0

00 00 00 00 00 00 00 C9 CF 20 FC 8F 9

4D 4B 15 17 8E DO 95 C9 00 00 00 8F 9B

)0 29 02 4E 56 52 4D 00 00 00 00 00 00

47 FO CA 00 00 00 00 DO 03 1F 02 81 9B

)0 00 00 00 00 00 00 AQO 84 87 FE 8F 9B

)0 00 00 00 00 00 00 CO BC 51 F4 8F 9B

Cé 71 FC 8F 9B FF FF D4 47 FO CA 00 00

SC F2 FE 8F 9B FF FF 38 84 8

8B E3 3A 05 Fg8 FF FF 00 00

FF FF FF 00 00 00 00 90 32

00 00 00 00 00 00 00 00 00 00

00 00 00 00 QO 34 05 F8

8B E3 3A 05 00 00 00

FF FF FF 00 O EE 8F 9B

00 00 00 00 © 00 00 00

00 00 00 00 O 3A 05 F8

Checksum Search (1774 hits)

Excerpt (hex)

69 67 6E 73 2D 79 6F 75 76 65 2D 62 65 65 6E 2D 68 61 63 6B 65 64 2D 61 6E 64 2D 68 6F 77 2D 74
69 67 6E 73 2D 79 6F 75 76 65 2D 62 65 65 6E 2D 68 61 63 6B 65 64 2D 61 6E 64 2D 68 6F 77 2D 74
69 67 6E 73 2D 79 6F 75 76 65 2D 62 65 65 6E 2D 68 61 63 6B 65 64 2D 61 6E 64 2D 68 6F 77 2D 74
2B 69 66 2B 69 2B 68 61 76 65 2B 62 65 65 6E 2B 68 61 63 6B 65 64 26 6F 71 3D 68 6F 77 2B 74 6F
2B 69 66 2B 69 2B 68 61 76 65 2B 62 65 65 6E 2B 68 61 63 6B 65 64 26 6F 71 3D 68 6F 77 2B 74 6F
77 2D 69 66 2D 79 6F 75 76 65 2D 62 65 65 6E 2D 68 61 63 6B 65 64 01 00 00 00 02 00 00 00 1A 00
69 67 6E 73 2D 79 6F 75 76 65 2D 62 65 65 6E 2D 68 61 63 6B 65 64 2D 61 6E 64 2D 68 6F 77 2D 74
6D 7075 74 65 72 20 68 61 73 20 62 65 65 6E 20 68 61 63 6B 65 64 2E 20 49 6E 20 74 68 65 20 65
6D 70 75 74 65 72 20 68 61 73 20 62 65 65 6E 20 68 61 63 6B 65 64 2E 20 49 6E 20 74 68 65 20 65
2B 69 66 2B 69 2B 68 61 76 65 2B 62 65 65 6E 2B 68 61 63 6B 65 64 26 6F 71 3D 68 6F 77 2B 74 6F

Obrazok 6 Obraz operacnej pamite

Excerpt (text)

igns-youve-been-hacked-and-how-t
igns-youve-been-hacked-and-how-t
igns-youve-been-hacked-and-how-t
+if+i+have+been+hackedeg=how+to
+if+i+have+been+hackedog=how+to

w-if-youve-been-hacked

igns-youve-been-hacked-and-how-t
mputer has been hacked. In the e
mputer has been hacked. In the e
+if+i+have+been+hackedog=how+to
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Zisteny nalez v obraze operacnej pamiti

V nastroji HXD bola vykonana analyza datovych zvyskov, pocas ktorej sa identifikovali texty
naznacujuce, ze Jean navstevovala webové stranky stvisiace s identifikovanim hackerskych
utokov. Na zédklade toho mozno usudzovat, ze mala podozrenie, ze sa stala obet'ou

kybernetického ttoku.
5.2. Analyza digitalnej stopy ¢.002
1. Slack priestor

e Subor: m57biz.xls-slack
e C(Cesta: /Documents and Settings/Jean/Desktop/m57biz.xls
e Velkost’: 3072 bajtov

Interpretacia: Slack obsahuje zvyskové data z klastra prideleného suboru.
2. Linky (LNK stubory) a artefakty Recent Documents
e m57biz.Ink v:

e /Recent/
e /Office/Recent/

o Velkost: ~408—468 bajtov
e Datum: 2008-07-20 03:28:04

Interpretacia: Jean otvorila subor cez MS Excel, ¢o sposobilo ulozenie LNK stiborov

ako ,,nedavno otvorené dokumenty*.
3. Prefetch evidencia

e Subor: EXCEL.EXE-1C75F8D6.pf
e C(Cesta: /WINDOWS/Prefetch/
e Datum: 2008-07-20 03:27:50

Interpretacia: Excel bol spusteny kratko pred otvorenim suboru, ¢o podporuje

hypotézu o aktivnom pouziti dokumentu.
4. Registry a index.dat artefakty
e Subor m57biz.xls sa objavuje v:

e NTUSER.DAT (RecentDocs, AIM chat, atd’.)
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e index.dat v IE history
Interpretacia - dokument bol:

e prezerany cez Excel

e ulozeny ako priloha e-mailu
S. Unallocated fragments
e Subor bol detekovany aj v unallocated Castiach disku:

e Unalloc 56125 4328603136 6097866240
e Unalloc 56125 40448 2907565568

Interpretacia: StarSie alebo zmazané inStancie tohto suboru. Mozné su fragmenty po

odstraneni/presune.
6. Fyzicka pritomnost’ siboru ,,m57biz.xls“
Subor sa nachadzal priamo na pracovnej ploche pouzivatela Jean.

e C(Cesta: /Documents and Settings/Jean/Desktop/m57biz.xls
o Velkost: 291840 B

e Stav: Allocated (platny/pritomny subor)
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A. Obsah siboru

Hex Text File Metadata 05 Account Data Artifacts Analysis Results Context

Strings Extracted Text

Page: 1 of 1 Page

Matches on page: - of - Match

100% | B

Sheet]
M357.biz company
Mame Position
Alison Srnith President
Jean lones CFO
Prograrmers:
Bob Blackman  Apps 1
Carol Canfred Apps 2
Dave Daubert Q&A
Ernrmy Arlington Entry Level
Marketing
Gina Tangers Creative 1
Harris Jenkins G&C
BizDev
Indy Counterching
Annual Salaries
Benefits 30%
Total Salaries + Benefits
Monthly burn

BUCELG

Salary
§140,000
§120,000

90,000
110,000
67,000

57,000

80,000
105,000

Cutreach

$302,700

Obrazok 7 Obsah suboru

55M (for background check)

103-44-3134
432-34-6432

493-46-3329
894-33-4560
331-95-1020
404-93-4079

930-97-33N
437-33-5532

240,000
§1,009,000

§1,311,700
$109,308.33

123-43-6739

e Subor obsahuje osobné udaje zamestnancov (mena, platy, pozicie a SSN — ide

jednoznacne o citlivé data).

Interpretacia: Podpora hypotézy, ze dokument mohol byt pozadovany pre

investorov — ako tvrdi Jean.

B. Povod suboru

Content-Type: application/vnd.ms-excel
A-TIKA:Parsed-By: org.apachetika.parser.DefaultParser

dacreator: Alison Smith

dcterms:created: 2008-06-12T15:13:512
dcterms:modified: 2002-07-20T01:28:03Z
extended-properties:Application: Microsoft Excel
extended-properties:Company: M37.BIZ
extended-properties: TotalTime: 0
meta:last-author: Jean User

K-TIKA:Parsed-By-Full-5et: org.apache.tika.parser.DefaultParser

Obrazok 8 Vnutorné metadata suboru
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El NTFS Information
MFT Record Mumber
Date Changed (MFT)
Resident
Offline
Sparse
Temporary
Cwner 510

Cwner Mame

Group 51D

Group Mame

Filenarme Date Created (MFT)
Filename Date Modified (MFT)
Filename Date Accessed (MFT)
Filename Date Changed (MFT)
Filename File Size (MFT)
Filename Physical Size (MFT)
IMD Entry Filename

IMNDX Entry File Size

INDE Entry Physical Size

Date Created Index Entry Tirne
Date Modified Index Entry Time

Date Accessed Index Entry Time
Date Changed Index Entry Time

Obrazok 9 NTFS informécie siiboru

e Autor dokumentu podla vnutornych metadat suboru: Alison Smith
e Posledny editor podl'a vnitornych metadat siboru: Jean User

e Vlastnik siboru na disku podl'a NTFS informacii: Jean



C. Casové udaje

Hex Text File Metadata 0S Account Data Artifacts Analysis Results Context  Annotatiol
Metadata
Marne: fimg_case-jean.001/vol_vol2/Documents and Settings/Jean/Desktop/m37hiz.xls
Type: File System
MIME Type: application/vnd.ms-excel
Size: 291840

File Mame Allocation: Allocated

Metadata Allocation: Allocated

Modified: 2008-07-20 03:28:03 CEST

Accessed: 2008-07-20 03:22:03 CEST

Created: 2008-07-20 03:28:03 CEST

Changed: 2008-07-20 03:28:04 CEST

MD3: e23adeb7f2562f5388c0dcalb2balsl

SHA-256: 34456b5F714dc9d8dd23c742d534c3f5f582echb042bo c4d3042b8B203 863 TTIH
Hash Lookup Results: UNKMNOWM

Internal [D: 4014

From The Sleuth Kit istat Tool:
MFT Entry Header Values:

Entry: 32712 Sequence: 2

SLogFile Sequence Number: 172434688
Allocated File

Links: 1

$5TANDARD INFOEMATION Attribute Values:

Flags: Lrchiwve

Owner ID: 0

Security ID: 1067 (5-1-5-21-484763869-796545957-839522115-1004)
Created: 2008-07-20 03:28:03.656250000 (CES)

File

Modified: 2008-07-20 03:28:03.953125000 (CES)

MFT Modified: 2008-07-20 03:28:04.048875000 (CES)
Accessed: 2008-07-20 03:28:03.953125000 (CES)

Obrazok 10 Metadata suborového systému

Vytvorenie (vnutorné metadata): 2008-06-12T15:13:51Z (UTC) — zrejme
vytvorené Alison.

Vytvorenie (siborové metadata) je o 38 dni neskor nez dokumentové created -
typické pre kopirovanie.

V stiborovych metadatach je Changed len 1s po Created - normalne pri
kopirovani na disk, kde systém zapisuje nové vlastnosti (napr. atributy stiboru).
Poslednd Uprava v suborovych metadatach: 2008-07-20 01:28:03Z (o
zodpoveda priblizne 03:28 CEST v NTFS).
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e Vsetky NTFS casové peciatky su takmer identické: stibor bol vytvoreny,

otvoreny a ulozeny v rovnakom ¢ase — tzn. kratkodobu interakciu.

Pozn.: Datumy upravy a datumy suborového systéemu su s rozdielom 2 hodin,

pretoze vnutorné metaddta su ulozené v UTC (Z znamend Zulu time = UTC) a

suborovy systéem ukazuje lokalny cas (CEST = Central European Summer Time,

teda UTC+2).

Interpretacia: Cas vytvorenia dokumentu a jeho posledné uloZené Gasy st od seba dva

mesiace, €o je

nezvycajné. Subor obsahuje Alison Smith ako autora stboru. To

naznacuje, ze Alison vytvorila sibor pred dvoma mesiacmi.

7. Subor vo vnitri outlook.pst

Metadata

Mame:

Type:

MIME Type:

Size:

File Mame Allocation:
Metadata Allocation:
Maodified:

Accessed:

Created:

Changed:

MD35:

SHA-256:

Hash Lookup Results:

Internal |D:

fimg_case-jean.001/vol_vol2/Documents and Settings/Jean/Local Settings/Application
Data/Microsoft/Outlock/outlock.pst/m57biz.xls

Derved

application/vnd.ms-excel

291840

Allocated

Allocated

2008-07-20 03:28:03 CEST
0000-00-00 00:00:00

2008-07-20 03:28:03 CEST
0000-00-00 (0:00:00
ed3adebTf2562f53e88c0d calbbal 53

34456b5f714d c9d3dd23c742d534c3f5f582echid2bol c4d 3042382053863 779f

UNEMCOWN
63207

Obrazok 11 Metadata stiborového systému

e (esta: /Documents and Settings/Jean/Local Settings/Application Data/Microsoft/

Outlook/outlook.pst/m57biz.xls

e Velkost’: 291840 bajtov
e Datum: 2008-07-20 03:28:03 CEST v NTFS

e Subor ma rovnaky hash ako subor na ploche, ¢o potvrdzuje identickt kopiu
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A. VyhPadanie e-mailovej komunikacie obsahujucu subor ,,m57biz.xls“ ako

prilohu

From: Jean User <jean@m57/.biz>
T alison@m57.biz
CC:

Subject: RE: Please send me the information now

Text Attachrents (1) Accounts

|'ve attached the information that you have requested to this email message.

----- Original Message-----

From: alison@m37.biz [mailtortuckgeorge@gmail.com]
Sent: Sunday, July 20, 2008 2:23 AM

T:jean@mﬁ?.biz

Subject: Please send me the information now

Hi, Jean.

I'm sorry to bother you, but | really need that infermation now --- this YC guy is being very insistent.
Can you please reply to this email with the information | requested --- the names, salaries, and
social security numbers (35Ms) of all cur current employees and intended hires?

Thanks.

Alison

Obrazok 12 Email s prilohou

From: Jean User <jean@m57.biz>
To: alison@m57.biz
cC:

Subject: RE: Please send me the information now

Text Attachments (1) Accounts

Table  Thumbnail

Location Size Mime type

“-/ fimg_case-jean.001/vol_vol2/Documents and Settings/Jean/Local Settings/Application Data/Microsoft/Outlook/outlock pst/m37bizxls 291840 application/vnd.ms-excel

Obrazok 13 Priloha e-mailu

e Jean prisiel spoofnuty e-mail od neznameho uto¢nika, ktory predstieral, ze je
Alison Smith, pricom skuto¢na adresa odosielatel’a je ,,tuckgorge(@gmail.com*

e Jean poslala uto¢nikovi kompromitovany subor e-mailom.
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B. Analyza e-mailovej komunikacie medzi Jean a tuckgeorge@gmail.com

Advanced Properties View

Property Name ~ Property Tag  ~ Property Type
<FILTER: e FILTER e FILTER

PR_SENT _| REPRESENTING NAME [bc[HMZﬂﬂ‘I E E:ctended ASCII stnng
PR_RCVD_REPRESENTING_ENTRYID (00430102 Binary data
PR_RCVD_REPRESENTING_NAME x0044001E Extended ASCI| string
PR_RECEIVED_BY_SEARCH_KEY (=00510102 Binary data
PR_RCVD_REPRESENTING_SEARCH_KEY 000520102 Binary data
PR_SENT_REPRESENTING_ADDRTYPE (=0064001E Extended ASCI| string
PR_SENT_REPRESENTING_EMAIL_ADDRESS  (x0065001E Extended ASCI| string
PR_CONVERSATION_TOPIC (=0070001E Extended ASCI| string
PR_RECEIVED_BY_ADDRTYPE x0075001E Extended ASCI| string
PR_RECEIVED_BY_EMAIL_ADDRESS (=0076001E Extended ASCI| string
PR_RCVD_REPRESENTING_ADDRTYPE 0077001E Extended ASCI| string
PR_RCVD_REPRESENTING_EMAIL_ADDRESS  (x0078001E Extended ASCI| string

Unicode Tut Pre

Hi. Jean.

I'm somy ta bother you, but | really need that information now - this YC guy iz being very insistent.
Can you please reply ta this email with the information | requested - the names, salaries, and
zocial zecurity numbers [SSMz) of all our current employess and intended hires?

+ Data
L2 <FILTER>
alison@m57 biz
00 00000081 2B1FA4BEA3 101590 GECODD 01 OF 54 (C
Jean User
53 4D 54503A4A 4541 4E 404D 3537 2E 424354 00
53 4D 54 50 3A 4A 45 41 4E 40 4D 3537 2E 42 43 5A 00
SMTP
tuckgorge@gmail.com
“Please send me the information now
SMTP
jgan@m57 biz
SMTP
jgan@m57 biz

Obrazok 14 Informacie o odosielatel’'ovi e-mailu

e Meno odosielatel'a e-mailu je Alison Smith, ale e-mailova adresa odosielatel'a

Thariks.
Alizon
je ,,tuckgorge@gmail.com

Property Name ~ Property Tag ~ Property Type

<FILTER: P <FILTER: P <FILTER:
PR_TRANSPORT_MESSAGE_HEADERS (x007D0O01E Extended ASCII string
PR_SENDER_ENTRYID (x0C150102 Binary data
PR_SENDER_NAME &OC1ADDTE Extended ASCII string
PR_SENDER_SEARCH_KEY x0C1D0102 Binary data
PR_SENDER_ADDRTYPE &0C1EDDTE Extended ASCII string
PR_SENDER_EMAIL_ADDRESS OC1FO0E Extended ASCII string
PR_DISPLAY_TO x0ED4001E Extended ASCII string
PR_MESSAGE_FLAGS (0E070003 Integer 32-bit signed
PR_MESSAGE_SIZE (x0E080003 Integer 32+bit signed
FPR_BODY (< 1000001E Extended ASCII string
PR_INTERNET_MESSAGE_ID (x1035001E Extended ASCII string
PR_INTERNET_RETLRN_PATH (x1046001E Extended ASCII string
PR_ICON_INDEX (= 10800003 Integer 32-bit signed
PR_LAST_VERB_EXECUTED 10810003 Integer 32-bit signed
PR_LAST_VERB_EXECUTION_TIME (10820040 Windows Filetime (64-bit)
PR_CREATION_TIME (30070040 Windows Filetime (64-bit)
PR | AST MANIFICATION TIMF The AMIRINAN Windrwe Filetime (RAhit)

Return-Path: <simsong{@sy. dreamhostps.com:

FAnginal-T o [eani@may bz

Drelivered-To: x27E9967 @epunkymail-m=2. 0. dreamhost com

Fieceived: from smarty. dreamhost. com [zd-green-bigip-66. dreamhost. com [208. 97132 B8]
by spunkymail-m=2. g.dreamhbost. com [Paostfis] with ESMTP id 2D1DC7278E
for <jean(@mS7.bizx Sat, 19 Jul 2008 18:22:45 -0700 [FDT)

Fieceived: from wy.dreamhostps. com [apache2-sy. . dreambostps. com [208 97.188.9]
by zmarty. dizamhost. com [Postfis] with ESMTP id 138ESEE221
for <jean(@mS7.bizx Sat, 19 Jul 2008 18:22:45 -0700 [FDT)

Received: by sy dreamhostps com [Postfi, from userid 558838)
id 177343B10A8; Sat, 19.Jul 2008 18:22:45 -0700 (PDT)

To: jeanizm57. biz

From: tuckgorge@gmail. com [slison@mb?. biz

subject Flease send me the information now

Meszage-ld: <20080720012245.1773438 1 DABEY. dreamhostps. coms

Drate: Sat, 19 Jul 2008 18:22:45 -0700 [FDT)

~ Data

P <FILTER:

Retum-Path: <simsong@xy.dreamhostps.com> X-Lriginal-To: jean@
00 000DO00812B1FA4BEA3I 101950 6EODDD 01 OF 54 02
alison@m57 biz
53 4D 5450 3A 54554348 474F 524745404740 41454C:
SMTP
tuckgorge @gmail.com

Tean@mbibz
1
2278
Hi, Jean. I'm somy to bother you, but | really need that information r
<20080720012245.177343B1DAB@xy dreamhostps.com>
simsong@xy dreamhostps .com
261
103
20/07/2008 03:28:00
20/07/2008 03:26:11
2007 /AR N-2R-47

Obrazok 15 PR_ TRANSPORT MESSAGE HEADERS

e Navratova adresa je ,,simsong@xy.dreamhostps.com*

30


mailto:tuckgeorge@gmail.com

Advanced Properties View

RE: Please send me the information now
lean User<jean@m57.biz>

To:  alison@m5Y. biz<tuckgorge@gmail.com>
Attachments:  B=] m57bizxls | attachedFile.txt

I've attached the information that vou have requested to this email message.

From: alison@m57 biz [mailto-uckgorge@ gmail com)|
Sent Sunday, July 20, 2008 2-23 AM

To: jean@m57 biz

Subject: Please send me the information now

Hi, Jean.

I'm sorry to bother vou, but I really need that information now --- this VC guy is being very insistent.
Can vou please reply to this email with the information [ requested --- the names, salaries, and
social security numbers (S5Ns) of all our current emplovees and intended hires?

Thanks.

Alison

Obrazok 16 Odoslanie kompromitovaného suboru

e Jean odoslala kompromitovany subor, ktory iSiel v skutoCnosti na adresu

»tuckgorge@gmail.com

Property Name ~+ Property Tag + Property Type « Data

<FILTER P <FILTER: P <FILTER: P <FILTER:

PR_DISPLAY_TO x0EQ4001E Extended ASCI| string alison@m57 biz

PR_MESSAGE_FLAGS xDEQ70003 Integer 32-bit signed 17

PR_MESSAGE_SIZE xDE0B0003 Integer 32-bit signed 257082

PR_SENTMAIL_ENTRYID ODEQAD102Z Binary data 00 DD 0000 3187F3415D E6DD 44 ADAD 1C 7978 81 556C C2 80 00 00
FR_BODY O« 1000001E Extended ASCI| string I've attached the information that you have requested to this email message. —Origir
PR_INTERNET_MESSAGE_ID 0x1035001E Extended ASCII string <NNEEKAKACNPOIIMAAIIKIECBCAAA jean @m57 biz>»
PR_IN_REPLY_TO_ID 0x1042001E Extended ASCII string <20080720012245.17734381DAB@xy dreamhostps.com:>

PR_ICON_INDEX. 0«10800003 Integer 32-bit signed -1

PR_CREATION_TIME 30070040 Windows Flletime (64-bit) 20/07/2008 03:26:17

PR_LAST_MODIFICATION_TIME (30080040 Windows Filetime (B4-bit) 20/07/2008 03:28:47

Obrazok 17 PR_IN_REPLY TO ID

e Adresa tuckgorge@hotmail.com pochadzala z domény xy.dreamhostps.com
5.3. Casova os udalosti

Casovée peciatky mozu byt’ doleZitymi dokazmi na preukdzanie spojenia medzi obvinenym,

pocitacom a trestnym ¢inom, na ktory bol pouzity. Napriek tomu existuji obmedzenia
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tykajace sa Casovych a datumovych peciatok - si obmedzené na urcité casové pasmo

a ovplyvnené presnost’ou vnutornych hodin pocitaca, ktoré sa daja 'ahko upravit’.

Nizsie uvedené casové peciatky a udalosti boli vyplyvaji z dokazov a koreluju s Jeaninym

miestnym &asovym pasmom. Udaje neboli sfaliované - kontrolné suéty suboru sa zhoduju.
1. Sobota 19.7.2008 16:39:57 (PDT)

Jean dostala e-mail s adresou spiato¢nej adresy simsong@xy.dreamhostps.com so

ziadost’'ou o doverné firemné informacie

L} 5 e Viey
Property Name ~ Property Tag  ~ Propery Type « Data
<FILTER: B <FILTER: LB <FILTER: B <FILTER:
FH_UISFLAT_IU UKUEUSUU | E EXIENAEd AL STING |E@ni@mo/ DIz
PR_MESSAGE_FLAGS (x0ED70003 Integer 32-bit signed 1
PR_MESSAGE_SIZE (x0E0B0003 Integer 32-bit signed 2378
PR_BODY 0= 1000001E Extended ASCI string Jean, One of the potential investors that I've been dealing with hz
PR_INTERNET_MESSAGE_ID (x1035001E Extended ASCll string <20080719233957 64C683B1DAE@xy dreamhostps.com:
PR_INTERNET _RETURMN_PATH < 1046001E Extended ASCI string simsong @xy dreamhostps.com
PR_ICON_INDEX (10800003 Integer 32-bit signed 261
PR_LAST_VERB_EXECUTED (10810003 Integer 32-bit signed 103
PR_LAST_VERB_EXECUTION_TIME (10820040 Windows Filetime (64-bit) 20/07/2008 01:44:00
PR_CREATION_TIME (30070040 Windows Filetime (64-bit) 20/07/2008 01:40:36
PR_LAST_MODIFICATION_TIME (30080040 Windows Filetime (64-bit) 20/07/2008 01:44:40
4 [ prevew RS Unicode e Prevew ]
Jean,

One of the potential investors that I've been dealing with has asked me to get a background
check of our current employess. Apparently they recently had zome problems at zome ather
company they funded

Could you please put together for me a spreadsheet specifving each of our employees, their
cument salary, and their S5H7

Fleaze do not mention this to anpbody.
Tharks.

[ps: because of the sensitive nature of this, pleaze do not include the text of this email
in your meszage to me. Thanks.]

Obrazok 18 1. e-mail od 0toénika
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Advanced Properties View

Property Name ~ Property Tag ~ Propery Type ~ Data

<FILTER=> R <FILTER= P <FILTER= P <FILTER=

PR_RECEIVED_BY_NAME 0x0040001E Extended ASCIl string Jean User

PR_SENT_REPRESENTING_ENTRYID 000410102 Binary data 00 0000008128 1F A4 BEA3 101550 6E 00 DD 01 OF 5¢
PR_SENT_REPRESENTING_NAME 0042001 Extended ASCII string alison@m57 biz

PR_RCVD_REPRESENTING_ENTRYID 000430102 Binary data 00 0000008128 1F A4 BEA3 101550 6E 00 DD 01 OF 5¢
PR_RCVD_REPRESENTING_NAME x0044001E Extended ASCI| string Jean User

PR_RECEIVED_BY_SEARCH_KEY 000510102 Binary data 53 4D 54 50 3A 4A 4541 4E 40 4D 3537 2E 42 45 54 00
PR_RCVD_REPRESENTING_SEARCH_KEY 000520102 Binary data 53 4D 54 50 3A 4A 4541 4E 40 4D 35 37 2E 42 45 5A 00
PR_SENT_REPRESENTING_ADDRTYPE x0064001E Extended ASCII string SMTP

PR_SENT_REPRESENTING_EMAIL_ADDRESS  (xD065001E Extended ASCI| string alison@m57 biz

PR_CONVERSATION_TOPIC x0070001E Extended ASCII string background checks

PR_RECEIVED_BY_ADDRTYFPE 0075001E Extended ASCI| string SMTP

Unicode Tt Pr

Feturn-Path: <simzong@Esy. dreambostps. conm:

#-Original-Ta: jean@m57. biz

Delivered-To: #2789967 @spunkymail-mx8. g.dreamhost. com

Fieceived: from smarty. dreamhost. com [zd-green-bigip-81. dreambost. com [208.97.132.81])
by zpunkyrmail-mxd g dreambost com [Postfis] with ESMTP id E32634080F
for <jean(@m57.biz: ; Sat, 19 Jul 2008 16:39:57 -0700 (PO T)

Fieceived: from sy.dreamhostps. com [apacheZ-sy.wp. dreamhostps. com [208.97.188.9])
by smarty. dreamhost. com [Postfi] with ESMTP id BE408EE 230
for <jeani@m57.biz: ; Sat, 19 Jul 2008 16:3%:57 -0700 (PO T)

Fieceived: by sy dreamhostpz.com [Postfis, from uzend 558838)
id BACES3BTDAE; Sat, 19 Jul 2008 16:2%:57 -0700 (PO T)

Tor jean@m57.biz

From: alison@m5?. biz

subject: background checks

Meszage-ld: <20080719233957 F4CEA3E1DAE @xy dreamhostps coms

Drate: Sat, 19 Jul 2008 16:39:57 -0700 [FDT)

Obrazok 19 Spidtna adresa zmenana na Alison

e Predmet = background check

e (Odpoved na = alison@m57.biz, aby Alison Smith dostala odpoved’
2. Sobota 19.7.2008 16:44:00 (PDT)

Jean odpoveda na spravu o 16:39:57 slovom ,,Jasné.*

Advanced Properties View

RE: background checks

Jean User<jean@m57.biz>
To:  alison@m57. biz<alison@m57.biz=

Sure thing.

Obrazok 20 Odpoved’ Jean
3. Sobota 19.7.2008 16:50:20 (PDT)

Alison dostane neo¢akavani odpoved’ od Jean, na ktorti odosle odpoved’: ,,Co je isté?«
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LT ]  Advanced Properties View

Property Name * Propety Tag  ~ Property Type -
<FILTER: R <FILTER £ <FILTER> $e)
PR_SENDER_EMAIL_ADDRESS xOCTFOOTE Extended ASCII string

PR_DISPLAY_TO (x0OE04D01E Extended ASCII string

PR_MESSAGE_FLAGS (x0E070003 Integer 32-bit signed

PR_MESSAGE_SIZE x0E080003 Integer 32-bit signed

PR_BODY 1000001 Extended ASCII string
PR_INTERNET_MESSAGE_ID x1035001E Extended ASCII string

PR_IN_REPLY_TO_ID (1042001 Extended ASCII string
PR_INTERNET_RETURN_PATH (x1046001E Extended ASCII string

PR_CREATION_TIME (30070040 Windows Filetime (64-bit)
PR_LAST_MODIFICATION_TIME [(x30080040 Windows Filetime (64-bit)

PR GFARCH KEY M NNENTNT Blirzn: d=ta

Unicode Tut Preview

What's a "sure thing." ?

Original Meszage
Fram: Jean User [mailto:jeant@m5? biz]
Sent: Sunday, July 20, 2008 12:46 AM
Ta alisonizimG?. biz

Subject: RE: background checks

Sure thing.

Data
<FILTER:

alison@m>57 biz

Jean User

1

2336

What's a "sure thing." ? —0Original Message— From: Jean User [mailto:
<KAEEIACFIHBFDJMPKNIPKEAGCAAA alison@m57 biz>
<NNEEKAKACNPOIIMAAIKEECACAAA jean@m57 biz:

alison@m57 biz

20/07/2008 02:01:.07

20/07/2008 02:01:07
14 71,4 MG AR N2 GC A8 RA FC N2 N9 42 &0 CF &N

Obrazok 21 E-mail od Alison

[ L TS D | e P

AL L P L

MLl R LI

Unicode Tut Preview

Return-Path; <alizont@mb7 . biz:

A-Unginal-T'a: jgantsims /s biz

Delivered-To: w2¥33967 (@epunkpmail-aZ. 0. dreamhost. com

Received: from jeanl 3fbf0E383a3 [unknown [F0.134.85.172])
by zpunkymail-a2.g. dreamhost. com [Fosthis] with E

SMTPid 262C388100

for <jean@m57 biz:; Sat, 19 Jul 2008 16:50:20 -0700 (FDT)

From: "alex" < alizon@mb? biz:

To: “dean Uzer' <jgani@mb7 . biz:
Subject: RE: backaround checks
Drate: Sun, 20 Jul 2003 00:50:20 +0700

MeszageD: <KAEEIACFIHEPDJMPENIPKEAGCALA, alizoniEmb 7. biz

MIME erzion: 1.0
Content-Type: text/plain;

charzet="z0-3853-1"
Content-Tranzfer-Encoding: bt
#-Priority: 3 [Marmal]

Obrazok 22 Spitna adresa

4. Sobota, 19.7.2008 18:22:45 (PDT)

Jean dostane d’al$i e-mail so spiatocnou cestou simsong@xy.dreamhostps.com

(Obrazok 14 a Obrazok 15)

e Predmet = Prosim, posli mi informacie teraz

Odpovedat na = tuckgorge@gmail.com

S. Sobota, 19.7.2008 18:28:45 (PDT)

Jean odpoveda na spravu o 18:22:45 prilohou s ndzvom M57biz.xls, pricom tato

odpoved’ (a tabulka s firemnymi tdajmi) sa odoSle na tuckgorge@gmail.com

(Obrazok 16 a Obrazok 17)
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6. Sobota, 19.7.2008 22:03:40 (PDT)

Jean dostane poslednu spravu so spiato¢nou cestou simsong@xy.dreamhostps.com

Advanced Properties View

Thanks!

alison@m57.biz<tuckgorge@gmail.com=>
To:  jean@m57.biz

Obrazok 23 Posledny e-mail od tito¢nika

Simple 1 Advanced Properties View
Property Name ~* Propety Tag ~ FPropery Type v Data
<FILTER: L2 <FILTER> £ <FILTER> 2 <FILTER>
PR_RCVD_REPRESENTING SEARCH_KEY ~ (x00520102 Binary data 53 4D 54 50 3A 4A 45 41 4E 4D 4l
PR_SENT_REFRESENTING_ADDRTYPE (x0D064001E Extended ASCII string SMTP
PR_SENT_REFRESENTING_EMAIL_ADDRESS  (xD065001E Extended ASCII striing tuckgorge@gmail.com
PR_CONVERSATION_TOPIC (x0070001E Extended ASCII striing Thanks!
PR_RECEIVED_BY_ADDRTYFPE 0x0D075001E Extended ASCII string SMTP
PR_RECEIVED_BY_EMAIL_ADDRESS 0x0D076001E Extended ASCII striing jean@m57 biz
PR_RCVD_REPRESENTING_ADDRTYPE (x0077001E Extended ASCII striing SMTP
PR_RCVD_REFRESENTING_EMAIL_ADDRESS  (=0072001E Extended ASCII striing jean@m5 7 biz
PR_TRAMNSPORT_MESSAGE_HEADERS 0xD07D001E Extended ASCI| string Retum-Path: <simsong@xy.dreamh
PR_SENDER_ENTRYID 0x0C190102 Binary data 00 OODODOD 81 2B TFA4BEAI T
PR_SENDER_MNAME xOCTADDTE Extended ASCI| striing alison@m57 biz

LG a0 | nicode Tt Pr

Return-Path: < zimzong@uy. dreamhbostps. conms
#-Original-Te: jeani@m57.biz
Delivered-To: 22783367 @spunkymail-me2. g dreamhost. com
Feceived: from smarty. dreamhiost. com [zd-green-bigip-74. drearmhost.com [208.97 132.74])
by zpunkymail-m=2. g.dreamhozt. com [Posthix] with ESMTP id FCC4572712
for <jeani@mi7 bizx; Sat, 19 Jul 2008 22:03:40 -0700 [FDT)
Received: from sy.dreamhostps com [apacheZ-wysy.dreamhostps, com [202.97.188.9])
by smarty. dreamhost. com [Postfis] with ESMTP id 3E257EEZ36
far <jean@m57 bizx: Sat, 19 Jul 2008 22:03:40 -0700 (FDT)
Received: by sp.dreamhostps, com [Postis, from uzend SHEE38)
id 39FDO3B10AE : Sat, 1900l 2008 22:03:40 -0700 [FOT)
T jeant@m5? biz
Fram: tuckgorge@gmail. comn [alisondE@im5?. biz)
subject: Thanks!
Meszage-d: <200807 20050340, 39FD03E 1DAE &y, dreamhostps, com
Drabe: Sat, 19 Jul 2008 Z2:03:40 -0700 [FDT)

Obrazok 24 E-mail od uto¢nika

e Predmet = Dakujem!

e Odpoved na = tuckgorge@gmail.com
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5.4. Vyhodnotenie hypotéz

Hypotéza Stav Zdovodnenie
Jean vytvorila subor Subor bol vytvoreny Alison (Obrazok 8), ale Jean ho
na pokyn Alison a Zamietnuta | neposlala Alison — odpovedala na spoofnuty e-mail
poslala ho e-mailom. (Obrazok 16).
Jean subor vytvorila o L ) )
) | Neboli najden¢ dokazy o jej aktivite na fore (Adresa fora
a omylom ho Zamietnuta ) )
) nie je pre tento pripad znama)
zdiel'ala na fore.
Jean subor vytvorila,
ale niekto iny ho Zamietnutd | Stbor bol e-mailom odoslany Jean osobne (Obrazok 16).
zverejnil.
Ziadne dokazy o vnutornej manipulacii zo strany inych
zamestnancov — Jean bola prihlasena v ¢ase incidentu.
Basic Properties
Login: jean
Full Mame: lean
Address: 5-1-5-21-484763869-796845057-839522115-1004
Type:
Creation Date: 2008-05-14 07:33:08 CEST
Interny zamestnanec . ) Object ID: 2012
o Zamietnuta
zverejnil subor. L .
disk_jean Details
Last Login: 2008-07-20 02:00:41 CEST
Login Count: a0
Administrator: True
Password Settings: Password does not expire
Flag: Mormal user account
Homme Directony:  /Documents and Settings/Jean
Obrazok 25 OS 1ucet
Externy uto¢nik Spoofing cez e-mail a socidlne inZinierstvo — Jean bola
) ) ) Potvrdena ) ) )
ziskal subor cez utok. oklamana (Obrazok 12 a Obrazok 16).
Stbor nikdy nebol Ziadna d’alsia kopia e-mailu s prilohou v PST neexistuje
odoslany Alison, jej | Potvrdena | na disku Jean Jones (Obrazok 26)

tvrdenie je pravdivé.

Pozn.: Disk Alison nebol sucastou tohto scenara.
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E-Mail From

Microsoft Qutlook 2000
Microsoft Outlook 2000
Jean User <jean@m57.biz>

1000

Microsoft Qutlook 2000
Microsoft Outlook 2000
Google Alerts < googlealerts-noreply@google.com:s>
Google Alerts < googlealerts-noreply@google.com>

alex <alex@m57.biz»

Subject

N1

Welcome to Microsoft Outlook 2000!
Welcome to Microsoft Outlook 2000!
RE: Please send me the information now

00!

Welcome to Microsoft Outlook 2000!
Welcome to Microsoft Outlook 2000!
Google Alert - skin in the office
Google Alert - m57.biz

W: UFOs Ower U5, Military Sites?

Obrazok 26 E-mail s prilohou

Date Received

2008-07-10 09

2008-07-10 0
2008-07-18 05:19:43 CEST
2002-07-16 20:55:25 CEST

2008-07-20 01:32:54 CEST

Yes
Yes
Ves
Yes

Ves

~ Has Attachments

Alison klame o tom,
Ze si subor nezelala a

nedostala ho.

Zamietnuta

Neexistuji dokazy o tom, ze by Alison dokument

pozadovala alebo prijala (Obrazok 16).

Tabul’ka 4 Vyhodnotenie hypotéz
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Zaver

Digitalna forenznd analyza odhalila, Ze k Uniku dovernych udajov doSlo v dosledku
socialneho inZinierstva — Jean Jones bola oklamana spoofnutym e-mailom, ktory sa tvaril

ako internd ziadost’ od prezidentky spolo¢nosti, Alison Smith.

Na zaklade poskytnutych dokazov som dospela k zaveru, Ze neslo o interny sabotazny ¢in
ani o vedomé zverejnenie, ale o neimyselné zlyhanie jednotlivca, ktoré umoznilo externému

utocnikovi ziskat’ citlivé firemné data.
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