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1 Pripad

1.1 Opis pripadu

Zamestnanec v marketingovej agenttre odiSiel 29.3.2026 pocas obeda z kancelarie a nechal
notebook odomknuty. Kolega, ktory vedel o ulozenych osobnych fotografiach, sa posadil k
notebooku, pripojil firemny USB kl'u¢ a fotografie skopiroval. Originaly presunul do kosa, no
nestihol ho vyprazdnit. Na svojom notebooku fotografie zverejnil cez faloSny profil na
socialnej sieti s cielom poskodit’ kolegovu reputaciu. Poskodeny sa o zverejneni dozvedel od

kolegov a vo svojom notebooku nasiel vymazany priecinok s fotografiami, ktory obnovil.

1.2 Predmet vySetrovania

VySetrovanie sa zameriava na neopravnené pouzitiec notebooku poskodeného zamestnanca
marketingovej agentury a kradez jeho osobnych fotografii. Predmetom analyzy su tri zaistené
zariadenia — notebook poskodené¢ho (EVID-001), firemny Sifrovany USB kI'a¢ podozrivého
(EVID-002) a notebook podozrivého (EVID-003). KI'icovou ulohou je prepojit’ digitalne stopy

na tychto zariadeniach s konkrétnou osobou a vytvorit’ Casovy priebeh incidentu.
1.3 Ciel’ vySetrovania

Ciel'om je forenzne preukazat’, Ze podozrivy vyuzil nepritomnost’ poskodeného pocas obedovej
prestavky, neopravnene pouzil jeho notebook a skopiroval osobné fotografie na firemné
Sifrované USB zariadenie. Konkrétne vysledky, ktoré ma vySetrovanie priniest’:
o identifikdcia USB zariadenia pripojeného k notebooku poskodeného na zéklade
sériového Cisla a firemnej evidencie zariadeni,
e potvrdenie kopirovania fotografii na USB zariadenie podozrivého,
preukdzanie pritomnosti odcudzenych fotografii na notebooku a zaznamenanymi
prihlasovacimi Gdajmi k falo$nym uctom,
e potvrdenie aktivity spojenej s vytvorenim faloSného Gmail a Instagram uctu a

zverejnenim fotografii prostrednictvom analyzy RAM pamaite notebooku podozrivého.



1.4 Metoda SWH
1.4.1 WHO (Kto)
Poskodenym je zamestnanec marketingovej agentiry. Podozrivym je jeho kolega zo spolo¢ne;j

kancelarie, ktory s nim superi o vysSiu pracovnu poziciu. Je identifikovany cez firemnu

evidenciu USB zariadeni — sériové Cislo z logov notebooku patri prave jemu.
1.42 WHAT (Co)

Neopravnené pouzitie cudzieho notebooku (Tomésa Urbana), skopirovanie osobnych fotografii
na firemny Sifrovany USB kI'G¢, ich vymazanie do kosa bez vyprazdnenia a zverejnenie cez

falo$ny profil na socidlnej sieti na notebooku podozrivého (Martina Kovaca).
1.43 WHEN (Kedy)

Kradez fotografii prebehla pocas obednej prestavky poSkodeného. Zverejnenie fotografii

prebehli po skoneni pracovnej zmeny.

1.44 WHERE (Kde)

Kradez: kancelaria poskodeného.

Zverejnenie: socialna siet’ cez faloSny profil.

1.4.5 WHY (Preco)
Kariérna rivalita o vysS§iu pracovnu poziciu a snaha poskodit’ reputaciu kolegu.

1.4.6 HOW (Ako)

Vyuzitim odomknutého notebooku poskodeného, kopirovanim fotografii na vlastny firemny
Sifrovany USB kI'i¢, vymazanim originalov do koSa (bez vyprazdnenia), vytvorenim faloSného
profilu a zverejnenim fotografii poskodeného s negativnymi popismi pod prispevkom, ¢im

cielene poskodzoval reputaciu kolegu a firmy.



1.5 Odborny prispevok — DFRWS

https://dfrws.org/presentation/duck-hunt-memory-forensics-of-usb-attack-platforms

Tento ¢lanok sa zaobera tym, ako sa daju zistit’ stopy po pouziti USB zariadeni v pocitaci.
Ukazuje, ze aj po odpojeni USB klti¢a zostavajii v systéme rézne informdcie, napriklad
identifikatory zariadenia alebo zaznamy o jeho pouziti. Tieto tidaje vie forenzny analytik pouzit’
na zistenie, ¢i bolo USB pripojené a ¢o sa mohlo diat’. V praxi sa to vyuziva napriklad pri

pripadoch, ked’ niekto skopiruje data (napr. fotografie) na USB zariadenie bez povolenia.


https://dfrws.org/presentation/duck-hunt-memory-forensics-of-usb-attack-platforms

2 Hypotézy
2.1 Hypotéza 1

Pocas nepritomnosti poskodeného v priebehu obedovej prestavky doslo k neopravnenému

pouzitiu pracovného pocitaca a odcudzeniu fotografii zamestnancom.
2.1.1 Vysledok hypotézy 1 — potvrdena

Dna 29.3.2026 v priebehu obedovej prestavky bolo o 11:37:49 k notebooku poskodené¢ho
pripojené USB zariadenie so sériovym cislom 60A44C425569FD71F21A2A27&0 a odpojené
0 11:39:09 (dokaz v podkapitole 5.1.1). Na zéklade firemnej evidencie USB zariadeni bolo toto
zariadenie identifikované ako USB kIG¢ patriaci Martinovi Kovacovi (dokaz v podkapitole
5.1.2). Analyzou obrazu disku USB zariadenia bolo preukdzané, ze v case 11:38:55 — teda
medzi pripojenim a odpojenim zariadenia — doslo ku kopirovaniu priecinka s ndzvom ,,fotky"

z notebooku poskodeného (dokaz v podkapitole 5.2.1).
2.2 Hypotéza 2

Odcudzené fotografie sa nachddzaju na zariadeni podozrivého.
2.2.1 Vysledok hypotézy 2 — potvrdena

Vymazany priecinok s fotografiami bol najdeny na USB zariadeni Martina Kovaca (dokaz v
podkapitole 5.2.1). Fotografie boli nésledne objavené aj na notebooku podozrivého (EVID-
003), a to v priecinku, ktory okrem fotografii obsahoval aj dokumenty nasvedcujuce tomu, Ze
podozrivy po urcitii dobu sledoval pohyb poskodeného Tomasa Urbana pocas prestavky. V
rovnakom priecinku boli najdené aj zaznamenané prihlasovacie tdaje k faloSnému Gmail a

Instagram uctu (dokazy v podkapitole 5.3.1).
2.3 Hypotéza 3

Podozrivy zverejnil fotografie na socidlnu siet’ cez falo$ny profil.
2.3.1 Vysledok hypotézy 3 — potvrdena

Analyzou obrazu RAM pamite notebooku podozrivého bola zachytena aktivita spojena s
vytvaranim falo§ného Gmail a Instagram uctu a tvorbou prispevkov na Instagrame (dokaz v
podkapitole 5.3.2). Analyza obrazu RAM paméte notebooku poSkodené¢ho ziadnu podobnu
aktivitu s faloSnymi prihlasovacimi idajmi nepreukdzala (dokaz v podkapitole 5.1.4), ¢im bolo

vylicené, Ze by tato ¢innost’ pochddzala zo zariadenia TomaSa Urbana.



3 Zaistené zariadenia

3.1 Notebook — Tomas Urban (poSkodeny)

3.1.1 Fotografia a vlastnosti zariadenia

s o i e e e

Identifikacia zariadenia
Model ASUS Zenbook 14 UX3405CA
Procesor (CPU)

Model procesora Intel Core Ultra 7 255H (Series 2, Arrow Lake-H)

Operacéna pamit’ (RAM)
Kapacita 16 GB

UloZisko (sekundarna pamit’)

Kapacita SSD 512 GB (podl'a konfiguracie)

Uhlopriecka 14,0"

RozliSenie / pomer stran WUXGA 1920 x 1200, 16:10
Panel OLED (Lumina OLED), dotykovy
Obnovovacia frekvencia 60 Hz

Graficka karta (GPU)

Model Intel Arc Graphics (integrovand)

Konektivita a porty
USB-A IxUSB 3.2 Gen | Type-A

Operacény systém a batéria
Operacny systém Windows 11 Home / Pro

Parametre relevantné pre vySetrovanie

Rozhranie disku NVMe PCle 4.0 (nie SATA) — write-blocker musi
podporovat’ M.2/PCle

RAM (volatilna pamit’) 16 GB LPDDR5X — pri vypnutom zariadeni obsah
strateny

Secure Boot / TPM TPM 2.0, Secure Boot (UEFI)



3.1.2 Chain of custody EVID-001

3.2 USB — Martin Kovac (podozrivy)

3.2.1 Fotografia a vlastnosti zariadenia

~
v
/

Identifikacia zariadenia

Vyrobca / Model

Kingston DataTraveler 2.0 USB Device 8GB

Technické parametre
Kapacita
Typ pamate

Rozhranie / verzia USB

Konektor
LED indikator

8 GB (nominalna)
Flash (NAND)

USB 2.0 High-Speed (spatne kompatibilné s USB
3.0/3.1)

USB-A (Type-A), Standardny

Ano — svieti pri pripojeni, blika pri prenose dat

Parametre relevantné pre vysSetrovanie

Typ rozhrania

Sériové cislo

Odporuéany postup

Volatilita

USB 2.0 — write-blocker musi podporovat USB mass
storage

60A44C425569FD71F21A2A27&0 (zaznamenané v
USBSTOR registri notebooku)

Pripojit cez USB write-blocker, vytvorit .E01 obraz
(FTK Imager), overit MD5/SHA1 hash

Nie — flash pamat je nevolatilna (obsah zachovany
aj bez napajania)



3.2.2 Chain of custody
3.3 Notebook — Martin Kovac¢ (podozrivy)

3.3.1 Fotografia a vlastnosti zariadenia

d310 Mloodnes 2U2A
)

$lpil 8 nidT @ sl Istnl
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R a3i0dra

Identifikacia zariadenia
Model ASUS Zenbook 14 UX3405CA
Procesor (CPU)

Model procesora Intel Core Ultra 7 255H (Series 2, Arrow Lake-H)
Operacna pamiat’ (RAM)

Kapacita 16 GB

UloZisko (sekundédrna pamit’)

Kapacita SSD 512 GB (podl’a konfiguracie)

Uhlopriecka 14,0"

RozliSenie / pomer stran WUXGA 1920 x 1200, 16:10
Panel OLED (Lumina OLED), dotykovy
Obnovovacia frekvencia 60 Hz

Typ Integrovana (iGPU)

Konektivita a porty

USB-C / Thunderbolt 2x Thunderbolt™ 4 (40 Gbps, display + PD)

HDMI 1x HDMI 2.1 TMDS

Kapacita batérie 75 Wh

Vydrz (vyrobca) aZz ~15 hodin (video playback)

RAM (volatilna pamét’) 16 GB LPDDR5X — pri vypnutom zariadeni obsah
strateny



4 Data

e Z tohto odkazu https://cfreds-archive.nist.cov/data leakage case/data-leakage-case.html

boli stiahnuté datasety:

o Notebook poskodené¢ho: pc.EO1 (1,99GB) — vyuzity na vytvorenie obrazu disku v
Exterro FTK Imager 4.7.3.81

o Notebook podozrivého: pc.E03 (1,99GB) — vyuzity na vytvorenie obrazu disku v
Exterro FTK Imager 4.7.3.81

e USB podozrivého: vlastné data — vyuzity na vytvorenie obrazu disku v Exterro FTK Imager
4.7.3.81 a analyzu v Autopsy
e Fotografie: generované pomocou ChatGPT

o Uprava EXIF metadat fotografii: https:/metadata-editor.com

e Obrazy diskov notebookov poSkodeného a podozrivého, ktoré obsahuju logy USB, word
a textovy dokument, priecinok s fotografiami: generované pomocou Claude (Sonnet 4.6) —

vyuZité na analyzu v Autopsy (268MB)

Celkovo bolo analyzovanych na obrazu disku notebooku poskodeného (Tomésa Urbana):

Usage:
0s:
Size: 268 MB
File Types
Unknown: 1
(5,6%)
Images: 6
(33.3%)
Documents:
11 (61,1%)
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https://cfreds-archive.nist.gov/data_leakage_case/data-leakage-case.html
https://cfreds-archive.nist.gov/data_leakage_case/images/pc/cfreds_2015_data_leakage_pc.E01
https://cfreds-archive.nist.gov/data_leakage_case/images/pc/cfreds_2015_data_leakage_pc.E03
https://metadata-editor.com/

Celkovo bolo analyzovanych na obrazu disku USB podozrivého (Martina Kovaca):

Usage: Flash Drive

0s:
Size: 8 GB
File Types
Other: 1 Images: 214
(0,0%) (2,7%)
Documents:
7 (0,1%)

Unknown:
7 778 (97,2%)

Allocated Files: 7 462

Celkovo bolo analyzovanych na obrazu disku notebooku podozrivého (Martina Kovaca):

Usage:
0s:
Size: 268 MB
File Types
Unknown: 1
(5,0%)
Images: 6
(30,0%)
Documents:
13 (65,0%)




5 Zber dokazov

5.1 Notebook — Tomas Urban (poSkodeny)

5.1.1 Logy USB - Autopsy

Podl'a analyzy USB logov bolo dia 29. 3. 2026 pocas obedovej prestavky pripojené USB

zariadenie GB

60A44C425569FD71F21A2A27&0, a to v ¢ase 11:37:49, pricom odpojené bolo o 11:39:09.

Kingston DataTraveler 8 SO sériovym ¢islom

Operacny systém Windows pri pripojeni nainstaloval ovladac, ¢o naznacuje, ze toto zariadenie

bolo k danému systému pripojené prvykrat.
3 001 - Autopsy 4.22.1 - a =2
Case View Tools Window Help

Qi Keyword Search

—
Add Data Source a Images/Videos &g Communications 9 Geolocation 4=, Timeline 44 Discovery i Generate Report g Close Case BE? © - kepword lists

€ Q Listing -

/img_notebook marketing v3_usb.img/Windows/inf 3 Resulty

= Windows (5)
..... L inf@) Table  Thumbnail
1l Prefetch (7) Save Table as CSV
b System32 (4)
® File Views Name S € O Modified Time Change Time Access Time Created Time Size Flags(Dir)  Flags(Meta) IR
= File Types setupapi.dev.log 0 2026-03-29 13:39:09 SEL( )3 21:00:14 SELC  2026-03-30 13:01:37 SELC  2026-05-03 21:00:14 SEL 8725 Allocated
= By Extension
& Images (§)
& Videos (0)
& Audio 0) Hex Text File Metadata Data Artifacts  Analysis Results Annotations Other Occurrences
& Archives (0) Strings  Extracted Text
& Databases (0) »
Page: 1 of 1 Page Matches on page: - of - Match 75% ,@,@ Reset Text Source: File Text
it Documents -
& Executable << [Bxt status: SUCCESS]

s (D USB\VID_0951&PID_1566\D4120EF87A3CIR541E23F09740]

& @ By MIME Type
+-y% Deleted Files
= MB File Size

i MB 50 - 200M8 (0)

MB 200MB - 168 (0)

~- MB 1GB+ (0)
B oata Artifacts

/> Metadata (4)
-8 Operating System Inforr
Q Analysis Results
b EXIF Metadata (3)
=X Keyword Hits (1)

X Single Literal Keywor
A Single Regular Expre:
| & X Email Addresses (1)

B (\)la-2A-20-9%-
L jhorakova@r
[ uUser Content Suspected
E¢ 0S Accounts
P

5.1.2 Evidencia USB zariadeni

Na zéklade firemnej evidencie USB zariadeni poskytnutej zamestnavatel'om bolo USB so
sériovym ¢islom 60A44C425569FD71F21A2A27&0 identifikované ako zariadenie pridelené

zamestnancovi Martinovi Kovacovi.

Meno zamestnanca

Pridelené zariadenie

Sériové Cislo

Jana Bielikova

Kingston DataTraveler 8GB

B7F23190CC5D4A8E2F014B62&0

Martin Kovac

Kingston DataTraveler 8GB

60A44C425569FD71F21A2A27&0

Andrej Kral

Kingston DataTraveler 8GB

F19234DC6A0B8E57310CF2A4&0

Peter Novak

Kingston DataTraveler 8GB

AA00D987B3C14E2F19AB3301&0

Lucia Novotna

Kingston DataTraveler 8GB

9B4E270FD83C1A650E72BC34&0

Veronika Simkova

Kingston DataTraveler 8GB

8C3F00A21B7D5E94CF301A88&0

Tomas Urban

Kingston DataTraveler 8GB

D4120EF87A3C9B541E23F097&0

Katarina Vargova

Kingston DataTraveler 8GB

3E70B14A9C2D5F836E01AD50&0
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5.1.3 Autopsy

Po analyze priecinka ,,fotky* boli identifikované tri fotografie, na ktorych sa nachadza Tomas

Urban (poskodeny) a EXIF metadata sa zhoduju s EXIF metadatami fotografii Tomasa Urbana.

M EVID_001 - Autopsy 4.22.1 - a X

Case View Tools Window Help

— -
Add Data Source fl Images/Videos [ Communications ) Geolocation %=, Timeline 44, Discovery i Generate Report @ Close Case B © - Kewordlists Q- Keyword Search

€ Q Listing v

//img_notebook k Tomas_Urban.i y 5 Results

& Data Sources
= notebook_poskodeny-Tomas_Urbanimg_13¢| Table
= B notebook poskodeny-Tomas Urbanimg || Page: 10f 1 pages: Go to Page: Images: 13 Medium Thumbnails Sort | Sortedby: —
V. $Orphanfiles (0)
V- SUnalloc (1)
i
’

Thumbnail

. Desktop (4)
Downloads (4)

5 fotky (5)

- lost+found (2)

. Osobne (4)

=+l Pracovne_dokumenty (4)

-

# L Interné (4) hokejjpg pracajpg
# 1 Kampane (4)
@ File Views
+ & File Types Vimg notetrook poskodeny-Tomes Urbanmayfotiy/dovolenkeog
% Deleted Files
%~ MB File Size Hex Text Application File Metadata Analysis Results Annotations Other Occurrences
B 0ata Artifacts Item: dovolenkajpg
<> Metadata (3) Aggregate Score: Not Notable
Q Analysis Results
W EXIF Metadata (3) Analysis Result 1
~[ER uUser Content Suspected (3) e Not Notable
g TOaSg:ccounls Type: EXIF Metadata
O score Configuration:
Reports Conclusion:
Justification:

Device Make: Apple
Device Model: iPhone14
Latitude: 36.21748
Longitude: 27.57148

Analysis Result 2

M EVID_001 - Autopsy 4.22.1 - a X
Case View Tools Window Help
. —
== Add Data Source MR Images/Videos [ Communications Q) Geolocation 3=, Timeline 4 Discovery I Generate Report g Close Case B o -Kewodlists Q. Keyword Search
<« o] Listing v

im book kodeny-T Urban.img/fotk 5 Results
& Data Sources fima = i

&I notebook poskodeny-Tomas Urban.img 134 Table Thumbnai
=B notebook_poskodeny-Tomas Urbanimg || Page: 10f 1 pages: Go to Page: Images: 1-3  Medium Thumbnails ~ Sort | Sorted by:

W $Orphanfiles (0)

V' $Unalioc (1)
Desktop (4)
Downloads (4)
fotky (5)
lost+found (2)
Osobne (4)
Pracovne_dokumenty (4)

# U Interné (4) dovolenka,jpg pracajpg

-1 Kampane (4)
® File Views

s

% & File Types . i A
Jimg_r CF Tomas_Urban.i :
4y Deleted Files s T St
4+ MB File Size Hex Text Application File Metadata Analysis Results Annotations Other Occurrences
B Dota Artifacts ftem: hokeljpg
/> Metadata (3) Aggregate Score: Not Notable
&, Analysis Results
B EXIF Metadata (3) Analysis Result 1
User Content Suspected (3) S Not Notable
8 0S Accounts - EXIF Metadat
0 Togs ype: etadata
O score Configuration:
& Reports Condlusion:

Justification:

Device Make: Apple

Device Model: iPhone14

Latitude: 48.379645500054416
Longitude: 17.579924500103072

Analysis Result 2
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M EVID_001 - Autopsy 4.22.1

Case View Tools Window Help

- -—
Add Data Source a Images/Videos [ Communications 9 Geolocation g=, Timeline 44, Discovery B Generate Report g Close Case

&

& Data Sources
= notebook poskodeny-Tomas_Urban.img_13:
=& notebook_poskodeny-Tomas_Urbanimg
V- $Orphanfiles (0)
WV S$Unalloc (1)
Desktop (4)
Downloads (4)
fotky (5)
lost+found (2)
Osobne (4)
=l Pracovne_dokumenty (4)
# L Intené (4)
# L Kampane (4)

Listing
//img_notebook_poskodeny-Tomas_Urban.img/fotky
o Table Thumbnail

<

Page: 10f1

Pages:

Go to Page:

-

dovolenkajpg hokejjpg
@ File Views

+ File Types

#- % Deleted Files
+- MB File Size

Lod.

Jimg_notebook p

Tomas_Urban.i pracajpg

Hex Text Application File Metadata

Images: 1-3

Analysis Results

- a8 X
= @ ~ Keyword Lists Qc Keyword Search
-
S Resultd
Medium Thumbnails Sort Sorted by:

Annotations Other Occurrences

B Dats Artifacts
Metadata (3)
Q Analysis Results
M EXIF Metadata (3)
User Content Suspected (3)

Item: pracajpg
| Aggregate Score: Not Notable

Analysis Result 1

=g 05 Accounts Score: Not Notable
@ Tags Type: EXIF Metadata
O score Configuration:

Reports Condlusion:

Justification:

Altitude: 1450
Device Make: Apple
Device Modet: iPhone14
483777
17.5872

Latitude:
Longitude:

B Autopsy ForensicRep: x  +

O filey//C/Users/Admin/Desktop/skola%z2 Oforenzna%:20analyza/Daatsety/Notebook%®
EXIF Metadata
Report
Navigatiol Date Taken Device Manufacturer Device Model Latitude Longitude Altitude Source File
Apple iPhone14 36.21748 27.57148 fimg_notebook_poskodeny-Tomas_Urban.img/fotky/dovolenka.jpg
Case Apple iPhone14 48,3777 17.5872 145.0 fimg_notebook | y-Tomas_Urban.img/ a.jpg
=] Apple iPhone14 48,379645500054416 17.579924500103072 fimg_notebook_poskodeny-Tomas_Urban.img/f ej.jpg
Summary

5.1.4 Obraz RAM

Analyza obrazu RAM neodhalila Ziadnu aktivitu pod prihlasovacim menom ,,urban.tomas".

OA 0B OC OD Decoded text
€3 32 t (2KOMU-BCE23) .
13 co 2 ceee. OiL.. . R/0=
€2 2F & ExchangelLabs/ou=
€4 €D €9 Exchange Adminis
6F 75 70 trative Group (F
50 44 4C YDIBOHF23SPDLT) /
6E ¢ 73 cn=Recipients/cn
34 ¢ 62 =ddlé2aaéd4ab4s5l
37 € €2 582aé09%b7bbf84
€F 6D 61 7 a- 99.tomas.f
73 B 0 arkas@ucm. sk. .SI
63 éD 2 B: 199@ucm. sk.
2E 66 61 7 SMTR/" g
50 stuct Information X
S S 61 € €6 37 36 32 4 _059{
34 20 35 2D € €5 37 cf4-|
62 s3 4F 5T 64 5 o Can't find "urban.tomas”.
2D &4 4 34 2 34 30 2D
35 34 64 36 34 34 35
3A = 4F SF ¢ €3 €4 34 €6 D Pr——
39 39 2 2D 65 36 €6 Ok
€4 €3 34 ¢ €5 40 S3 l1fd%4rcammeworv_
35 &4 30 2D 64 37 34 34 20 d15d1100-d744-4b
5 2D 61 39 2D 35 31 38 34 09-8a£9-581340dé
3 Search (0 hits)
H
" | Offset Excerpt (hex) Excerpt (text)
x
Offset(h): 78F7724F5 Block(h): 78F7724F5-78FT724F9 Length(h): 5 Overwrite

Data inspector

440 pl

01110100
Int3 goto: 116
Ulnt8 goto: 116
Int16 goto: 28532
Uint16 goto: 28532
Int24 goto: 7171956
Uint24 goto: 7171956
Int32 goto: 1634561908
Uint32 goto: 1634561908
Int64 goto: d
Uint64 goto: alid
LEB128 goto: -12
ULEB128 goto: 116
AnsiChar / char8_t t
Whidal b 1 chantE s £

| Byte order

O Little endian Big endian

() Hexadecimal basis (for integral numbers)
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5.2 USB - Martin Kovac (podozrivy)
5.2.1 Autopsy

Z analyzy obrazu disku USB vyplyva, Ze sa na iom nachddzal vymazany priecinok ,,fotky*,

ktory bol vytvoreny dna 29. 3. 2026 o 11:38:55 pocas prestavky.

Case View Tools Window Help

1 Add Data Source i Images/Videos gy Communications 9 Geolocation E Timeline |/ Discovery Wi Generate Report = @@ Close Case ¥ =m® o Keyword Lists Qr Keyword Search
€« > Listing e
DataEsoces /img_D/_otky 105 Results
% n D:\ - 1 Host Table Thumbnail Summary
&Ml C:\-641 Host Save Table as CSV
B notebook
B Martin Name S C O Modified Time Change Time Access Time Created Time Size Flags(Dir) Flags(Meta)  Known  MDS Hash
W $OrphanFil % 0-WYTLA 2021-06-15 22:06:48 SELC  0000-00-00 00:00:00  2025-02-24 01:00:00 SELC ~ 2021-06-15 22:06:46 SELC 0 Unallocated  unknown 1
W Sunalloc ( ¥ 1_sy_prih 2021-01-03 18:04:48 SELC  0000-00-00 00:00:00  2021-01-03 01:00:00 SELC  2021-01-03 13:38:55 SELC 4096 ed Allocated unknowr
[ O -8 ) _creeny 2023-06-13 13:39:28 SELC  0000-00-00 00:00:00  2023-06-13 01:00:00 SELC  2023-06-13 13:39:27 SELC 0 Unallocated  Unallocated  unknowr
‘: ?::;'.v:: W _otky 2026-03-29 11:22:34 SELC 0000-00-00 00:00:00  2026-03-29 11:38:55 SELC  2026-03-29 11:38:55 SELC 0 Unallocated ~ Unallocated  unknown
-4 _ creeny
¥ _ otky
@) data
&0 man. H File Metadata N
@ Mot Metadata
- Novy Name: /img_D/_otky
F-% Nowy Type: File System
i bom MIME Type: null
i -ida Size: 0
: f : . File Name Allocation: Unallocated
6B c Metadata Allocation: Unallocated
& & C Modified: 2026-03-29 11:22:34 SELC
b e Accessed: 2026-03-29 11:38:55 SELC
&0 F Created: 2026-03-29 11:38:55 SELC
kG Changed: 0000-00-00 00:00:00
Bk H MDS: Not calculated
LN SHA-256: Not calculated
@ f N Hash Lookup Results: UNKNOWN
Gl Internal ID: 798
Ah
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5.3 Notebook — Martin Kovac (podozrivy)

5.3.1 Autopsy

Na zaklade analyzy textového dokumentu ,.kolegapozn.txt®, ktory bol ndjdeny v priecinku
,TU“, mozno usudzovat’, ze Martin Kovac¢ ur€ity ¢as sledoval beznu rutinu Tomasa Urbana
pocas prestdvok a zaroven si vopred pripravoval popisy k prispevkom na Instagram,

pravdepodobne s cielom poskodit’ jeho reputaciu vo firme.

M EVID_003 - Autopsy 4.22.1 - (=] X
Case View Tools Window Help
:ﬁ: Add Data Source ' ges/Vid ﬁ C icati 9 locatic E Timeline c; Discovery M Generate Report @ Close Case v -a © v Keyword Lists Qy Keyword Search
€ > £ Listing trv
/img_notebook_podozrivy-Martin_Kovac1.img/TU 5 Results.

& Data Sources

notebook podozrivy-Martin_ Kovactimg.1 H | T2ble  Thumbnail Sumiary

@ notebook_podozrivy-Martin_Kovac1.img Save Table as CSV
[l $OrphanFiles (0)
SUnalloc (1) Name S C O Modified Time Change Time Access Time Created Time Size Flags(Dir)

i Dokumenty (4) J. [current folder] 2026-03-30 10:52:59 SELC  2026-03-30 10:52:59 SELC  2026-03-30 10:52:59 SELC  2026-03-30 10:52:59 SELC 4096 Allocated
b Hudba (3) 4. [parent folder] 2026-03-30 10:52:59 SELC  2026-03-30 10:52:59 SELC  2026-03-30 10:52:59 SELC  2026-03-30 10:52:59 SELC 4096 Allocated
f i lost+found (2) 2026-03-29 :34 SELC  2026-03-29 16: 2026-03-29 16:39:04 SELC  2026-03-29 16:39:04 SELC 4096 Allocated

L

x

'y

Obrézky (3)

202 17:11 SELC 00:00 SELC |2026-03

:?::,:,(‘:)(4) "L TU_prihlasenie.docx 2 2026-03-29 12:45:47 SELC  2026-03-29 12:45:47 SELC  2026-03-29 00:00:00 SELC  2026-03-29 12:33:59 SELC 14168 Allocated
TU (5)

L fotky (5)
= File Views

- & File Types

£ %X Deleted Files

(& MB File Size Hex Text Application File Metadata OS Account Data Artifacts Analysis Results  Context  Annotations Other Occurrences
B 0ata Artifacts | Stings Extracted Text Translation \
Metadata (4) - = :  Fi v
€. Aalyits Rasulls Page: 10f 1 Page | Matches on page: - of - Match € & || 100% P® Reset Text Source: File Text \
- EXIF Metadata (3) 111:30 - obed
# A Keyword Hits (1) 111:30-11:50 - obeduje
[i2 user Content Suspected (3) po obede - odloZ dézu do skrinky
=4 05 Accounts 11:52-11:59 - fajéi
B Togs 112:00 - v kancelarii

? i‘:" popisy k prispevkom na Instagram:
ports Aspoft tu na kolegi je lepia nalada neZ v nasej agentire @ #realita”
Keby som mohol, tak sa sem prestahujem a na firmu tpine zabud
Usmev len na fotku... realita v tejto agentdre je Gplne ind &

METADAT/

V tom istom prieCinku bol taktieZ ndjdeny dokument ,,TU prihlasenie.docx®, ktory obsahuje

prihlasovacie tidaje k faloSnému Gmail a Instagram Gctu.

& EVID_003 - Autopsy 4.22.1 = a X
Case View Tools Window Help
— )
“4 AddData Source Bl Images/Videos g Communications @ Geolocation 5 Timeline 4| Discovery i Generate Report @ Close Case = BR" O -Kkemwodlists | Q Keyword Search
€ > O Listing <
/img_notebook_podozrivy-Martin_Kovac1img/TU 5 Results.

& Data Sources
=il notebook_podozrivy-Martin_Kovact.img.1 H: Table Thumbnail Surmmary

=@ notebook_podozrivy-Martin_Kovacl.img Save Table as CSV
/. $OrphanfFiles (0)
J. $Unalloc (1) Name S C [e] Modified Time Change Time Access Time Created Time Size Flags(Dir)
@@ Dokumenty (4) I [current folder] 2026-03-30 10:52:59 SELC  2026-03-30 10:52:59 SELC  2026-03-30 10:52:59 SELC  2026-03-30 10:52:59 SELC 4096  Allocated
i I””:"’f @ 4o . [parent folder] 2026-03-30 10:52:59 SELC  2026-03-30 10:52:59 SELC  2026-03-30 10:52:59 SELC  2026-03-30 10:52:59 SELC 4096 Allocated
lost+foun
} Obrézky (3) ) fotky 2026-03-29 11:22:34 SELC  2026-03-29 16:33:04 SELC  2026-03-29 16:39:04 SELC  2026-03-29 16:39:04 SELC 4096 Allocated
J Plocha (4) kolegapozn.txt 0 2026-03-2812:17:11 SELC  2026-03-28 12:17:11 SELC 2026-03-28 00:00:00 SELC  2026-03-25 09:38:29 SELC 395 Allocated
| Stiahnuté (4) 2026-03-29 12:45:47 SELC | 2026-03-29 12:45:47 SELC |2026-03-29 00:00:00 SELC | 2026-03-29 12:33:59 SELC | 1 cated
=-@ e
— fotky (5)
® File Views
+ %%, File Types
+ Deleted Files
i Hex Text Application File Metadata OS Account Data Arifacts its Context Annotations Other Occurrences
[+~ MB File Size
B Data Artifacts Strings  Extracted Text Tranclation
Metadata (4) Page: 1of 1Page Matches on page: - of - Match 100% £ O  Reset Text Source: File Text
Q Analysis Results i
~M EXIF Metadata (3) Vytvoreny gmail:
# A Keyword Hits (1) | prihlasenie: urban.tomas41@gmail.com
E User Content Suspected (3) Heslo: heslo41
g OS Accounts
@& Tegs Vytvoreny instagram:
@ score prihlasenie: urban.tomas41@gmail.com
L Reports | Heslo: heslo41
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V priecinku ,,TU* bol nasledne najdeny totozny priecinok s nazvom ,,fotky*, ktory obsahoval

rovnaké fotografie s identickymi siradnicami ich vyhotovenia, aké sa nachadzali aj u Tomasa

Urbana (poskodeného).

M EVID_003 - Autopsy 4.22.1 - a X
Case View Tools Window Help
I o S e E : a
#7 Add Data Source n Images/Videos ] Communications 9 Geolocation = Timeline ({‘ Discovery W Generate Report = Close Case - @ ~ Keyword Lists Qs Keyword Search
& Q Listing -
| /img_notebook_podozrivy-Martin_Kovac1.img/TU/fotky 5 Results
& Data Sources =g
= notebook_podozrivy-Martin_Kovact.img_1 H|| Table Thumbnai
=B notebook podozrivy-Martin_Kovact.img || Page: 10f1  pages: Go to Page: Images: 1-3  Medium Thumbnails Sort  Sorted by: -—-
V- $OrphanFiles (0) .
WV S$Unalloc (1)
# L. Dokumenty (4)
4 Hudba (3)
4 lost+found (2)
# L Obrézky (3)
4 Plocha (4)
). Stiahnuté (4)
=¥ e
18 fotky (5)
@ File Views .. o
& File Types hokejjpg ey
f A Jimg_notebook_podozrivy-Martin_Kovac1.img/TU/fotky/dovolenkajpg
+ % Deleted Files
- MB File Size Hex Text Application File Metadata Analysis Results Annotations Other Occurrences
Data Artifacts Item: dovolenka,jpg
/> Metadata (4) Aggregate Score: Not Notable
Q Analysis Results
W EXIF Metadata (3) Analysis Result 1
> Keyword Hits (1) Score: Not Notable
%\ single Literal Keyword Search (0) o ——
%\ Single Regular Expression Search (0) ype: . A
=X Email Addresses (1) SorlgRsinn
# N (\?)fa-zA-Z0-9%+ \-]+(\[a-zA-Z0-9%1{ | Conclusion:
B user Content Suspected (3) Justification:
28 0S Accounts Device Make: Apple
(8 Tags Device Modek: iPhone1d
O score :
Latitude: 36.21748
& Reports
Longitude:  27.57148
Analysis Result 2
M EVID_003 - Autopsy 4.22.1 - a X

Case View Tools Window Help
=0 jo S T - . a
P Add Data Source n Images/Videos ] Communications 9 Geolocation = Timeline ({‘ Discovery W Generate Report = Close Case - @ ~ Keyword Lists
€ {o] Listing
|img_notebook_podozrivy-Martin_Kovac1.img/TU/fotky
& Data Sources =g
= notebook_podozrivy-Martin_Kovact.img_1 H|| Table Thumbnai
= B notebook podozrivy-Martin_Kovact.img || Page: 10f1  pages: Go to Page: Images: 13 Medium Thumbnails Sort | Soed by —

V- $Orphanfiles (0)

V- SUnalloc (1)

J. Dokumenty (4)
J. Hudba (3)
lost+found (2)
Obrézky (3)
Plocha (4)

. Stiahnuté (4)

=% e

L fotky (5)

&

@ File Views

4 & File Types

4% Deleted Files

#- MB File Size

B 0sta Artifacts
/> Metadata (4)

Q Analysis Results
W EXIF Metadata (3)

=X\ Keyword Hits (1)
# N Single Literal Keyword Search (0)
%\ Single Regular Expression Search (0)
=X Email Addresses (1)

H X (\{7)a-2A-Z0-9%+ \-]+(\[a-zA-Z0-9%{

B user Content Suspected (3)

128 0S Accounts

B Tags

O score

& Reports

dovolenkajpg bg pracajpg
//img_notebook_podozrivy-Martin_Kovac1.img/TU/fotky/hokej.jpg
Analysis Results

Hex Text Application File Metadata Annotations  Other Occurrences

Qs Keyword Search
-

5 Results

Itern: hokejjpg
Aggregate Score: Not Notable

Analysis Result 1

Score: Not Notable
Type: EXIF Metadata
Configuration:

Conclusion:

Justification:

Device Make: Apple
Device Model: iPhone14

Latitude: 48.379645500054416
Longitude: 17.579924500103072
Analysis Result 2
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M EVID_003 - Autopsy 4.22.1 - a 5
Case View Tools Window Help

- -— -
Add Data Source a Images/Videos [ Communications 9 Geolocation g=, Timeline 44, Discovery B Generate Report g Close Case BE?  © - Keyword lists Q Keyviord Search
) £ || Usting b
//img_notebook_podozrivy-Martin_Kovac1.img/TU/fotky 5 Results

& Data Sources

&8 notebook podozrivy-Martin_Kovact.img._ 1 H|| Teble! Thumbnail

=3 notebook podozrivy-Martin_Kovact.img || Page: 1 of 1 Pages: Go to Page: Images: 1-3  Medium Thumbnails Sort  Sorted by:
V- $Orphanfiles (0) :
WV SUnalloc (1)
# 4 Dokumenty (4)
. Hudba (3)
lost+found (2)
# 1 Obrézky (3)
L Plocha (4)
4. Stiahnuté (4)
=¥ e
L fotky (5)
®
1 "'e;’i:E“T’;pes dovolenkajpg ~ hokejjpg e
Jimg_notebook_podozrivy-Martin_Kovac1.img/TU/fotky/pracajpg
+ % Deleted Files
& MB File Size Hex Text Application File Metadata Analysis Results Annotations Other Occurrences
B 0ata Artifacts e pcag
Metadata (4) Aggregate Score: Not Notable
Q Analysis Results
B EXIF Metadata (3) Analysis Result 1
= : KQV:"": HL":”‘)K o Score: Not Notable
A Single Literal Keyword Search
%\ Single Regular Expression Search (0) Wi ExlEMetadatz
=\ Email Addresses (1) Contioumion.
# N (\{7)Na-zA-Z0-9%+ \-+(\[a-2A-Z0-9%1| Condlusion:
User Content Suspected (3) Justification:
=8 0S Accounts Altitude: 145.0
[ Tags Device Make: Apple
© score g
Device Model: iPhone14
Reports
Latitude: 483777

Longitude: 17.5872

[ Autopsy Forensic Rep. x4

O file:///C:/Users/Admin/Desktop/3kola%20-%20APIN, &y S/Digitalna% Oanalyza/Daatsety/Notebook%

EXIF Metadata

Report
Navigatic Date Taken Device Manufacturer Device Model Latitude Longitude Altitude Source File
Apple iPhone14 36.21748 2757148 fimg_notebock_podozrivy-Martin_Kovac1.img/TU/fotky/dovolenka jpg
Case Apple iPhone14 48.3777 17.5872 145.0 fimg_notebook_podozrivy-Martin_Kovac1.img/TU/fotky/praca.jpg
(=] Apple iPhone14 48.379645500054416 17.579924500103072 fimg_notebook_podozrivy-Martin_Kovac1.img/TU/fotky/hokej.jpg
Summary

5.3.2 Obraz RAM

Pri analyze obrazu RAM notebooku podozrivého boli vyhl'addvanim retazca ,,vytvorenie'

identifikované stopy po vytvérani uctov v prehliadaci Opera — konkrétne Gmail a Instagram.

Data inspector

e

c4 144 »»l
73 [ einary @ bit 01110110
73 Int3 goto: 118
B Ulnt3 goto: 118
e Int16 goto: 31094
64 Uint16 goto: 31094
00 Int24 goto: 7633270
ar 7777 Uint24 goto: 7633270
g Int32 goto: 1987344758
67 ¢ Ulnt32 goto: 1987344758
65 ¢ Int64 goto: 7954890139874130294
2D Ulnts4 goto: 7954890139874130204
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snsay

x

Offsec (h)

03ESEFODO
03ESEFOEO
O3ESEFOFO
03ESEF100
0O3ESEF110
03ESEF120
03ESEF130
03ESEF140
O3ESEF1S0
03ESEF1é0
03ESEF170
O3ESEF180
03ESEF190
03ESEF1A0
0O3ESEF1BO
03ESEF1CO
03ESEF1DO
03ESEF1EOQ
03ESEF1FO
03ESEF200
O3ESEF210 &5
03ESEF220 74

73

Decoded text

26073065..C5"...
...https://help.
instagram.com/18
2492381886913/?h
elpref=hc_fnav..
2§!..c..hteps://
help.instagram.c
om/1559405345687
53/..n$ ...[..ht
tps://www.google
.com/search?clie
nt=operatg=insta
gram+frytvorenid

uctuésourceid=oj

erasie=UTF-8soe=
UTF-8.865....1..
https://myaccoun
t.google.com/acc
ounts/SetOSID?au
thuser=2gcontinu
e=https://accoun
ts.youtube.com/a

3D

I ww
“ oo

Data inspector

[ aarn
E 3 bit 01110110
Int8 goto: 118
Uint3 goto; 118
Int16 goto: 31094
Ulnt16 gote:; 31094
Int24 goto: 7633270
Uint24 goto: 7633270
Int32 goto: 1987344758
Uint32 goto: 1987344758
Int64 goto: 7954890139874130294
Uint64 goto: 7954890139874130294
LEB128 goto: -10
ULEB128 goto: 118
AnsiChar / char8_t v
Mdaf e £ ohactE -
Byte order
O Little endian (O Big endian

O3E9EF230 63 €3 2 ccounts/SetSID?s R ~ .
03ESEF240 73 64 €3 25 33 44 31 2 sdc¥3D1%26s1dcy3 (0 Hexadecimal basis (for integral numbers)
Checksum Search (446 hits)
Offset Excerpt (hex) Excerpt (text)
3A942F1A 6E C3 A9 3A 20 25 73 00 5A 6C 79 68 61 6C 6F 20 76 79 74 76 6F 72 65 6E 69 65 20 6F 62 6A 65 68 nA®: %s.Zlyhalo vytvorenie objek
3C394433 617C 7072 656A 5AS7C736965C5A57C 76797476 6F 72 65 6E 69 65 20 73 69 65 74 65 a|prejsLAlsiel Alvytvorenie siete l
7 5 T = —

Offset(h): 3E9EF195

6478 3B 76 69 72 74 20 64 69 73 6B 00 00 00 00 56 79 74 76 6F 72 65 6E 69 65 20 76 69 72 74 75
637475726543 616D 65726126 26 4E 6120 76 79 74 76 6F 72 65 6E 69 65 20 6F 62 72 C3 Al
416374697669 74794C 697374 1194 24 8E 76 79 74 76 6F 72 65 6E 69 65 20 61 6C 65 62 6F
746976697479 4C 69 73 74 OF AD 24 8E 6F 20 76 79 74 76 6F 72 65 6E 69 65 20 61 6C 65 62 6F
AC 24 8E 70 6F C5 BE 69 61 64 61 6C 69 20 6F 20 76 79 74 76 6F 72 65 6E 69 65 20 61 6C 65 62 6F

Block(h): 3E9EF195-3E9EF19E Length(h): A

3g=instag ry
devirt disk....Vytvorenie vitu
ctureCamera&Na  vytvorenie obrA”
Activitylist.”$Zvytvorenie alebo
tivityList. $Zo vytvorenie alebo
~$Zpolliadali o vytvorenie alebo

Overwrite

Vyhladdvanim retazca ,,tomas" boli v RAM zachytené prihlasovacie tdaje k faloSnému

instagramovému  profilu:

e-mail

urban.tomas41@gmail.com a prihlasovacie

meno

urban.tomas41. Z tohto profilu bolo zverejnenych niekol’ko prispevkov.

synsay

Offset(h) 00

746363370 33
746363380 76
746363390 34
7463633A0 45
746363380
7463633C0
7463633D0
7463633E0
7463633F0
746363400
746363410
746363420
746363430
74€363440
746363450
746363460
746363470
746363480
746363490
7463634R0
7463634B0
7463634C0
7463634D0
7463634E0

Checksum

Offset

7413DEST5

T46360F6E

74636144A
46361874

01 02 03 04
31 32
€9 73
33 31
78 74

oD

Decoded text

312ECEF43\",\"xe
visionId\":\"200
4318071\",\"file
Extension\":\".d
ocx\"}, \"element
s\": [{\"texc\":\
"Vytvoreny insta
gram: prihlaseni
e:

urban.f
Fmads1 egmail.co
m \",\"textUnit\
":4}],\"subType\
":0}}","Correlat
ionVector™:"FYO3
Tt7goEyI1iGE1vF4
gw.2232.5"}]%...

Search (1280 hits)

Excerpt (hex)

6167 72 61 6D 2E 63 6F 6D 2F 7572 62 61 6E 2E 74 6F 6D 61 73 3431 2F 1ASB 687474 70 73 3A
2020 20 20 20 20 20 20 20 20 75 72 62 61 6E 2E 74 6F 6D 61 73 34 31 20 40 67 6D 61 69 6C 2 63
20 20 20 20 20 20 20 20 20 20 75 72 62 61 6E 2E 74 6F 6D 61 73 34 31 20 40 67 6D 61 69 6C 2E 63

Data inspector
1440 »l

01110100
gote: 116
gote: 116
nt16 goto: 28532
Ulnt16 goto: 28532
Int24 gote: TIT1956
Ulnt24 goto: 7171956
Int32 goto: 1634561908
Uint32 goto: 1634561908
Int64 goto: Invalid
Uints4 goto: Invalid
LEB128 goto: -12
ULEB128 goto: 116
AnsiChar / char8_t t
I MGdal e [ chaclh £
Byte order
© Little endian O Big endian

() Hexadecimal basis (for integral numbers)

Excerpt (text)

agram.com/urban.tomas41/.[https:
urban.tomasd1 @gmail.c
urban.tomasd1 @gmail.c

20 6261 74 6F 6D 61 73 34 31 20 40 67 6D 61 69 6C 2E 63

T4636342F
74636369
746363B1A
746365888

0;;d(h): T74636342F

2020 20 20 20 20 20 20 20 20 75 72 62 61 6E 2E 74 6F 6D 61 73 34 31 20 40 67 6D 61 69 6C 2E 63
2020 20 20 20 20 20 20 20 20 75 72 62 61 6E 2E 74 6F 6D 61 73 34 31 20 40 67 6D 61 69 6C 2E 63
2020 20 20 20 20 20 20 20 20 75 72 62 61 6E 2E 74 6F 6D 61 73 34 31 20 40 67 6D 61 69 6C 2E 63
2020 20 20 20 20 20 20 20 20 75 72 62 61 6 2E 74 6F 6D 61 73 34 31 20 40 67 6D 61 69 6C 2E 63

Block(h): 74636342F-746363433 Length(h): 5
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urban.tomasd1 @gmail.c

urban.tomas41 @gmail.c |
.c

urban.tomasd1 @gmail

Overwrite



Offset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text Data inspector
7C3243400 €8 €F €9 €3 €5 22 09 49 6E 73 74 €1 €7 72 61 €D hoice".Instagram I‘ ‘ ' ’I
7C3243410 30 00 40 C7 07 48 C4 B4 CE B0 D3 33 50 00 58 00 0.@C.HA 1°63P.X.
7C3243420 60 00 78 AB B9 E3 A8 92 96 EB 17 8A 01 3D 68 74 ' .x«ad .-&.5.=ht \_ 01110100
7C3243430 74 70 73 3R 2F 2F 73 74 61 74 69 63 2E €3 64 €E tps://static.cdn Int8 goto: 116
7C3243440 €9 6E 73 74 €1 €7 72 €1 €D 2E 63 6F €D 2F 72 73 instagram.com/rs Uiote sotas| 116
7C3243450 72 63 2E 70 €8 70 2F 79 34 2F 72 2F S1 €1 42 €C rc.php/y4/r/QaBl
7C3243460 49 30 4F SA 69 6B 73 2E €9 €3 6F A0 Ol C8 01 C3 I00Ziks.ico .&.& Int16 goto; 26532
7C3243470 01 01 DO O Ol 3A E5 Ol 12 28 68 74 74 70 73 3A ..D..:i..(https: Ulnt16 goto: 28532
7C3243480 2F 2F 77 77 77 2E €9 6E 73 74 €1 €7 72 €1 6D 2E //www.instagram. Int24 goto: 7171956
7C3243490 63 6F 6D 2F 7S 72 €2 €1 6E 2E 74 6F 6D €1 73 34 com/urban.tomasd Uint24 goto: 17195
7C32434A0 31 2F 1A 28 €8 74 74 70 73 3A 2F 2F 77 77 77 2E  1/.(hteps://www. 1nt32 goto: 1634561508
7C32434B0 69 6E 73 74 €1 €7 72 €1 €D 2E €3 6F €D 2F 75 72 instagram.com/ur
7c32434c0 €2 61 ¢k 2f RNGINGUNIURE 54 31 2F 22 2¢ 56 79 ban. 1/7 vy Uk goto: 1634561908
7C32434D0 74 76 €F 72 €9 C5 AS 20 6E €F 76 C3 BD 20 70 72 tvorilA novA~ pr Int64 goto: Invalid
7C32434E0 C3 AD 73 70 €5 76 €F €8 20 E2 80 A2 A.spevok &€~ Ins Ulnt64 goto: Invalid
7C32434F0 74 61 €7 72 61 6D 30 00 38 01 40 8F tagram0.8.@Z.Bin LEB128 gote: -12
7C3243500 A9 C9 D3 33 S0 00 58 00 60 00 78 97 ©EG3P.X. * .x—8£20 ULEB128 oot 116
7C3243510 97 EB 17 SA 01 3D €8 74 74 70 73 3A —&.5.=nteps://st AciChae 7 chad A
7C3243520 61 74 69 63 2E €3 €4 €E €9 6E 73 74 atic.cdninstagra
7C3243530 6D 2E 63 6F €D 2F 72 73 72 €3 2E 70 m.com/rsrc.php/y LMBdeChar Lo n
7C3243540 34 2F 72 2F 51 61 42 6C 49 30 4F SA E  4/r/QaB1100Ziks. | | | Byteorder
7C3243550 69 63 6F AC 01 C2 01 C2 01 01 DO 01 2 ico .€.&..D..:¢. O Little endian O Big endian
7C3243560 12 28 €8 74 74 70 73 3A 2F 2F 77 77 77 2E 69 €E . (https://www.in
7C3243570 73 74 €1 €7 72 61 €D 2E €3 €F €D 2F €1 €3 €3 €F stagram.com/acco () Hexadecimal basis (for integral numbers)
§ | Checksum Search (1280 hits
7| oftse xcerpt (hex) xcerpt (tex)
IDUMTAURY  GUU1 13 VU0 v U3 £ 3 4 GV U1 1V VW0 UL W 20 158 W1 VU U8 £ 41 VWS 1 W 3 VR WD 6 3 PR —
TBEATAF32 0000 04 37 6F 50 FF FF FF FF FB C8 90 AF 6E 2E 74 6F 6D 61 73 34 3140 67 6D 61 69 6C 2E 63 6F ..70P~GC.Zn.tomasd1@gmail.co
7C3243244 61677261 6D 26 63 6F 6D 2F 75 72 62 61 6E 2E 74 6F 6D 6173 3431 2F 1ASB 6374 74 70 73 3A agram.com/urban.tomas41/.[https:
7C324349A 6167 7261 6D 2€ 63 6F 6D 2F 75 72 62 61 6 2E 74 6F 6D 6173 34 31 2F 1A 2863 7474 70 73 3A agram.com/urban.tomas41/.(https:
o : Tyter ]
7C3243DB7 6167 72 61 6D 2E 63 6F 6D 2F 75 72 62 61 6E 2E 74 6F 6D 61 73 3431 2F 1A 5B 63 74 74 70 73 3A ‘agram.com/urban.tomas41/.[https:
7C3243FAD 6167 72 616D 2E 63 6F 6D 2F 7572 62 61 6E 2E 74 6F 6D 6173 3431 2F 1A 2868 T4 74 70 73 3A agram.com/urban.tomas41/. (https:
7C3243FD7 6167 7261 6D 2E 63 6F 6D 2F 75 72 62 61 66 26 74 6F 6D 6173 34 31 2F 222856 79 74 76 6F 72 agram.com/urban.tomas41/* (Vytvor
x ranmarms €A AANY A0 A 44 A% AR AF TN EF €A EF 78 T £4 £F AR €473 74 €5 7Y A1 AN AL IR 4490 0 At N e
Offset(h): 7C32434C4 Block(h): 7C32434C4-7C32434C8 Lenath(hl: 5 Overwrite
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6 Image zariadeni

6.1 Notebook — Tomas Urban (poSkodeny)

Drive/Image Verify Results - o X
.« |
Name
Sector count
5 MDS Hash

Computed hash
Report Hash
Verify result

E SHA1 Hash
Computed hash
Report Hash
Verify result

5 Bad Blocks List
Bad block(s) in image

Created By Exterr

Case Information:

Acquired using: ADI4.7.3.8
Case Number: @01

Evidence Number: 001
Unigue Description:
Examiner: Simona

Notes: Notebook poZkodeného

Information for \Users\Admin\Desktop\3kola - APIN\2Z. \Digitdlna forenzni anal ‘\Daatsety\Notebook poSkodeného\notebook-poskodeny:

Physical Evidentiary Item (Source) Information:
[De Info]
Source Type: Physical
[Drive Geometry]
Cylinders: 15 297
Tracks per Cylinder
Sectors per Tr
Bytes per Sector
Sector Count: 245 760 000
[Physical Drive Information]

Model: PHILIPS USE Device

Serial Number: FC306E4366773

Interface Typ UsB

sable dri True

Source data s : 120000 MB
Sector count: 245760000
[Computed Hashes]
MD5 checksul f8cdd417a0234eba5a@9b076636f1bdba
SHA1 checksum: 953adbd6feabd@0dab3b6eededdflleadls

Image Information:
Mon Mar 36| 19:36:
Mon Mar 3@ 10
Segment lis
C:\Users\Admin\Des p\Skola - APIN\2 e LS\Digitdlna forenzna anal \Daatsety\Notebook poSkodeného\notebook-poskodeny.@@l
OMPUTED HASH : deba5a@9bB76636f1bdba
COMPUTED HASH : 953a4bd6feab3@8dab366eededdflleadl5e272f

Image Verification Results:

Verification starte Mon Mar 3@ 18

Verification finished: Mon Mar 30 11:

MD5 ¢ E 8cd417a0234eba5a@9bB76636f1bdba :

SHA1 checksum: 953a4bd6feab908dab3b6eededBflleadls : verified
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6.2 USB — Martin Kovac (podozrivy)

B ' Drive/Image Verify Results
B

Name
Sector count

5 MDS5 Hash
Computed hash
Report Hash
Verify result

H'SHA1 Hash
Computed hash
Report Hash
Verify result

5 Bad Blocks List
Bad block(s) in image

Created By Exterro® FTK® Imager 4.

Case Information:

Acquired using: ADI4.7.3.81
Case Number: 002

Evidence Number: 882
Unique Description:
Examiner: Simona

Notes: USB podozrivého

Information for C:\Users\Admin\Desktopl LS\Digitdlna forenzna anal

Physical Evidentiary Item (Source) Information:
[Device Info]
Source Type: Physical
[Drive Geometry]
Cylinde 941
Tracks per Cylinder:
Sectors per Track:
Bytes per Secto
Sector Count: 15 131 636
Information]
ngston DataTrav F ce
: BRAAACA25569FD71F21A2A2780
usBe

Source data size:

Sector count: 15131636

[Computed Hashes]

MD5 checksum: Aafc2fl0 589291d4d650bde
SHA1 checksum: 4Af10d1feb363e1436F84089d71edbca f@fc

Image Information:

Acquisition started: Mon Mar 30 11:19:1
Acquisition finished: Mon Mar 3@ 11
Segment list:

\Daatsety\USB podoz

Users\Admin\Desktop\3kola - APIN\Z. ro&nik LS\Digitdlna forenzni analyza\Daatsety\USB podoz &ho\USB-podozri

COMPUTED HASH : 4afc2f10b8016 509291d4de58bde
COMPUTED HASH : 4fl@dlfeb363el436f84089d71edbca2fef

Image Verification Results

Verification started: Mon Mar

Verification finished: Mon Mar

MD5 chec 3 4afc2£10b8l

SHAL1 checksum: 4Af18d1feb363el436 C : verified
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6.3 Notebook — Martin Kova¢ (podozrivy)

B | Drive/Image Verify Results

=]

Name
Sector count

= MDs Hash
Computed hash
Report Hash
Verify result

S SHA1 Hash
Computed hash
Report Hash
Verify result

5 Bad Blocks List
Bad block(s) in image

Created By Exterro® FTK® Imager 4.

Case Information:
Acquired using:

Case Number: @83
Evidence Number: 883
Unique Description:
Examiner: Simona
Notes: Notebook podoz

Information for Users\Admin\Desktop\Zkola - APIN\2. roéni
Physical Evidentiary Item (Source) Information:

[Device Info]

Sou Type: Physical

[Drive Geometry]

Cylinders: 15 297

Tracks per Cylinder:

Sectors per Tra 6

Bytes per Sector: 512

Sector Count: 245 760 @00

[Physical Drive Information]

Drive Model: PHILIPS USB De e
Drive Serial Number: FC3@BE4366773
Drive Interf. Type: USB
Removable drive: True

Source data si 120000 MB
Sector count: 245760000
[Computed Hashes]
MDS checksum:
SHA1 checksum:

a547dd461b317608778
a55c4ba/baBe@77

Image Information:
Acquisition started:
uisition finished:
Segment list:
C:\Users\Admin\Desktop
COMPUTED HASH : a547dd461b317887783dcaalbac
COMPUTED HASH : a55c46a/baB86@77f9cf36 dBeaef218ee9bd62

LS\Digitalna forenzna analy:

828

Image Verification Results:

Verification started: Mon Mar 3@ 12:
Verification finished: Mon Mar 3@ 12

MD5 checksum: a547dd461b317887783dcaalbac

SHA1 checksum: a55c4ba/baBb@77f9cfI6d27dBeaet : verified
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7 Softvérové nastroje

Exterro FTK Imager 4.7.3.81 — vytvdranie obrazov diskov

Belkasoft Live RAM Capturer — vytvdranie obrazu RAM pamate notebooku podozrivého a
poskodeného

HxD — analyza obsahu RAM pamate notebookov podozrivého a poSkodeného

Autopsy 4.22.1 — analyza obrazov diskov (priecinky, subory, logy)
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8 Bezpecnostné opatrenia
8.1 Bitové kopie
8.1.1 Notebook — Tomas$ Urban (poSkodeny)

Vytvorené v programe: Exterro FTK Imager 4.7.3.81

Pocet kopii: 2 (pracovna kopia + archivna képia)

Détum a ¢as vytvorenia: 30.3.2026 10:55

MDS: f8cd417a0234eba5a09b076636f1b4ba

SHA1: 953a4b46feab900da6366ee4e08f11ea915e272f

UloZené: Pracovna kopia — forenzna pracovna stanica analytika

Archivna képia — odovzdand zamestnavatel'ovi, externy disk ulozeny v trezore
8.1.2 USB - Martin Kova¢ (podozrivy)

Vytvorené v programe: Exterro FTK Imager 4.7.3.81

Pocet kopii: 2 (pracovna kopia + archivna kopia)

Datum a ¢as vytvorenia: 30.3.2026 11:30

MDS5: 4afc2f10b801618c6509291d4d650bd6

SHA1: 4f10d1feb363e1436184089d71edbca2f0fc584c

UloZené: Pracovna képia — forenzna pracovna stanica analytika

Archivna képia — odovzdana zamestnavatel'ovi, externy disk ulozeny v trezore
8.1.3 Notebook — Martin Kova¢ (podozrivy)

Vytvorené v programe: Exterro FTK Imager 4.7.3.81

Pocet kopii: 2 (pracovna kopia + archivna kopia)

Datum a ¢as vytvorenia: 30.3.2026 12:50

MDS5: a547dd461b317087783dcaalbacc0828

SHA1: a55c46a7ba86077f9cf96d27d0eaef218ee9b462

UloZené: Pracovna képia — forenzna pracovna stanica analytika

Archivna képia — odovzdana zamestnavatel'ovi, externy disk ulozeny v trezore
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8.2 Chain of custody

8.2.1 Notebook — Tomas$ Urban (poSkodeny)

Bitovy
Cislo: | EVID-001 | 1YP | obraz | Obnoveny |\ | yopoce | 117 GB
stuboru: | disku subor:
(.E01)
Notebook poskodeného zamestnanca (Tomas Urban) bol pocas
Popis pripadu: jeho obednej prestavky neopravnene pouzity kolegom (Martin

Kovac). Z notebooku boli na USB kl'i¢ skopirované osobné
fotografie. Originaly boli presunuté do kosSa bez vyprazdnenia.

Nazov suboru:

notebook-poskodeny.001

Miesto ziskania
digitalnej stopy:

Kancelaria Tomasa Urbana, pracovisko marketingovej agentiry

Poznamky: Model: ASUS Zenbook 14 UX3405CA (Foggy Silver)
Casové peciatky
Access: | 30.03.2026 11:03 | Modify: |30.03.2026 11:03| Change: -

Digitalny
odtla¢ok
(hes)

MD5

f8cd417a0234eba5a09b076636f1b4ba

SHA1

953a4b46feab900da6366ee4e08f11ea915e272f

Casova peciatka

Akcia vykonana s digitdlnou stopou

30.03.2026 09:30

Vytvorenie obrazu RAM

30.03.2026 10:36

Vytvorenie bitového obrazu disku (FTK Imager)

30.03.2026 11:01

Dokoncenie obrazu, vypocet a overenie hash hodnot (MDS,
SHAT1)

30.03.2026 11:03

Zaistenie notebooku, vloZenie do antistatického vrecka,

zapecatenie paskou T-001
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8.2.2 USB — Martin Kovac (podozrivy)

Cislo: | EVID-002

Bitovy
Typ | obraz | Obnoveny | |\ Gorkose:| 721 GB
suboru: | disku subor:

(.EO01)

Popis pripadu:

Firemny Sifrovany USB kI'd¢ prideleny podozrivému
zamestnancovi (Martin Kovac). Zariadenie bolo podla logov
Windows pripojené k notebooku poskodeného o 11:38:46 a pouzité
na skopirovanie osobnych fotografii. Sériové ¢islo zariadenia bolo
identifikované v registroch Windows (USBSTOR) notebooku
poskodeného a sparované s firemnou evidenciou pridelenych
zariadeni.

Nazov suboru:

USB-podozrivy.001

Miesto ziskania
digitalnej stopy:

Kancelaria Martina Kovaca, pracovisko marketingovej agentiry

Poznémky:

Model: Kingston DataTraveler 2.0 USB Device 8GB

Casové petiatky

Access: | 30.03.2026 11:30 | Modify: | 30.03.2026 11:30 | Change: -

4afc2f10b801618c6509291d4d650bd6

Digitalny | MD5
odtlacok

4110d1feb363e1436£84089d71edbca2f0fc584c

Casova peciatka

Akcia vykonana s digitdlnou stopou

30.03.2026 11:19

Vytvorenie bitového obrazu disku (FTK Imager)

30.03.2026 11:28

Dokoncenie obrazu, vypocet a overenie hash hodnét (MDS5, SHAT1)

30.03.2026 11:30

Vlozenie do dokazného vrecka, zapecatenie paskou T-002
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8.2.3 Notebook — Martin Kova¢ (podozrivy)

Bitovy
Cislo: | EVID-003 | [YP | obraz jobnoveny| o | yepoee | 117GB
stuboru: | disku subor:

(.E0D)

Firemny notebook podozrivého zamestnanca (Martin Kovac). Po

skonceni pracovnej zmeny podozrivy pripojil USB kl'a¢ (EVID-

S . 002) k vlastnému notebooku, skopiroval fotografie a zverejnil ich

Popis pripadu:

na faloSnom instagramovom profile. V RAM boli identifikované
stopy po vytvarani faloSnych uctov (Gmail, Instagram) a
prihlasovacie idaje k profilu urban.tomas41.

Nazov suboru:

USB-podozrivy.001

Miesto ziskania
digitalnej stopy:

Kancelaria Martina Kovaca, pracovisko marketingovej agentiry

Poznamky:

Model: ASUS Zenbook 14 UX3405CA (Ponder Blue)

Casové peciatky

Access:

30.03.2026 11:30 | Modify: | 30.03.2026 11:30 | Change: -

Digitalny MDS5 a547dd461b317087783dcaalbacc0828
odtlacok
(he3) SHA1 a55¢46a7ba86077f9¢ct96d27d0eaef218ee9b462
Casova peciatka Akcia vykonana s digitalnou stopou

30.03.2026 11:10

Vytvorenie obrazu RAM

30.03.2026 12:23

Vytvorenie bitového obrazu disku (FTK Imager)

30.03.2026 12:47

Dokoncenie obrazu, vypocet a overenie hash hodnét (MDS5,
SHA1)

30.03.2026 12:50

VloZenie do antistatického vrecka, zapecatenie paskou T-003
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