ODCUDZENIE BANKOVYCH UDAJOV

AUTOR : ROMAN FEDOR

Link na prezentaciu: https://bcstudent.fpvucm.sk/~fedorroman/dfa/prezentacia.pdf

POPIS PRIPADU:

Na policii bol nahlaseni pripad podozrivého pohybu osoby v blizkosti bankomatu. Podozrivy sa Udajne
snazil manipulovat s bankomatom. Policia po prichode v bankomate zaistili skimovacie zariadenie. Toto
zariadenie sa pouziva na ¢itanie kreditnych kariet. V zariadeni bola objavena micro-SD karta, ktord bola
poslana na analyzu. Po prvotnej analyze policia zistila moznu polohu pachatela ako aj ukradnuté kreditné
karty vo forme nahravky. Na adrese bola budova, v ktorej bola objavena 3-d tlaCiaren napojena na
Raspberry Pi, s ktorého bola odpojena micro-SD karta. Podozrivd osoba sa ale v budove nenachadzala.
Tieto udaje boli poslané do banky, ktora potvrdila Ze bol zaznamena podozrivy pohyb na ucte — klpa
letenky zo Genevy. Podla tejto letenky bol zadrzani na letisku podozrivy. Po zatknuti bola vytvorena
digitdlna kdpia mobilu podozrivého. VSetky képie boli ulozené na USB klug, ktory bol zaslany na dalSiu
analyzu.

PREDMET VYSETROVANIA:

Dataset (cvicenia 1-3) dostupny na:

https://dfrws.org/dfrws-2021-challenge/

Filename: 1_Skimmer_mSD.zip

SHA2-256: 1c5ad394daa49573f4088a31fb7f6a3f537dbcd092fdfd5abc8b572ebedbc262

Filename : 2_Raspberry_Pi_mSD.zip

SHA2-256 : aabec0c1305e785d1ba5b4ba01c5dacd27¢cc128fdd32078758be826e75449953

Filename: 3_Samsung GSM_SM-G973F_DS Galaxy S10.zip

SHA2-256: 54877505f1b4eb26c4cb6b43fd6338424660c207e678b773044a4a79d6e374b7

Hladané subory:

.mp4, .stl subory, sms komunikacia, vymazané subory (.jpg, .png), metadata

Velkost datasetu:

38,5 GB (37 374 suborov dokopy)


https://bcstudent.fpvucm.sk/~fedorroman/dfa/prezentacia.pdf
https://dfrws.org/dfrws-2021-challenge/
https://dfrws.org/dfrws-2021-challenge/
https://dfrws.org/dfrws-2021-challenge/
https://dfrws.org/dfrws-2021-challenge/
https://dfrws.org/dfrws-2021-challenge/
https://dfrws.org/dfrws-2021-challenge/

5WH ANALYZA:

WHO?

Zatknuti podozrivy, ktory pravdepodobne manipuloval z bankomatom. Momentalne nie je zname, Ci
operoval sam alebo vramci organizovanej skupiny.

WHAT?

Kreditné karty osbéb a overit, €i uz bolo manipulované z prostriedkami na nich.

WHEN?

9.4.2021,16:25
VySetrovanie zacalo, ked bolo najdenie skimovacie zariadenie v bankomate.
21.4.2021

Zatknutie podozrivej osoby na letisku v Geneve.

WHERE?

Zariadenia boli najdenie na:

e Lausanne - miesto Cinu (skimovacie zariadenia — micro SD karta)
e Aosta- vbudove pachatela (mobil, micro SD karta 3-d tlac¢iarne)
e (Geneva - pri zadrzani na letisku (mobil).

WHY?

Potrebujem dokazat, ze podozrivy suvisi s pripadom, overit ¢i sa na skimovaciom zariadeni nachadza
nahravka s kreditnymi kartami. Overit i sa 3D tlaciaren pouzila pri vyrobe zariadenia. Preskimat telefon
Ci sa tam nenachadzaju relevantné dbékazy.

HOW?

VySetrovanie sa vykona pomocou forenznych metdd, ako su analyza metadat, kontrola systémovych
logov a obnovenie vymazanych suborov.

HYPOTEZY:

Podozrivy pracoval ako jednotlivec.

Podozrivy je sicastou organizovanej skupiny, informacie zbieral a posielal danej skupine.
Podozrivy je nevinny, bol len v nespravnom ¢ase na nespravhom mieste.

Na skimovaciom zariadeni sa nachadzaju ukradnuté Udaje kariet (4334 2250 2436 4939 -
Cislo karty svedka, ktory pouzil nedavno konkrétny bankomat).

3D tlacdiaren bola pouzita na vyrobu skimovacieho zariadenia.

o=

o o

Podozrivy pouzil ukradnuté udaje karty.



CIEL VYSETROVANIA:

Cielom vySetrovania je zistit, ¢i sa na skimovaciom zariadeni nachadzaju ukradnuté kreditné karty,
dokazat ze sa 3D tlaCiaren pouzila na vyrobu tohto zariadenia a overit Ci sa uz z kariet nevyberali peniaze.
Taktiez mame jedného zadrzaného podozrivého, u ktorého treba overit Ci je nejako spojeny s pripadom.
Ktomuto ndam pomdze vytvorena digitalna képia jeho osobného mobilu.

INFORMACIE, KTORE HLADAME:

Video subory alebo zvukové nahravky na SD karte skimovacieho zariadenia, ktoré obsahuju citlivé
informacie. Overit systémové logy a metadata na SD karte ktora bola pripojend na Raspberry_Pi, aby sme
dokazali ze bola pripojena k 3D tlaciarni a overit €i sa tam nenachdadzaju .stl sibory alebo zvysky kddu
pouzitého na vyrobenie skimovacieho zariadenia alebo softvéru do neho. V teleféone podozrivého treba
overit sms komunikaciu, geolokaciu (&i sa nachadzal v blizkosti bankomatu kde bolo zariadenie). Vo
vSetkych zariadeniach sa taktiez obnovia vymazané data, ak sa v nich ndahodou nachadzaju dalSie dokazy.

OCAKAVANY VYSLEDOK:

e Overit stanovené hypotézy

e Zistit aké karty boli odcudzené a ¢i uz boli pouzité.

e  Overit ¢i podozrivy suvisi s pripadom a i je napojeni na nejaku skupinu
e Overia sa uz zistené dokazy z popisu pripadu.

POUZITE NASTROJE:

e  FTKImager - softvér na tvorbu forenznych obrazov USB zariadenia.

e Autopsy - forenzny nastroj na prehliadanie a analyzu obrazov USB diskov.

e HxD Hex Editor — nastroj na analyzu paméate a USB na Urovni hexadecimalnych hodndt
e AudaCity - praca zo zvukovymi sibormi

ZARIADENIE S DATASETOM:

KINGSTON DTKN/128GB

Kapacita
128 GB

Rozhranie



USB 3.2 Gen 1
Rychlost ¢&itania
do200MB/s
Rychlost zapisu do

60MB/s

Rozmery

39 Mmx 12,6 mmx4,9 mm
Hmotnost

4g

Prevadzkova teplota
0°C~60°C

Skladovacia teplota
-20°C~85°C
Kompatibilita

Windows® 10, 8.1, 8, Mac OS (v.10.10.x +), Linux (v. 2.6.x +), Chrome OS ™

ANALYZOVANE ZARIADENIA:

MICRO SD KARTA ZO SKIMOVACIEHO ZARIADENIA

Kingston MicroSDHC 16 GB Industrial

Kapacita

Kapacita disku 16 GB
Kapacita uloZiska (celkova) 16 GB

Typ

Typ pamaéatovej karty micro SDHC



Rychlost ¢itania a zapisu
Rychlost ¢itania 100 MB/s
Rychlostna kategéria

Speed Class Class 10

UHS Class U3, UHS-I

Video Class V30

Application Performance Class A1

MICRO SD KARTA Z 3-D TLACIARNE

Kingston Canvas Select Plus micro SDXC 128GB Class 10 UHS-I

Kingston

icro
mges

Kapacita

Kapacita disku 128 GB

Kapacita uloziska (celkova) 128 GB
Typ

Typ pamatovej karty micro SDXC
Rychlost ¢itania a zapisu
Rychlost Citania 100 MB/s
Rychlostna kategoéria

Speed Class Class 10

UHS Class U1, UHS-I

Video Class V10

Application Performance Class A1

DIGITALNA KOPIA MOBILU SAMSUNG GALAXY S10



Zakladné parametre (SM-G973):

0S: Android 9 Pie

chipset: Exynos 9820, 8 nm

procesor: osemjadrovy (max. 2,7 GHz + 2,3 GHz + 1,9 GHz)

graficky procesor: Mali-G76 MP12

frekvencie: GSM 850 /900 / 1800/ 1900 MHz, UMTS 900 /2100 MHz, LTE 800/ 1800 /2100 / 2600 MHz
(frekvencie LTE v Eurdpe), CAT 20

rozmery: 150x70x 7,8 (8,5) mm

hmotnost: 157 gramov (overené)

displej: 6,1" (155 mm), Dynamic AMOLED, 1440 x 3040 b., 550 ppi, pomer 19:9, Gorilla Glass 6, HDR10+,
67 x

140 mm
hlavny fotoaparat (26 mm): 12 Mpix (4:3) / 9 Mpix (16:9), clona /1.5, f/2.4, video 4K (60 fps), super

stabilized Full HD, HDR10+ video, super slo-mo HD (960 fps az 0,8 s), AF, OIS, 77° uhol
teleobjektiv (52 mm): 12 Mpix (4:3) / 9 Mpix (16:9), f/2.4, AF, OIS, 45° uhol zaberu

Sirokouhly fotoaparat (13 mm): 16 Mpix (4:3) / 12 Mpix (16:9), clona /2.2, FF, 123° uhol zadberu
predny fotoaparat: 10 Mpix (4:3) / 9 Mpix (16:9), clona /1.9, video 4K, 80° uhol zadberu

pamait: 128 /512 GB + 8 GB RAM + microSD do 512 GB (hybridny slot)

globalny prenos dat: 2G, 3G, 4G/ LTE

lokalny prenos dat: Bluetooth 5.0, Wi-Fi, NFC, ANT+, USB-C, USB OTG

ostatné: GPS, Galileo, Glonass, BeiDou, ultrazvukova ¢itacka odtlackov v displeji, senzor tepu, stereo

repro, zvySena odolnost voci vode (IP68), audio jack



dual-SIM: 2 x nanoSIM (hybridny slot)

batéria: 3400 mAh

BITOVE KOPIE:

Prva bitové képia (BK1):

Umiestnenie: UloZzena na laptope s Windows 10, ktory sluzi ako pracovné prostredie na

forenznu analyzu.

Pouzitie: Notebook je v mojom vlastnictve a vyuziva sa na pracu s digitalnymi dékazmi
a analyzu dat z USB kluca.

e Druha bitova képia (BK2):
Umiestnenie: UloZzenda na externom HDD vo forenznom laboratériu.

PouZzitie: HDD je zabezpecené a uzamknuté v laboratériu, ktoré sluzi ako Specializované
pracovné prostredie na digitalnu forenznu analyzu.

VYSLEDOK OVERENIA OBRAZU:

B | Drive/Image Verify Results — 4 X

=
Name usb-key-kingstone-ext
Sector count 242221056

H MD5 Hash
Computed hash
Report Hash

1 Verify result

El SHA1 Hash
Computed hash
Report Hash
Verify result

El Bad Blocks List
Bad block(s) in image Mo bad blocks found in image

Close

INFORMACIE Z FTK IMAGER

Created By Exterro® FTK® Imager 4.7.3.81

Case Information:
Acquired using: ADI4.7.3.81

Case Number: 01



Evidence Number: 01
Unique description: Kingstone USB
Examiner: Roman Fedor

Notes: 128 GB moj pripad

Information for C:\Users\fedko\Downloads\ram-capturer\RamCapturer\x64\usb-key-kingstone-
externe.001:

Physical Evidentiary Item (Source) Information:
[Device Info]

Source Type: Physical

[Drive Geometry]

Cylinders: 15077

Tracks per Cylinder: 255

Sectors per Track: 63

Bytes per Sector: 512

Sector Count: 242 221 056

[Physical Drive Information]

Drive Model: Kingston DataTraveler 3.0 USB Device
Drive Serial Number: 0E479C212969

Drive Interface Type: USB

Removable drive: True

Source data size: 118272 MB

Sector count: 242221056

[Computed Hashes]

MDS5 checksum: bd49e983eb2bd3c5d22d7228a6630644

SHA1 checksum: a181e18302e99ea98f6b5db3707d47df79dedad

Image Information:



Acquisition started: Mon Mar 24 15:28:05 2025

Acquisition finished: Mon Mar 24 15:46:57 2025

Segment list:
C:\Users\fedko\Downloads\ram-capturer\RamCapturer\x64\usb-key-kingstone-externe.001.001
COMPUTED HASH : bd49e983eb2bd3c5d22d7228a6630644

COMPUTED HASH : a181e18302e99ea98f6b5db3707d47df79de4ad1

Image Verification Results:

Verification started: Mon Mar 24 15:46:57 2025

Verification finished: Mon Mar 24 15:52:02 2025

MDS5 checksum: bd49e983eb2bd3c5d22d7228a6630644 : verified

SHA1 checksum: a181e18302e99ea98f6b5db3707d47df79dedad1 : verified

VYSLEDKY ANALYZY:

SUBOROVE INFORMACIE

Usage:
05:
Size: 124 GB
File Types
Not
Analyzed: 78 | Images:
(0,2%) 4386 (10,9%)

Other: 9120 )~ 4 \ - \|Videos: 90
(22,6%) (0,2%)
Audio: 41
(0,1%)

Docum ents:
8836 (21,9%)

Unknown:
17791 ——
(441%)

MICRO SD KARTA ZO SKIMOVACIEHO ZARIADENIA

Suborovy systém:
2daVE 1dDIE ds LDV
2 Name S C [¢] Modified Time Change Time Access Time Created Time Size Flags(Dir) Flags(Meta) E
SFAT1 0000-00-00 00:00:00 0000-00-00 00:00:00  0000-00-00 00:00:00 0000-00-00 00:00:00 3388608  Allocated Allocated
SFAT2 0000-00-00 00:00:00 0000-00-00 00:00:00  0000-00-00 00:00:00 0000-00-00 00:00:00 Allocated Allocated

SMBR 0000-00-00 00:00:00 0000-00-00 00:00:00  0000-00-00 00:00:00 0000-00-00 00:00:00 512 Allocated Allocated



Najdené dokazy:

Filename 2021_04_09T1621.mp3

Location /img_skimmer_microSD_Physical.e01/2021_04_09T1621.mp3
MIME Type audio/mpeg

Size 1301392

Modified 2021-04-10 00:21:28 SELC

Accessed 2021-04-09 01:00:00 SELC

Created 2021-04-10 00:21:25 SELC

MD5 Hash 066c187f3010f62a56c82298116ec3f8

Analyza Cast nahravky s recording.mp3, obsahuje informacie o 2 kreditnych kartach.
Filename recording.mp3

Location /img_skimmer_microSD_Physical.e01/recording.mp3

MIME Type audio/mpeg

Size 4335015

Modified 2021-04-10 00:24:56 SELC

Accessed 2021-04-09 01:00:00 SELC

Created 2021-04-10 00:20:01 SELC

MD5 Hash b52421a7547369a770b892026d1b25d0

Analyza Magneticka paska kariet, nahrata vo forme audio suboru.

Filename 003BC60A.png

Location /img_skimmer_microSD_Physical.e01//$CarvedFiles/
003BC60A.png

MIME Type image /png

Size 101296640

Modified -

Accessed -

Created -

MDS5 Hash 1daefb3706215bf450bd1c3ae2ce873d

Analyza Logo — pravdepodobne patri skupine pod ktoru patri obvineny.




Filename 004E7D97.pdf

Location /img_skimmer_microSD_Physical.e01//$CarvedFiles/
004E7D97.pdf

MIME Type Documents/pdf

Size 124864

Modified 2021-03-27 14:37:08 AST

Accessed -

Created 2021-03-27 14:37:08 AST

MD5 Hash 0df93f0eae98a8669aed40c138710e83

Analyza Listok na vlak —z Lausanne do Aosta

Na karte boli najdené 2 nahravky - recording.mp3 a 2021_04_09T1621.mp3. Dolu su zopbrazené zvukové
stopy v audacity:

- - — — —— —— —

L
X 2021_04_09T...~ | 2021_04_09T1621

Stim Kiiknite a tahajte pre definiciu oblasti slucky. |
Efekty 9
* | o0 % i
O ad ¥ L

-05
-1.0

—————————————————————————— |

X recording L recording
Stimit sélo | 10
Efekty 05
+ | , |
O 0.0 : - |
€ P
O -05
-1.0

Pri porovnani sa zistilo, ze prva nahravka (2021_04_09T1621.mp3) je zostrih spraveny z druhej
(recording.mp3). Ak chceme zistit, i sa tam nachadzaju udaje z kariet, budeme potrebovat program, ktory
nam danu stopu preloZi, a to tak Ze sa najskor deteguju pulzy, ¢as medzi pulzami, extraktuju sa bity

a prelozia sa na symboly v ASCCII. Vysledok z programu Magstripe Decoder:

# | Magstripe Decoder

Start tog . Load... Clear

302G3&

T2 a2 20146:> >9<9>9902=000;14826128 < 1800,000000;61:85229>61600;



Bohuzial nam vysli len nezmyselné Cisla takze zvukova stopa je pravdepodobne eSte pred ulozenim

upravena. Pri steganografickej analyze sa zistilo Ze stopa mohla byt len obratena, kedZe sa tam nachéadza
pravidelna frekvencia, typicka pri ¢itani magnetického pasika. Stopa sa teda len obratila a vysledok bol

nasledovni:

a8

% 318DTIF-8A@ SACA>A"_ @ % YAROPGURS2-@CL 'SACA>A™? l

Magstnpe Decoder

Start

4334225024364939=23012010000001930100?
100020:20146: > > 409979397T7562804 = 240920100000019301007200000;

| Load..

Clear

Nasli sme 2 Cisla kariet : 4334 2250 2436 4939 a 4099 793977562804. Su to Visa karty a prvé a Cislo bolo
uz nahlasené pre podozrivy pohyb penazi. Tymto sme potvrdili hypotézu 4.

Na SD karte sa nachadzal aj listok na vlak z miesta ¢inu do mesta Aosta. Po preskimani tejto oblasti bola
objavena budova, v ktorej bola objavena 3D tla¢iaren napojend na Raspberry P. S Raspberry P bola
vytiahnutd dalSia SD karta.

Bol najdeny aj podozrivy obrazok loga, ktory by mohol suvisiet s nejakou organizovanou skupinou ale
zatial nemo6zeme obvineného spojit so skupinou, kedze nemame priame dbkazy.

MICRO SD KARTA Z 3-D TLACIARNE

Suborovy systém:

o

) 8192-96453)

1-98303)
1116287)

< Name

vol1 (Unallocated: 0-8191) 1
vol2 (Win95 FAT32 (0x0c): 8192-96453)
vol3 (Unallocated: 96454-98303)

vol4 (Linux (0x83):

3 File System Details

FileSystem Type:
) Image Offset
Volume ID:

Block Size:

FAT32
4194304 bytes
5

512 bytes.

98304-31116287) 4

Block Count: 88262
Root Metadata Entry: 2

First Metadata Entry: 2

Last Metadata Entry: 1389958

OK

Starting Sector

=11

Length in Sectors

31017984

Description

Linux (0x83:

M File System Details

FileSystem Type: Extd

Image Offset:
Volume ID:

Block Size:

50331648 bytes

9

4096

bytes

Allocated

Block Count: 3877248
Root Metadata Entry: 2
First Metadata Entry: 1

Last Metadata Entry: 940577



Najdené dokazy:

- - --= Alrndiva accacs pathe

—= |PC [pipa ar sackat

pinentry
[GTH-, O, Cursas)

— Intamal dataflaw

e =
gpg 1.4 & gpg-agent SCDaemon
|
_"E‘ g

e, L Private Key
==
[ AFPDU and 1507816 access code J N g

s
[ cCio ] [ PLZEC ] [ CT-AF| 1 LS
Filename 000B14F8.png
Location /img_skimmer_microSD_Physical.e01//$CarvedFiles/000B14F8.png
MIME Type Image/png
Size 16384
Modified -
Accessed -
Created -
MD5 Hash
Analyza Schéma skimovacieho zariadenia 1
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Filename 000B1518.png

Location /img_skimmer_microSD_Physical.e01//$CarvedFiles/000B1518.png

MIME Type

Size 40960

Modified -

Accessed -

Created -

MD5 Hash

Analyza

Schéma skimovacieho zariadenia 2




€ OctoPrint F Settings @ System & foosel

il Connection Temperature Control GCode Viewer Terminal Timelapse Navbar
O state 300
IMachine State: Operational
File: 250
Timelapse: -
Approx. Total Print Time: - 200
Print Time: -
Print Time Left: -
Printed: - 150
100
m Il Pause M Cancel
= ri 50
= Flles R £ W Actual T-off B[ Target T of
Il Actual Bed off Il Target Bed: off
0

8l Actual Target Offset
1_LFS_Elephant.gcode Hotend off off |°C| Set | = 0 °C| Set
5 :_ v & RS
Bed off off |°C| Set | = °C| Set
20mm-box.gco
AN Sidebar Tabs
Filename 001EC420.png
Location /img_skimmer_microSD_Physical.e01//$CarvedFiles/
001EC420.png
MIME Type image/png
Size 180224
Modified -
Accessed -
Created -
MD5 Hash
Analyza Ul Octoprint — aplikacia pouzivana s 3D tlaiarnou

Na tejto karte sme nasli fotky schémy skimovacieho zariadenia, ako aj subor Octoprint, ktory sa
pravdepodobne pouzival s 3D tlaciariiou. Nasli sa taktiez fotky a jedno video zo samotného tlacenia
komponentov pre zariadenie.



1 &/ gifmp4 020 S

B VK_trigger_20210413151731.mp4 --- 2021-04-13 17:3405 SELC |2021-04-13 17:34:05 SELC |2021-04-13 17:32:25 SELC |2021-04-13 17:32:25 5§

' VK_trigger_20210413151043-fail.mp4

&' VK_frame_(no_sn)_20210414062616.mp4 2
& VK_bottom_cover_20210413154828.mp4 2
Hex Text Application File Metadata Annotations Other Occurrences

. 00:00:00/00:00:07

« | 2 » Volume —@ Spee.. 1x v

Dalej sme objavili stranky pre samotny Octoprint a nastroj na kodovanie/dekodovanie zvukovych stop, o
nam dokazuje obvineny mal pristup k nastrojom, potrebnym na pracu zo zvukom, aku sme videli
v skimovaciom zariadeni. Tymto sme podvrdili hypotézu ¢islo 5.




DIGITALNA KOPIA MOBILU SAMSUNG GALAXY S10

Najdené dokazy:

X Google-Konto 0

Ubersicht Persénliche Daten Daten & Pe

Allgemeine Informationen

Einige Informationen sind méglicherweise fir andere
Personen sichtbar, die ebenfalls Google-Dienste
verwenden. Weitere Informationen

FOTO
Sie kénnen ein Foto hinzufiigen, um lhr
Konto zu personalisieren

NAME
Werner Von Strucker

GEBURTSTAG
1. Januar 1980

GESCHLECHT
Maénnlich

PASSWORT

Letzte Anderung: 8. Apr.

© Q @

Konto Suche Hilfe M

I

()
&

Filename

141.jpg

Location

/img_usb-key-kingstone-externe.001.001/vol_vol2/3_Samsung GSM_SM-
G973F_DS Galaxy S10/Dump/data/system_ce/0/snapshots/141.jpg

MIME Type

Image/jpg

Size

232822

Modified

2021-04-18 15:41:54 SELC

Accessed

Created

2025-03-21 22:07:47 SEC

MD5 Hash

dc1971dfdce33a138ce2a6622fa91774

Analyza

Prihlasovacie Udaje do Google u¢tu podozrivého




Last Message Received

Btw
Lay low, it seems your little fuckup with the Postomat
had big consequences

Send Message
L seno [

will do. and again my apologies, will
never happen again, i've installed the
others much more carefully.

t # (Reserviert flir RS )

Filename 164.jpg
Location /img_usb-key-kingstone-externe.001.001/vol_vol2/3_Samsung GSM_SM-
G973F_DS Galaxy S10/Dump/data/system_ce/0/snapshots/164.jpg
MIME Type Image/jpg
Size 150 941
Modified 2021-04-18 17:07:08 SELC
Accessed -
Created 2025-03-21 22:07:49 SEC
MDS5 Hash e8a5582f3f17a75e1b80c43e38be83e2
Analyza Jedna zo Sifrovanych sprav — podozrivy si bol vedomy Ze ho hladaju policaijti,
komunikacia s organizovanou skupinou
L ogsi (_‘) Alirecipes Linner >pinner_vo.2.5_apkpure.com (1).a 3 UL 1-U4-UB 15 DELL  UUUU-WU-UU WUIUUIUU 2UED-US-£
I\ hostapd (0) [ 7624108c-d26d-4ccd-92b1-d552bdS41b43 jpeg 2 2021-04-08 18 L€ 0000-00-00 00:00:00  2025-03
1 knox (11) B 2021 04 09T1621.mp3 || [ J2021-04-09 162242 SELC 2025-03-21 220306 SEC | 2025-03-21 22:03:07 SE
s+ local 3)
L log (88)
- Instffmmd(ﬂ) Hex Text Application File Metadata Annotations Other Occurrences
= media (1)
B 4 0(15) Metadata
#- L face (2) Name: /img_usb-key-kingstone-externe.001.001/vol_vol2/3_Samsung GSM_SM-G973F_DS Galaxy 510/Dump/data/media/0/Download/2021_04_09T1621.mp3
- .Samsung DeX (0) Type: File System
Alarms (0) MIME Type: audio/mpeg
B Android (2) Size: 1301392
DCIM (2)

i

i Download (13)
+ Movies (0)

4o Music (0)

4+ Notifications (0)
i Pictures (3)

/s Podcasts (0)

.+ Ringtones (0)
¥ Samsung (1)
mediadrm (0)

misc (55)

micr n r

File Name Allocation: Allocated
Metadata Allocation: Allocated

Modified: 2021-04-09 16:22:42 SELC

Accessed: 2025-03-21 22:03:06 SEC

Created: 2025-03-21 22:03:07 SEC

Changed: 0000-00-00 00:00:00

MDS5: 066c187f3010f62a56c82298116ec318

SHA-256: 2bbe2b7bab41502bdbec696{9fdflecd21c93344ch2001627eb19d4442597eb1

Hash Lookup Results: UNKNOWN
Internal ID: 54129




Filename 2021_04_09T1621.mp3

Location /img_usb-key-kingstone-externe.001.001/vol_vol2/3_Samsung GSM_SM-
G973F_DS Galaxy
S10/Dump/data/media/0/Download/2021_04_09T1621.mp3

MIME Type audio/mpeg

Size 1301392

Modified 2021-04-09 16:22:42 SELC

Accessed 2021-04-09 16:22:42 SELC

Created 2021-04-09 16:22:42 SELC

MD5 Hash 066¢c187f3010f62a56c82298116ec3f8

Analyza Nahravka zo skimovacieho zariadenia, zhoda MD5 hash

Filename 22.jpg

Location /img_usb-key-kingstone-externe.001.001/vol_vol2/3_Samsung GSM_SM-
G973F_DS Galaxy S10/Dump/data/media/0/Pictures/.thumbnails/22.jpg

MIME Type image/jpg

Size 34954

Modified 2021-04-11 14:56:06 SELC

Accessed -

Created 2025-03-21 22:03:14 SEC

MDS5 Hash cd2f34b97b7e25188b05499817fdef68

Analyza Link na OmniNotes - Sifrovaci notepad, konkrétne pre sms komunikaciu

Na telefone podozrivého sme nasli fotku s tym istym logom, aké sme nasli aj na SD karte skimovacieho
zariadenia, ¢ize mézeme konstatovat Ze podozrivy () je napojeny na organizovanu skupinu Hydra, pre ktoru




zbieral kreditné karty, s ktorych pravdepodobne kradli peniaze. Tymto sme potvrdili hypotézu 2 a zaroven
vyvratili hypotézy 1 a 3. Vo fotkach bola najdena aj ¢ast komunikacie medzi podozrivym a Hydrou.

Taktiez bola najdena v teleféne aj nahravka so skimovacieho zariadenia, ¢ize mézeme podozrivého
prepojit aj s tymto zaridenim.

R
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-1 Name: 20210408_195300,jpg
Lay Timestamp: 2021-04-08T19:53:01+02
ﬁ' l Latitude: 46.52269069972222 k
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= Device Make: samsung
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S geolokacie sme zistili Ze sa nachadzal aj na mieste kde bolo skimovacie zariadenie najdené, Cize
podozrivy ho tam aj nainstaloval. Toto bolo aj dokdzané pomocou sms komunikacie. Tato je ale Sifrovana.

Showing Messages for Thread: HHYgSQ2GGQd5ZEvKdOk5gRriwfoEHObagjRkTwacpwagxp02qqrNOueQ0z31. % Threads

Type From To Date Subject Attachments IS
7 Message +41786909109  04e6495a-aees5.. 0
" Message 04e6495a-aee5-.. 0
| = Message +41786909109 04eb6495a-aeeb.. 0
= Message 04e6495a-aee5-.. 0
| = Message +41786909109 04e6495a-aeeb.. 0
= Message 04e6495a-aee5-.. 0
" Message +41786909109 (04eb495a-aeeb.. 0
= Message 04e6495a-aee5-.. 0
" Message +41786909109 (04e6495a-aeeb.. 0
| = Message 04e6495a-aee5-.. 0
From: 04e6495a-aee5-4ab7-87eb-a8d3435feade 2021-04-08 19:11:08 SELC
To: +41786909109 QOutgoing
CcC
Subject:

Text Accounts

Original Text

HHYu1+uAKMNdKIj0YsLDmmJw3M2bFri0/R50PXCCYqUwZbz+usTidJxgnRJuWEeiwBpo5Hi1GfeAaNdxUeqGBg+g==




Na fotke s logom bol uvedeny aj link na aplikaciu OmniNotes. Po dekompilacii bola zistena funkcia,
pomocou ktorej bola Sifrovana sms komunikacia.

private String open_msg(byte[] bArr) throws NoSuchPaddingException, NoSuchAlgorithr
SecretKeySpec secretKeySpec = new SecretKeySpec(get_data().getBytes(), "AES");
Cipher instance = Cipher.getInstance("AES/ECB/PKCSSPadding");
instance.init(2, secretKeySpec);
return new String(instance.doFinal(bArr), "UTF-8");

S funkcie m6zeme vycitat Ze bola pouzita AES Sifra v ECB mdde a bol pouzity padding PKCS5.

private Siring epen_msg(bytel

Exception, NoSuchalgorathmException, InvalidPerameterSpectxception, InvalicAlgor:thmParameterSxception, InvalidkeyException, BadPaddingException
SecretceySpec secretkKeySps o ):

) .getBytes(), "AC:

Cipher inst:
instance.1nat(z, sec H
return new Stringlinstance.derinalibarr)

Feturn . encodeToString(save_msglstr), 2);
catch InvalidKkeyException | NoSuchAlgorithnException | InvalidParameterSpecException | BadPaddingException | IllegalBlockSizeException | MoSuchPaddingException | JSOMException u
Feturn BuildConfig. FLAVOR;

Taktiez sa ku kazdému stringu pridava ,,HHY*.

private “tring get_datal) throws tion, JSONException {
decomp = Zzpelper.decorp ( *InUSKNDAT BUATZSTHRE U ERHSREhLK EZF PN SOTRERGPEEZ+E § 2 £Y DpMASINEF Feun
HttpsURLConnection httpsUR.Connection = (MTTpSURLConnection) new LFL({decomp + ZipMelper.decomp("alefwIEI

try {

=] « ZipHelper.decomp(this.resources.getString

bufferedroader = new new 1 t jer (httpsURLConnecticon. getInputStrean(
tr ffor stringBuffer « new Stri ffer();
while (true) {
7 readlLine = bufferedReader.reacdline();
if (readizne |= null
stringBuffer.append(readline! ;
boelse {
String = new JSONObject(st valueof (stringeuffer)).getStringl key' );
format = new SimpleDateFormat(ZipHelper.decomp(*elwiiwl EAMMAMRECL UL ) Az dmdude yBWSACES" ), .getDefault()) . format new
return string + format;

} fimally (
httpsRLConnection.disconnect();

ESte nam chyba klU¢&, vyzera Ze je vytvoreny pomocou iného kluc¢a + datumu, kedy bola sprava poslana.
Poslednu ¢ast ziskame dekédovanim vyznaceného stringu s ktorého dostaneme adresu(Base64 + Zlib):
https://hy1.blob.core.windows.net/hy-ws-1/key.json.

Kde najdeme klué: ro5CuefkDLyb9T
Takze mbéZzeme dekddovat sms komunikaciu podla postupu:

1. Odstranime zo stringu ,,HHY“
2. Nastavenie deSifrovania:
a. AESsSifrovanie
Input type — text, Input Encoding — Base64
Output - UTF-8
Mode - ECB
Key size — 192bits
Padding - PKCS7
Key Type — Custom(UTF-8)
Key - rb5CuefkDLyb9T+datum odoslania spravy (yyyy-mm-dd)

S®@ 0 o 0T


https://hy1.blob.core.windows.net/hy-ws-1/key.json

Vysledky:

k4ZVzCEeA7BZmnR7+J5ybgmhLeXCyx

Sprava Datum Vysledok deSifrovania

poslania
HHY6cKEMFINU3NPs/bxhxPKQRyDXU | 2021-04-08 Heil Hydra £ !
rQK7a8tHtX5xBXdYQ=
HHYZEuQn5pAThKmulAHVX55cA== 2021-04-08 Heil Hydra!
HHYu1+uAKNdKLjOYsLDmmJw3M2bFr | 2021-04-08 Apologies for the email. Will never happen again.
l0/R50PXCCflYgqUwZ6z+usTidJxgnRJu
WEeiw8po5Hi1Gf6AaNdxUeqGBqg+g=
HHYKvEbze+wdEalheouf7A2m98++su | 2021-04-08 Sure hope so for you.
Lv5Dv4GHzKFM4lpw=
HHYsskk9VxsMQLIQ5jsWVGKuOcikDE | 2021-04-08 Identify the best places for the items we sent you.
ZYDdgJOW//zKch62LAtxcRSWGFF6Mt Install them ASAP. | want Zola to proceed.
RtDWHJhLYMHxZ2TgngAqvsZrSsJKcH
mTmLYAVR3P/UOunelLDbBbZkGDKzM;j
kfb9349ydCAT
HHYbRTTaGxxLatLwNLMF7ptPDTjpMn | 2021-04-08 Will do. I've already some ideas.
xkpyp53B6M6sPVIkhvrOkKZpEKOzmG Hail Hydra!
7uAJa79
HHYCIUGa/i7pLYjRGwzXrvpVg== 2021-04-09 Hail Hydra!
HHYCIUGa/i7pLYjRGwzXrvpVg== 2021-04-09 Hail Hydra!
HHYBNsxyjLdeJ2KD5cKwnO1A81zVE6 | 2021-04-09 Installed second device today but something went
Xad+i+X0wojD9jsFUumW48isXBeodD wrong. Lots of policemen on place 15min after. I'm
7cPCEAJ1r8fSw2D3FzsmCD5u2Tavch worried.
2MC8acODGbE20imgxTGhoeZC8Urlg
5AThVC4McgpSfzlaRiuC77a6k2A811Y
d7A==
HHYoD/v/R9xC1A8Tql/UWCT/pdROnO | 2021-04-09 Proceed as planned, Ward will take care of that if it
4f85nxcgE3GKZBwWIspL7YqyD5PtqGT8 escalates.
pTXlhlcJHUQXIn4Gro+BYU2Fxil5ingkE
y6BHoYedEMSGW(d|0=
HHY2NToA10DeweA+V3mutF9QA== 2021-04-15 Hail Hydra!
HHY2NToA10DeweA+V3mutFOQA== 2021-04-15 Hail Hydra!
HHYHiiOyvP7s0llubN2ta9y/Qsk5FeloF | 2021-04-15 What's the status on the devices?
JOXZvQpzDR7p9XBQHyYuhfdel6g30U
S4cj
HHYOeHfDhFU8pIFmMx7J5gXitG1XGw | 2021-04-15 Installed two more in the scouted locations. still
pcbrBtUjNSeROwGZ95dNIEMUGQFJd have a couple available.
07n3U3m6PaSjcUUKMY9yQZkdmulu
V6UhxQ+j33/Vyjvc+z2+hAVo=
HHYiNf68BXbaolSBtAavbyYU7WHDH 2021-04-15 Good... everything is still calm despite Friday
aADyWmtazUbSOTFTukKKj2wv4zRTpjf incident.
+19n3sb/YUXpRbOjQmos4+QI8Np1Q=
HHYbmOjyHSMsbIM1DsyvNU9IDmM63 | 2021-04-15 We need to meet you. Get to geneva asap, further
RQa9/1Fxfrs/A75m3wAM04VwDGphlJ4 instructions will follow.
m9IUTjPQ//3gbJmQkxQQeu50WmKO0z
LHj93BiByuFEHsvHwzcfHsl=
HHYS6+p9lajgCnkXIm0OtouuBzw/c5dS | 2021-04-15 understood, was headed to geneva anyway, already

on a train.




pwovM8yFaK1NQtfAJXHKwHNMGIxg=

ObaqgjRkTwacpwgxp02qqrNOueQ0z31
KEiL65EZCnHrjYy+7qbgFiVcCJCBnXn
QdMC1MI64+dyXkuK6e/91/ebQM3ZaA
hgNLbIHNPOkTv35Hz1VseDqLE1YpO
Pl14YQ==

HHYcdZD5nSpEbiNiPHaMn/eJR3qfnG | 2021-04-15 Good. Meet us at our base.
1bBjxHLgN2Q91Jjx+DaAtq15BuatyPqS Below the Turkish consulate.
SHO0ZOqLPbis211525r4RIkumQSF1p8 Delete this message once read!
xjb7tbOHzWN250Sqgmoh9v+9kcE6lIn

WMOcYHo4ub

HHY9frkML107eM6Ri32ERhNUEnmIb | 2021-04-15 wilco

Dg1syRQ+CP5zcYWYQ= hail hydra!
HHY2NToA10DeweA+V3mutFOQA== 2021-04-15 Hail Hydra!
HHY2NToA10DeweA+V3mutF9QA== 2021-04-15 Hail Hydra!
HHY6JGyTGtlOljI8PgtU2T/W5YPNCw1P | 2021-04-15 Installed device at airport as discussed
hZ/LagrdMhnCQhX+q36vX3TeUBZ6r/0

dTJu

HHYj6DtE+EQdYzoKjUoVP8DQw== 2021-04-18 Hail Hydra!
HHYj6DtE+EQdYzoKjUoVP8DQw== 2021-04-18 Hail Hydra!
HHYqDAJ2HSbMahjfWcjFcL8H41ALc 2021-04-18 We sent you the payment to the address you
W17JkzdXUV02H4eHGTt+6mU+twizvA provided us.
svdMUGFkIUHhrPcLzbiBsCV99j/skylD confirm reception.
1A6fR7cocoqjOb61DM8=

HHYRvZdXk+/U6160wdSp1fk350Qysr | 2021-04-18 Understood, Payement receiced successfully.
JIXGGJ9XkQkDIgFlOsMmxZm8fbDOSYK

50N8zcc

HHY97NA5dDGdqomydjZt0GGycKgRS | 2021-04-18 Btw

2T2vltp40yuOAo9azlfHzaNR3r2Fw78G Lay low, it seems your little fuckup with the
XBuVCA4YIifClzf+VKxxK1302MgHwKDe Postomat had big consequences.
GxIGva+uFj7wL+YnpKhdeGdwLiZ2/ws

zZN9dKIx

HHYgSQ2GGQd5ZEvKdOk5qRrWfoEH | 2021-04-18 will do. and again my apologies, will never happen

again, i've installed the others much more carefully.

Tieto spravy nam uz len potvrdili predoslé hypotézy a mame aj Uplnu €asovu liniu ako boli zariadenia

nainStalované.
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Nakoniec sme nasli aj letenku podla, ktorej bol zatknuti podozrivy Werner von Strucker. Letenka bola
kupena na meno Adolfo Suarez Barajas, ktorého karta bola nahratd pomocou skimvaciaho zariadenia.
Werner tato kartu pouzil aby si kapil tuto letenku. Tymto sme potvrdili hypotézu 6.

OBRAZ RAM PAMATE:

V pamati boli taktiez najdenie podozrivé stranky, ¢o len potvrdzuje, Ze si obvineny hladal informacie, aby

lepsSie vedel kradnut bankové karty:

81BO79A20 30 2A FS5 83 FE 7F 00 00 00 00 00 00 01 00 00 00 O*G¢Geuueeeeen..
81BO79A30 61 62 6F 75 74 3A 62 6C 61 6E 6B 2E 66 62 69 2E about:blank.fbi.
81BO79A40 67 6F 76 2F 68 6F 77 2D 77 €5 2D €3 61 €E 2D €2 gov/how-we-can-h
81BO79A50 65 6C 70 2D 79 €F 75 2F 73 €3 61 €D 73 2 6 elp-you/scams-an
81BO79R60 64 2D 73 €1 66 €5 74 79 2F €3 6F €D 6D & 2D d-safety/common-
81BO79A70 €6 72 €1 75 €4 73 2D 61 6E 64 2D 73 63 61 €D 73 frauds-and-scams
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RETAZEC STAROSTLIVOSTI:

KINGSTON DTKN/128GB

Cislo: 01 Typ stboru: | raw anoveny Nie Velkost 38,5GB
subor:
Popis pripadu: Odcudzenie bankovych tdajov
Nazov suboru: usb-key-kingstone-externe.001

Miesto ziskania

A ) Forenzné laboratorium
digitalnej stopy:

Poznamky: Urcené pre DFA

Casové pegiatky

Access: 23.03.2025 10:40:16 | Modify: 23.03.2025 10:50:16 | Change: -

MD5 bd49e983eb2bd3c5d22d 722826630644
Digitalny
odtlacok
(hey) SHA1 a181e18302e99ea98f6h5db3707d47df79dedadl
Casové petiatka Akcia vykonand s digitdlnou stopou
23.03.2025 15:40:16 Otvorenie obrazu USB
23.03.2025 15:42:26 Nasledna extrakcia obsahu a praca s forenznymi artefaktami
23.03.2025 16:35:56 Zatvorenie obrazu USB




MICRO SD KARTA ZO SKIMOVACIEHO ZARIADENIA

Cislo: 02 Typ stboru: | raw anoveny nie Velkost: 102,5 MB
subor:
Popis pripadu: Odcudzenie bankovych udajov
Nézov suboru: 1 Skimmer_mSD.001

Miesto ziskania

e i Skimovacie zariadenie, najdené v bankomate
digitalnej stopy:

Poznamky: Obraz bol vytvoreny cez FTK Imager 4.7.1.2

Casové pediatky

Access: 23.03.2025 15:40:16 | Modify: | 23.03.2025 15:42:16 Change: -

MD5 -
Digitalny
odtlacok
(heg) SHA1 1c5ad394daa49573f4088a31fb7f6a3f537dbcd092fdfd5abc8b572ebedbc262
Casova pediatka Akcia vykonand s digitdlnou stopou
23.03.2025 15:41:06 Extrakcia dat s pamétovej kopie

MICRO SD KARTA Z 3-D TLACIARNE




Cislo:

03

Typ stboru:

raw

Obnoveny

, nie
subor:

Velkost”:

3,76 GB

Popis pripadu:

Odcudzenie bankovych udajov

Nazov suboru:

2_Raspberry Pi_mSD.001

Miesto ziskania
digitalnej stopy:

Raspberry_Pi pripojené k 3D tla¢iarni v dome podozrivého

Poznamky: Obraz bol vytvoreny cez FTK Imager 4.7.1.2
Casové pegiatky
Access: 23.03.2025 15:42:16 Modify: 23.03.2025 15:44:18 | Change: -

Digitalny
odtlacok
(hes)

MD5

SHAL

aabec0c1305e785d1ba5b4ba01cs5dacd27cc128fdd32078758be826e75449953

Casova peciatka

Akcia vykonana s digitalnou stopou

23.03.2025 10:43:50

Extrakcia dat s pamétovej kdpie




DIGITALNA KOPIA MOBILU SAMSUNG GALAXY S10

Cislo: 04 Typ stboru: | raw anoYeny nie Velkost: 14,19 GB
subor:
Popis pripadu: Odcudzenie bankovych udajov
Nazov suboru: 3_Samsung GSM_SM-G973F_DS Galaxy S10.001

Miesto ziskania

digitélnej stopy: Koépia mobilného zariadenia podozrivého

Poznamky: Obraz bol vytvoreny cez FTK Imager 4.7.1.2

Casové pediatky

Access: 23.03.2025 15:46:18 | Modify: | 23.03.2025 15:49:34 | Change: -

MD5 -
Digitalny
odtlacok
(he3) SHA1 54877505f1b4eb26c4ch6b43fd6338424660c207e678b773044a4a79d6e374b7
Casova pediatka Akcia vykonand s digitalnou stopou
23.03.2025 15:47:28 Extrakcia dat s kopie

BEZPECNOSTNE OPATRENIA:



1. Fyzicka ochrana

e Zariadenie bolo ulozené do antistatického obalu a bezpecnostného puzdra.
e Chranené pred teplotou, vlhkostou a magnetickymi polami.

2. Digitalna ochrana

e USB klu¢ nebol pripajany k beznému pocitacu, aby sa prediSlo zmene dat.
e Bol pouzity write-blocker na ochranu pred zdpisom.
e Co najskor vytvoreny forenzny obraz (pomocou FTK Imager).

3. Dokumentacia a skladovanie

e Bolevidovany datum, ¢as, miesto nalezu a manipulacia.
e USB ktu¢ bol uchovavany v trezore a analyzovany v izolovanom prostredi.

ZAVER:

POTVRDENE HYPOTEZY:

Hypotéza 2.

S sms komunikacie sme zistili ze zariadenia boli poskytnuté od skupiny Hydra, pre ktoru podozrivy Werner
von Strucker inStaloval skimovacie zariadenia do bankomatov a kradol informacie s kreditnych kariet.

Hypotéza 4.

Karta bola najdena Sifrovana v nahravke v SD karte skimovacieho zariadenia.

Hypotéza 5.

Nasli sme vided a fotky na ktorych je viditelna vyroba zariadenia, taktiez sme nasliich schémy.
Hypotéza 6.

Letenka bola zakipena pomocou ukradnutej karty.

VYVRATENE HYPOTEZY:

Hypotéza 1.a 3.

Mame jasné dbkazy, ze podozrivy Werner von Strucker pracoval s organizovanou skupinou — Hydra.

ZHRNUTIE:

Werner von Strucker bol kontaktovany organizovanou skupinou Hydra aby pre nich zbieral kreditné karty
pomocou skimovacich zariadeni. Tieto boli nainS§talované na r6znych miestach v Geneve a Lausanne.

V Lausanne bol Werner spozorovany svedkom ako jedno takéto zariadenie inStaluje. So zariadenia bola
vybrata SD karta, na ktorej po analyze boli objavené nahravky, ktoré obsahovali kreditné karty a bol
objaveny aj listok na vlak do Aosty. Tu bola objavena budova v ktorej sa samotné zariadenia vyrabali.
Vyplynulo ndm to s dékazov zo videi a fotiek, ktoré boli najdené na SD karte v 3D tlaciarni v tejto budove
a s sms komunikacie vo Wernerovom mobile. Nakoniec bol Werner zadrZzani na letisku v Geneve, kde sa



snazil nastupit na lietadlo do New Yorku. Letenka bola zakipena pomocou ukradnutej karty, ktora bola
odcudzena pomocou skimvacieho zariadenia v Lausanne. Telefon obsahoval tu istu nahravku(overené
pomocou MD5 odtlacku).

LITERATURA A PRIPADOVE STUDIE:

Jacobo Tarrio - How magnetic stripe cards work

Popis: Clanok popisuje spdsob ako funguje magnetickd paska na karte, ako nahrat pasku pomocou
Citacky a ako pracovat z nahratou zvukovou stopov. Taktiez popisuje program, ktory dokaze prelozit bity
na ASCII znaky.

Dostupné na: https://jacobo.tarrio.org/2014/how-magnetic-stripe-cards-work.html
Muhammad Furgan Ul Haq - APK Decompilation: A Beginner's Guide for Reverse Engineers
Popis: Clanok popisuje ako spravne dekompilovat aplikéciu pomocou JADX, Apktool a Bytecode Viewer.

Dostupné na: https://hackernoon.com/apk-decompilation-a-beginners-guide-for-reverse-engineers

Elizabeth Schweinsberg - DFRWS 2021 Challenge

Popis: Clanok, z ktorého bol pouzity dataset a pribeh. V kapitolach st popisané jednotlivé zariadenia, ako
aj odkaz na stiahnutie jednotlivych digitalnych kopii a ich odtlacky.

Dostupné na: https://dfrws.org/dfrws-2021-challenge/


https://jacobo.tarrio.org/2014/how-magnetic-stripe-cards-work.html
https://hackernoon.com/apk-decompilation-a-beginners-guide-for-reverse-engineers
https://dfrws.org/dfrws-2021-challenge/

